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To:
Cc:
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management and archives

Attachments: Modifications following EDPS and DPO
recommendations_final.docx; Derogations from the rights of data
subject for archiving in the public interest_necessity and

proportionality assessment.pdf; Decision_fin2020.05.13.docx

Subject:

| hope this mail finds you well.

Thank you for the recommendations included in your message of 6 March 2020 in relation to the data
protection aspects of the (draft) Commission Decision on records management and archives.

We have revised the Decision in light of the comments received through the interservice consultation, as
well as of your and the EDPS’ recommendations. | have attached the revised Decision as well as — for
your easy reference — an overview table on the data protection recommendations and how they were
taken into account. | also attach for your information our necessity and proportionality assessment
concerning the derogations from data subject rights. With many thanks to_ for their
valuable help.

We have accommodated the recommendations received and | trust we have achieved a very solid final
decision, including on its data protection aspects. The revised provisions include an obligation on the
Commission to record the reasons for derogations applied pursuant to this Decision and require the
Commission to inform the DPO, without any undue delay, of the application of derogations in a specific
case. In addition, enhanced motivation and justification underpinning the proposed provisions are
included in the revised Decision recitals.

As a next step following the adoption of the Decision (I plan to launch the written procedure before the
end of the month), its data protection aspects need to be brought to the attention of Commission
departments. We will explain them at our next network meetings with the DMO community and |

propose tha_ do the same at the next DPC network meeting.

| hope that following this information your office will be in a position to validate the record of processing
‘Management and long-term preservation of the European Commission's archives’ (DPR-EC-00837.1) as
submitted on 14 April so we make sure to meet the EDPS’ deadline of 25 May.

Kind regards and stay safe,



From:
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Subject: Ares(2020)1411738 - FW: ISC/2020/00857 - Records management and archives

Ares(2020)1411738 - FW: ISC/2020/00857 - Records management and archives

Sent by (SG) . All responses have to be sent to this email address.
Envoyé par (SG) . Toutes les réponses doivent étre effectuées a cette

adresse électronique.

Several DPCs of other Commission departments have informed me that your unit had
launched the inter-service consultation concerning the draft Commission Decision and
Implementing Rules on Records Management and Archives. In the meantime,-
has provided us with the feedback received by the EDPS in this consultation.

As a complement to the EDPS’s feedback, | would like to draw your attention to the
following issues:

1. Limitations on the exercise of data protection as a fundamental right

In Article 8, the Charter of Fundamental Rights of the European Union defines the
protection of personal data as one of the fundamental EU rights. Article 52 of the
Charter indicates the principles that have to be taken into account as regards the scope
and interpretation of fundamental rights. It clarifies that [a]ny limitation on the exercise
of the rights and freedoms recognised by this Charter must be provided for by law and
respect the essence of those rights and freedoms. Subject to the principle of
proportionality, limitations may be made only if they are necessary and genuinely meet
objectives of general interest recognised by the Union or the need to protect the rights
and freedoms of others.

Furthermore, it is standing case-law of the EU Court of Justice that any exceptions to the
fundamental rights must be narrowly construed and applied.

In light of this, | consider that any limitations on the (exercise of the) data subject rights
laid down in Regulation (EU) 2018/1725 (be it exceptions, restrictions or derogations)
can only be applied on a case-by case basis, after the controller has assessed the
necessity and proportionality of a limitation in a specific case. In my view, any exception
or derogation, applied in a specific case on the basis of the Commission Decision on




Records Management and Archives, should be necessary and proportionate taking into
account the risks to the rights and freedoms of data subjects. | recommend that this be
reflected in your draft Decision (and implementing rules, if applicable).

2. Principle of accountability

One of the main principles of data protection is the principle of accountability, as the
responsibility of the controller for compliance with data protection rules and its ability
to demonstrate compliance with those rules.

As regards the restrictions of application of data subject rights, several Commission
Decisions lay down internal rules for recording and registering such restrictions as
means for the demonstration of compliance. All Commission services that wish to apply
restrictions in line with those Commission Decisions have to establish internal
procedures for application, recording and registering of restrictions on a case-by case
basis.

| consider that, in order to demonstrate compliance with Regulation (EU) 2018/1725,
the Commission should record and register the reasons for any exception or
derogation, applied on a case-by-case basis pursuant to the Decision on Records
Management and Archives. This should include an assessment of the necessity and
proportionality in each case. | recommend that this be reflected in your draft Decision
(and implementing rules, if applicable).

3. Role of the DPO

One of my main tasks as the DPO of the Commission is to ensure that the rights and
freedoms of data subjects are not adversely affected by Commission’s processing
operations. This includes also the processing operation(s) referred to in the draft
Commission Decision on Records Management and Archives.

As regards the restrictions of application of data subject rights, the Commission
Decisions laying down internal rules on restrictions ensure that the DPO can carry out an
independent review of the application of restrictions. This is necessary for ensuring (and
demonstrating) compliance with Commission Decisions laying down internal rules on
restrictions. For this purpose, the DPO has to be informed, without undue delay, of all
restrictions applied by the Commission services and may request a review of those
restrictions.

In my view, the DPO should also be informed, without undue delay, of all exceptions
and derogations applied under the Commission Decision on Records Management and
Archives in order to be able to carry out the independent review thereof. This is
necessary for ensuring (and demonstrating) compliance with that Decision. |
recommend that this be reflected in your draft Decision (and implementing rules, if
applicable).

For your convenience, | provide below the overview of Commission Decisions laying
down internal rules on restrictions:



EC DEPARTMENT ADOPTION VISTA OFFICIAL JOURNAL
1 COMP 05.12.2018 C(2018)8109 Decision (EU) 2018/192;
2 IAS 11.12.2018 C(2018)8587 Decision (EU) 2018/196:
3 OLAF 11.12.2018 C(2018)8654 Decision (EU) 2018/196:
4 TRADE 14.12.2018 C(2018) 8811 Decision (EU) 2018/199¢
5 HR.MS 30.01.2019 C(2019) 627 Decision (EU) 2019/154
6 HR.IDOC 01.02.2019 C(2019) 688 Decision (EU) 2019/165
7 HR.DS 07.02.2019 C(2019)761 Decision (EU) 2019/236
8 MARE 06.11.2019 C(2019)7894 Decision (EU) 2019/186:

In light of the above considerations, | would like to request that you keep me informed
about the developments in this file in due time before the formal adoption process will
be launched.

Kind regards,
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