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Dear colleague,

The internet and social media play a profoundly positive role in our lives and societies. However,
they are also used by violent extremists to advance their aims, whether through engagement,
propaganda, radicalisation or recruitment. This is particularly true against the background of the
flow of so called foreign fighters as well as calls for ‘electronic Jihad’ that the EU is facing.

The internet is largely operated by private companies, together with the civil society, they have the
best internet expertise. Conversely, law enforcement agencies and intelligence services possess the
best knowledge about terrorist activities. Public-private dialogue is therefore a necessary approach
in identifying the best instruments to reduce terrorist use of the internet and social media.

In its Communication ‘“Preventing Radicalisation to Terrorism and Violent Extremism:
Strengthening the EU’s Response”, the European Commission proposed to establish a forum with
key players of the Internet industry to discuss the challenges posed by online terrorist propaganda,
exchange experiences and explore opportunities for closer cooperation. Likewise, this proposal is
included in the draft guidelines on combating violent extremism which will be submitted to the
JHA Council on 9 October 2014.

There is strong interest from the European Union and the Ministers of Interior to enhance the
dialogue with major companies from the Internet industry on issues of mutual concerns related to
online radicalisation and to other aspects of the public-private relationship. Therefore, we will host
a ministerial dinner on 8™ October 2014. The objective of this meeting is to discuss the
challenges and opportunities that lie ahead of us.

In particular, during the discussion we would like to touch upon the following issues:

e The challenges posed by terrorists' use of the Internet and possible responses: tools and
techniques to respond to terrorist online activities, with particular regard to the
development of specific counter-narrative initiatives; voluntary & self-regulatory
measures (e.g. flagging and reporting mechanisms); law-enforcement-driven measures
(e.g. referral units, investigations, etc.);

e Internet-related security challenges in the context of wider relations with major companies
from the Internet industry, taking account due process requirements and fundamental
rights;

e Ways of building trust and more transparency.

This invitation is addressed to the Member States’ Ministers of Interior, the Counter-Terrorism
Coordinator and high-level representatives from major companies of the Internet industry.

The dinner will take place on 8 October 2014 at 19:00 in Luxembourg (Kirchberg Conference

Centre, Salle des repas ministériels, LEVEL — 2, REM 1 & REM 2; Place de ’Europe 4, 1499
Luxembourg) on the eve of the JHA Council meeting.
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We would appreciate a confirmation of your participation by 29 September 2014 to the following
functional e-mail address: HOME-PREVENTION@ec.europa.eu

We look forward to welcoming you in Luxembourg on 8 October 2014.

Yours sincerely,

i Ifano ecilia Malmsgrom
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