
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Bi-Annual 
Management 

Report 
DG INFSO 

 
 

 

01 July 2009 – 31 December 2009

Ref. Ares(2013)3627659 - 03/12/2013



 

2 / 37 

D
G

 I
N

FS
O

: 
B
M

R
  

- 
 0

1.
07

-2
00

9 
 -

  
31

.1
2-

20
09

 
 

 
 
 
 
 
 



 

Footer 3 / 37 

D
G

 I
N

FS
O

: 
B
M

R
  

- 
 0

1.
07

-2
00

9 
 -

  
31

.1
2-

20
09

 

Table of contents 
 
 
Table of contents ............................................................................................ 3 
1.  Introduction.............................................................................................. 5 
2. Status of the Work Programme ............................................................... 7 
3. Implementation of the 2009 Budget......................................................... 9 

3.1.  Payment Times ............................................................................................ 9 
3.2.  Status of Recovery Orders .......................................................................... 11 

4. Changes to the Financial Circuits .......................................................... 13 
5. Risk Management: Follow-up of DG INFSO's High-Level Risk 
Assessment (HLRA) Exercise........................................................................ 15 

5.1.  Follow up of DG INFSO's 2008-2009 HLRA exercise............................. 15 
5.2.  DG INFSO's new HLRA exercise 2009-2010 ............................................15 

6. Internal Control & Internal Control Standards........................................ 17 
6.1. State-of-play of the implementation of the Internal Control Standards..17 
6.2. Reporting by Directors as Authorising Officers by sub-delegation ..........17 

7. Status Report on External Financial Audits up to 31 December 2009 ... 19 
8. Relations with the European Court of Auditors (ECA) ........................... 21 

8.1. Declaration of Assurance (DAS) 2008 – Discharge procedure ................21 
8.2. Declaration of Assurance (DAS) 2009 – Transaction audits....................21 
8.3. ECA Special Reports.................................................................................. 22 

9. Relations with the Internal Audit Service (IAS) ...................................... 25 
10. Audits Performed by DG INFSO’s Internal Audit Capability and Related   
Matters........................................................................................................... 27 
11. State of Play on OLAF Files .................................................................. 29 
12. State of Play on  European Ombudsman Files...................................... 31 
13. Relations with the Education, Audiovisual and Culture Executive Agency 
(EACEA) – MEDIA Programme and with ARTEMIS and ENIAC Joint 
Undertakings.................................................................................................. 33 

13.1. DG INFSO's supervision of the EACEA for "MEDIA" management ....... 33 
13.2. DG INFSO and ARTEMIS & ENIAC JUs (FP7) ....................................... 33 

14. Declaration and Reservations ............................................................... 35 
15. Annexes ................................................................................................ 37 



 

4 / 37 4 

D
G

 I
N

FS
O

: 
B
M

R
  

- 
 0

1.
07

-2
00

9 
 -

  
31

.1
2-

20
09

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

Footer 5 / 37 

D
G

 I
N

FS
O

: 
B
M

R
  

- 
 0

1.
07

-2
00

9 
 -

  
31

.1
2-

20
09

 

 1.  Introduction 
 
 
This Bi-annual Management Report (BMR) covers the period from 1 July until 
31 December 2009 and is accompanied by a set of Annexes containing more 
detailed information. The BMR reports on issues identified in the agreed 
Working Methods between Mrs Reding's Cabinet and DG INFSO,1  in line with 
the Code of Conduct on relations between Cabinets and Services.  
 
As was the case last year, and in order to avoid repetition, the BMR refers – 
where appropriate - to DG INFSO's Annual Activity Report 2009 and presents 
only the information which is complementary to it.  
 
Several chapters in this BMR include references to the topics discussed at the 
"Internal Control Coordination Group" (ICC Group2 ), the coordination forum 
established in order to ensure inter alia an effective follow-up to DG INFSO's 
yearly High Level Risk Assessment (HLRA) exercise. The ICC Group is chaired 
by the INFSO General Affairs Director and composed of permanent 
correspondents from all Directorates. 
 
A dedicated INFSO.S intranet-page includes all related documents: 
http://intra.infso.cec.eu.int/S/IC_coord_group/pages/meetings_2009.htm 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                           
1 VH/af D(2005)456 of 23.02.05 and VH/af D(2006) 0834 of 10.04.06 + annex, cf. points 2.6, 2.7 and 2.8 
2 The mandate of the ICC Group is to assist INFSO's Senior Management to effectively prepare, coordinate, monitor 
and follow up all important internal control related issues of the DG, such as:   

• compliance and effectiveness of the implementation of the Internal Control Standards (ICS) 
• follow-up of internal audit recommendations 
• follow-up of risk management action plans 
• planning and follow-up of financial audits results implementation 
• coordination of issues related to the ECA, OLAF, Ombudsman, DPO 
• other important internal control related issue which needs coordination across the DG 
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2.  Status of the Work Programme  
 
 
The Cabinet is regularly informed, in meetings with the DG, on the state of 
play relating to the implementation of the Rolling Work Programme. 
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3.  Implementation of the 2009 
Budget 

 
 
The detailed results of DG INFSO's budget implementation on 31.12.09 are 
documented and commented on in DG INFSO's Annual Activity Report 2009 
(see AAR 2009 Annex 3) covering the full year 2009. 
 

3.1.  Payment times 
 
Statistics for 2009 show further consolidation of the positive trend in 
payments processing recorded in the past years. A record performance of 
93.32% was attached in terms of underlying value of payments carried out 
within contractual time-limits, and 90.59% in terms of number of 
transactions.  
 
 

Table 1: % 2005-2009 payments within contractual time-limits (value) 
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Table 2: % 2005-2009 payments within contractual time-limits (number) 
 

 
 

 
This positive trend is reflected in the breakdown by type of transaction (table 
3). Payment times improved in 2009 with respect to previous years for almost 
each type of transaction, with significant improvements for the most 
important items of expenditure. Payment times relating to projects, 
representing most of DG INFSO's appropriations, were further improved in 
2009. These better results have been achieved through enhanced 
training/awareness-raising efforts, and experience reached in handling 
transactions through local applications developed in house for the automatic 
processing of cost claims. In 2009, 84.26% of project payments were carried 
out within contractual time-limits, compared to 82.4% in 2008, 76.6% in 
2007, 70.7% in 2006, 66.3% in 2005, and 61.2% in 2004. This steady 
improvement was also the result of continuous investment in IT tools to 
support payments, an effort which was sustained in 2009 with the priority to 
develop local applications for the automation of FP7 payments.  
 
Significant improvement was also recorded in meetings payments. As 
anticipated in past BMRs, the poor performance in meetings payments was 
tackled through a review of payment procedures concerning the area of 
underperformance identified, i.e. payments authorised by PMO. This led to a 
streamlined procedure for the submission of payment files to PMO, and 
awareness raising actions targeted to meeting secretaries. These actions led to 
great improvement in PMO payment times for DG INFSO experts, which are 
now in line with DG INFSO payment times for meetings paid by the research 
budget Further improvements are expected in 2010 as the new procedure will 
be applied to a full calendar year. 
 
The only areas where deteriorations in performance were recorded are 
manually-handled transactions for external staff and service contracts. For 
external staff, the impact of lengthy iterations between the various 
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organisational entities involved in managing interim staff payments (DG HR 
and DG INFSO) was apparent in explaining the delays. This problem was 
solved in the interservice consultation for the internal rules 2010, where DG 
HR was entrusted to carry out all payments to interim staff. This improvement 
is expected to lead to much faster processing times in 2010. For services and 
studies, INFSO.R.2 will analyse the areas of underperformance in the course 
of the first semester 2010, in view of identifying possible organisational or 
structural causes, and implementing corrective measures in cooperation with 
the DG INFSO services concerned. 
 
The table below details performance by type of transaction over the last 3 
years 
 
Table 3: %2007-2009 payments within contractual time-limits (number) by type 
of transaction3. 
 

% payments 
within 

contractual 
time-limits

Number of 
payments Value €

% payments 
within 

contractual 
time-limits

Number of 
payments Value €

% payments 
within 

contractual 
time-limits

Number of 
payments Value €

External Staff 85,07 % 1.128 8.031.303 99,53 % 1.261 7.606.396 93,30 % 404 4.843.739
Missions 99,13 % 3.760 1.431.831 98,24 % 3.786 1.436.066 95,95 % 1.516 571.825

Services and studies 89,53 % 1.180 25.180.917 92,07 % 1.231 34.597.544 85,65 % 1.247 19.257.763

Experts (Evaluations 
and Reviews) 94,82 % 5.104 14.150.630 89,17 % 3.844 10.485.037 83,77 % 4.145 12.642.706

Projects 84,26 % 1.365 983.912.706 82,41 % 1.368 1.194.007.431 76,59 % 1.145 766.056.138
Meetings 76,95 % 1.826 1.051.537 39,86 % 1.102 723.460 38,75 % 756 445.436
Grants 93,98 % 78 3.353.700 80,00 % 66 3.187.078 100,00 % 10 22.598.666

Type of transaction

2009 2008 2007

 
 

3.2.  Status of Recovery Orders 
 
During the second semester of 2009 DG INFSO continued to focus on issuing 
new and following up existing open recovery orders. 
 
As usual, the main reason for the establishment of new recovery orders during 
the second half of 2009 was the implementation of audit results (101 cases). In 
addition, 10 recovery orders were issued following the recovery of pre-
financing amounts after final payments, 7 for liquidated damages, 2 for 
bankruptcy, 9 for contract termination, and 14 for other reasons.  
 
On 01.07.2009, the balance due from 130 open recovery orders totalled €16.6 
million. During the second semester of 2009, the newly established recovery 
orders added €15.9 million. However, recovery orders worth €9.4 million were 
cashed/compensated and €0.4 million were waived during the second 
semester. Consequently, the balance on 31.12.09 stood at 175 open recovery 
orders totalling €22.79 million. 
 
Of the open recovery orders, those issued following liquidation due to 
bankruptcy represent an important category. This category of recovery orders 
usually remains open for a long time, although in most cases they lead to a 
waiver decision (once the liquidation is definitively closed and it is confirmed 
that it will not be possible to recover) due in part to the fact that the 
Commission is an unsecured creditor. 17 cases totalling €2.1 million are 
expected to be waived in the future, of the 26 total worth €5.1 million.  
                                                           
3 External staff = ENDs, Interim staff, Projects = FP7 and non-research projects, Meetings = Groups of experts 

and committees, Grants = MEDIA Antennae and desks 
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All details are provided in Annex A1. 
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4.  Changes to the Financial Circuits 
 
 
During the second semester of 2009, changes to the financial circuits 
concerned updates to take into account developments in the availability of 
local IT tools to manage financial transactions. The financial circuit for 
authorising recovery orders was amended to differentiate between recovery 
orders for audit implementation and those for liquidated damages.  
 
The complementary verification performed by INFSO.R.2 was cancelled for 
the issuance of such recovery orders in FP6 and FP7, but it was maintained for 
all the other cases. The same simplification may be applied to other 
programmes whenever the iFlow becomes available to do so. 
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5.  Risk Management 
 
 

5.1 Follow-up of DG INFSO's 2008-2009 High Level 
Risk Assessment (HLRA) exercise 
 
The monitoring of the DG's important risks for 2009 reveals that the exposure 
to most of those risks has remained under control and/or has decreased – 
including for the three 'critical risks4 mentioned in the 2009 Annual 
Management Plan (AMP). The Telecom Regulation's policy risk has decreased 
following the adoption of the package. The Spectrum Policy risk has also 
decreased. The financial/reputational risk related to Errors in ICT cost claims 
was kept under control but nevertheless remains higher than the accepted 
materiality level (cf. recurrent AAR reservation). 
 
For more details, see Part 1 of the "Annual review and recommendations from 
the Internal Control Coordinator (ICC) – "2009 ICC Package"" (Annex B1). 
 

5.2 DG INFSO's new High Level Risk Assessment 
(HLRA) exercise (2009-2010) 
 
At the end of 2009, in line with the DG's 2010 Management Plan (MP) 
process, DG INFSO carried out its annual High-Level Risk Assessment 
(HLRA) exercise. Its 8 main risks identified and assessed for 2010 are: 
 
• FP & CIP Management (action plan for a few aspects) 
• Media International preparatory action (activity/risk to be transferred to 

DG EAC) 
• eCommunications framework implementation (reinforced monitoring) 
• Spectrum Programme establishment and management (reinforced 

monitoring) 
• Errors in FP6 cost claims (reinforced monitoring) 
• Supervision of DG-external entities (reinforced monitoring) 
• Art. 7 & 7a procedures (continued line management) 
• eFP7 IT-tools (continued line management) 
 
None of the risks identified and assessed during the HLRA-exercise 2009-
2010 are considered to have sufficient political/reputational exposure to be 
considered as 'critical risks' for DG INFSO (cf. INFSO's 2010 MP annex 4).  
 
However, the 8 main risks listed above will be followed up and/or monitored 
during 2010 via the ICC Group at DG-wide level.  
 

                                                           
4 definition by DG BUDG = "A risk should be considered “critical” and reported in the Annual Management Plan 

(AMP) if it can:  
(a) jeopardise the realisation of major policy objectives;  
(b) cause serious damage to the Commission’s partners (Member States, companies, citizens, etc.);  
(c) result in critical intervention at a political level (Council/Parliament) regarding the Commission’s 

performance;  
(d) result in the infringement of laws and regulations; 
(e) result in material financial loss;  
(f) put the safety of the Commission's staff at risk; or 
(g) in any way seriously damage the Commission’s image and reputation." 
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The other risks, i.e. those below the HLRA main risks level threshold, will be 
addressed by 'continued line management' from the individual Directorate(s) 
concerned and reported on in their twice-annual DMRs. 
 
For more details, see "Final results of DG INFSO's "High-Level Risk 
Assessment" exercise 2009-2010 & its follow-up during 2010" (Annex B2). 
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6.  Internal Control & Internal 
Control Standards 

 
 

6.1. State-of-play of the implementation of the 
Internal Control Standards (ICS) 
 
DG INFSO's annual analysis of the state of the internal control system 
(including its compliance with the ICS requirements), the continuous 
enhancement of the effectiveness of its control arrangements in place 
(including the priority ICS-themes during 2009), and the subsequent 
recommendations for further improvements identified by the DG's Internal 
Control Coordinator (ICC) are addressed in the Annual Activity Report 2009 
(see AAR 2009 chapter 2.2).  
 
Overall, DG INFSO has implemented the ICS requirements. There are no 
critical or major ICS-related weaknesses which would lead to an AAR 
reservation. However, in terms of continuing the increase of effectiveness of 
some ICS, some areas of improvement may be considered. At DG-level, three 
Priority ICS for 2010 have been selected (cf. INFSO's 2010 MP annex 2: 
exceptions recording, management supervision, and document management). 
At line management level, seven other ICC-recommendations have been 
suggested. The Priority ICS listed above will be followed up and/or monitored 
during 2010 via the ICC Group at DG-wide level. 
 
For more details, see Part 3 of the "Annual review and recommendations from 
the Internal Control Coordinator (ICC) – "2009 ICC Package"" (Annex B1). 
 

6.2. Reporting by Directors as Authorising Officers  
by Sub-Delegation (DMRs) 
 
The INFSO Directors as Authorising Officers by Sub-Delegation have reported 
reasonable assurance that risks are under control and that suitable controls 
are in place and working as intended. They have not raised any 'new' (i.e. 
beyond the DG's recurrent reservation on the errors in cost claims) issues to 
be considered in the context of the declaration by the Director-General (see 
AAR 2009 chapter 3.1 and the corresponding DMRs). 
 
No overruling occurred in 2009. Further to that only minor exceptions 
considered of a limited relevance and non-systemic nature have been reported. 
By end-2008/early-2009, most of DG INFSO's non-management functions 
had been de-sensitised subject to mitigating measures (mostly already) in 
place (at the time). Directors reported on the status of the mitigating measures 
(still) in place at the end of 2009. 
 
For more details, see Annex B to the "Annual review and recommendations 
from the Internal Control Coordinator (ICC) – "2009 ICC Package"" (Annex 
B1). 
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7. Status Report on External 
Financial Audits up to 31 December 

2009 
 
 
For a detailed status report on DG INFSO's external financial audits in 2009, 
see the "External Audits Synthesis Report 2009" in the Annual Activity Report 
2009 (see AAR 2009 Appendix 2 and the related comments (see AAR 2009 
chapter 2 and 3). 
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8. Relations with the European Court 
of Auditors 

 
 

8.1.  Declaration of Assurance (DAS) 2008 – 
Discharge procedure 
 
The Court published its 2008 Annual Report on 10.11.2009. The Report still 
contains criticisms towards the management of the Research Framework 
Programmes. As in previous years, it stresses for FP6 the material level of 
errors in the costs declared by beneficiaries and the lack of reliability of audit 
certificates as a control tool. It also indicates that the Commission did not 
impose the full extent of sanctions available during the course of FP6. Besides 
these traditional criticisms, the Court issued positive messages regarding, in 
particular, the simplification of the funding rules for research projects in FP7 
and the "considerable improvement" in making timely payments in 2008. The 
assessment of supervisory and control systems for internal policies is 
considered by the Court to be partially satisfactory, as was the case for 2007. 
The Court considers that for 2008 the error range for internal policies is 
between 2 and 5%, which equally qualifies as being partially satisfactory. 
Compared to previous years, the Court notes a decrease in the estimated error 
rate for the policy group Research, energy and transport. 
The 2008 discharge procedure continued with the hearing of Commissioner 
Potočnik by CONT5 end-January 2010 and the adoption of the CONT 
discharge report is planned for mid-March, with the vote on the 2008 
discharge in the April plenary session of the European Parliament.  
 

8.2. Declaration of Assurance (DAS) 2009 – 
Transaction audits 
 
DG INFSO received for DAS 2009, over the whole year 2009 and January 
2010, eleven requests from the Court of Auditors (ECA) for documents 
supporting twenty one transactions to be audited. Five of these requests, 
concerning ten transactions, were received in the second half of 2009. The 
documentation was supplied within the deadlines. 
During the second half of 2009, the ECA carried out eight on-the-spot 
financial audits on the participation of legal entities in contracts managed by 
DG INFSO. DG INFSO representatives accompanied the Court for seven of 
these controls. 
 
On 22.10.2009 and 14.12.2009, the ECA issued two letters of preliminary 
findings relating in total to fourteen transactions (out of the 21 transactions 
tested under DAS 2009), of which ten were audited on-the-spot by the Court. 
The documents mention that four of these transactions were affected by an 
error. The average error rate for the 14 transactions amounts to 2,64% of the 
costs declared by the beneficiary. The Commission's replies to the Court's 
letters were sent respectively on 01.12.2009 and 20.01.2010. 
 
 
 
 

                                                           
5 CONT is the new acronym to be used for the CoCoBU – the European Parliament's Committee on Budgetary Control 
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8.3. ECA Special Reports 
 
• Performance Audit: "Executive Agencies" 
 
The aim of the ECA's audit was to assess whether the delegation of 
management tasks to the Executive Agencies had proved to be a successful 
option for implementing the European budget. The ECA issued a draft special 
report on 14 May 2009, which was subject to a contradictory procedure on 29 
June. 
 
The ECA published its final special report on 19 November 2009. This report 
was presented and discussed at the CONT in January 2010. 
 
In its conclusions the ECA considered that: 

 The initiative of setting up the Executive Agencies was mainly driven by 
constraints on employment within the Commission. 

 The cost-benefit analyses supporting the decision to create the agencies 
took little account of non-financial aspects. 

 There are cost savings stemming from the prevalence of lower paid 
contract staff. 

 Qualitative improvements took place concerning time for contracting, 
time for approval of reports, payment delays, simplification and 
external communication/dissemination of results. 

 The Commission's supervision of the agencies' work was limited.  
 
• Performance Audit: "The adequacy and effectiveness of selected 
FP6 instruments on the achievement of Community RTD 
Objectives" 
 
The aim of the audit was to examine to what extent the "Networks of 
Excellence" and the "Integrated Projects" had contributed to achieve the 
research policy objectives set by the Treaty as well as their own specific 
objectives. 
 
The ECA issued a draft special report on 25 February 2009, which was subject 
to a contradictory procedure on 5 May. 
 
The ECA published its final special report on 14 October 2009, which was 
presented and discussed at the CONT on 3 December 2009. 
 
In its conclusions the ECA considered that: 

 The audited FP6 instruments were successful in promoting research 
collaboration and projects of a reasonable quality. However they 
operated in the absence of explicit intervention logic. 

 The specific objectives of the new instruments were only partially 
achieved. 

 The Commission's management revealed some weaknesses, in 
particular at the beginning of the implementation of FP6. 

 Compared to FP5, FP6 did not succeed in generating a significant 
increase in terms of participants' RTD investment.  
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• Performance Audit: "Impact assessment in the EU institutions: do 
they support decision making?"  
 
The aim of the ECA audit is to assess the efficiency of the impact assessment 
system in view of improving legislation.  
 
Besides the SG who coordinates this audit, the other DGs involved are TREN, 
EMPL, REGIO, RTD and the JRC.  
 
The ECA issued a second statement of preliminary findings on 7 September 
2009. The ECA gave an overall positive assessment, mentioning that "Within 
the European Union, the Commission's IA system, both in terms of its design 
and the way in which it has been implemented, can be considered to be an 
example of good practice". The ECA identifies however some areas where 
there is room  for improvement, e.g. the need for more transparency as to how 
the Commission decides which policy initiatives are targeted for IAs, or  the 
need to reinforce the quantification and monetisation of expected outcomes, 
including for alternative policy options. 
 
On 11 February 2010, the ECA adopted the draft of Preliminary Observations 
related to this audit under the title: “Impact Assessment in the EU 
institutions: do they support decision making?” The first interservice meeting 
to co-ordinate the preparation of the contradictory procedure took place on 23 
February, where it was concluded that this report of the Preliminary 
Observations is more balanced and positive than the initial Statements of 
Preliminary Findings. 
 
• Performance Audit: "e-Government":  
 
The aim of the Court's audit is to assess the effectiveness, efficiency and 
economy of the e-Government projects co-financed by the ERDF.  
 
Twenty-eight projects were selected in four Member States (FR, IT, SP and 
PL). It is expected that the ECA will communicate its conclusions to the 
Commission, through a statement of preliminary audit findings, in May/June 
2010. 
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9. Relations with the Internal Audit 
Service (IAS) 

 
 
At the end of 2009, the progress on implementation of IAS recommendations 
addressed to DG INFSO was reported to the IAS (and onward to the Audit 
Progress Committee - APC) via the (twice annual) update of the AMS 
IssueTrack database. The situation related to the DG's four currently 'open' 
IAS audits was the following: 
• 2008 audit on ethics: 1 recommendation partially open 
• 2008 audit on recoveries: 1 recommendation partially open 
• 2008 audit on Research IT systems: 7 of the 14 recommendations still open 
• 2009 audit on FP7 controls (design): most recent audit and action plan; so 

8 of the 11 recommendations still open. 
 
DG INFSO has no 'open' critical IAS recommendations. However, a number of 
very important IAS recommendations are overdue more than six months 
(with new target dates even further in 2010), which will trigger an APC-
reminder and a letter between Commissioners: 
 
• Ethics: 1 Very Important REC-1 "Adaptation of the Commission's ethics 

framework to the DG-specific environment": 2 sub-actions implemented; 3 
sub-actions revised to be completed by June 2010 (resulting in 12 months 
delay; partly related to a dependency on DG HR) 

• Recoveries: 1 Very Important REC-4 "Timing to effectively close a Recovery 
Order": partially implemented; second phase of a iFlow-development is 
revised to be completed by April 2010 (resulting in 9 months delay) 

• Research IT Systems: inter alia 2 Very Important RECs-8-9 mainly related 
to "IT Security" issues: partially implemented and/or postponed ( related 
in part to the need for DG HR's Security Directorate to have our 
Information Security Plan re-analysed and re-written per Information 
System); now planned to be completed by mid-2010 (resulting in 12 
months delay6) 

• FP7 controls (design): no Very Important recommendations overdue more 
than 6 months, but end-June 2010 will be a critical deadline for several 
ones. 

 
For more details, see Part 2 of the "Annual review and recommendations from 
the Internal Control Coordinator (ICC) – "2009 ICC Package"" (Annex B1). 
 
 
 
 
 
 
 
 
 
 
 

                                                           
6 Given the delayed implementation of the action plan in the context of the "Research IT Systems" audit, 

DG INFSO has asked the IAS to postpone their follow-up audit, at least for the IT Security 
aspects. 
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10. Audits Performed by DG 
INFSO’s Internal Audit Capability and 

Related Matters  
 
 
During the second semester of 2009, the Internal Audit Capability (IAC) of DG 
INFSO finalised the audit on "FP7 project reviews". The follow-up audit on 
"legacy of open commitments from previous programmes" was also finalised 
on 17.12.2009. 
 
The audit on "Non-FP Research Programmes" was launched during the 
reporting period and is still in progress. Furthermore, three follow-up audits 
on "Ethics", "Contract negotiation and preparation process in the FP 7" and 
"Administrative and financial support from DG INFSO Operational Sectors 
and Administration and Finance Units" were launched during the second 
semester of 2009 and are still in progress at the end of the reporting period. 
 
The Director General asked the IAC for its written advice on specific cases and 
the IAC provided subsequently the Director General with written documents, 
stating the IAC's position. 
 
A joint risk assessment on DG INFSO audit universe has been performed 
together by the IAS and the IAC, following a common methodology proposed 
by the IAS. The Commission's standard risk typology has been used to ensure 
that the most common risk aspects are covered. 
 
The risk assessment of auditable entities within the audit universe has been 
conducted by assessing the impact/likelihood of risks to determine their 
significance. The risk assessment has taken account of the Final Results of DG 
INFSO’s “High-Level Risk Assessment”. 
 
The audit universe was defined in coordination with the IAS and constitutes 
the starting point for the preparation of the co-ordinated (IAS/IAC) annual 
work-plan for 2010 as well as the strategic audit plan 2010-2012. The audit 
universe consists of auditable entities linked to DG INFSO's processes sub-
divided into the following two categories: 
 
(1) Processes of a financial/budgetary nature, and 
(2) Processes of a non-financial nature. 
 
Although the audit universe is a list of all the possible audits that could be 
performed, the focus of the coordinated plan will be on auditing areas with 
high inherent risks. 
 
The IAC issued its annual opinion 2009 on the state of control within DG 
INFSO on 12.02.2010 
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From the IAS's Opinion on the state of control within DG INFSO the IAC 
considers that, among others, the following issues should be duly taken into 
account: 
 
• The need to reinforce the overall reporting and monitoring on operations of 

DG INFSO 
• The follow-up of audit are not yet finalised at the end of 2009, which have 

shown that not all accepted recommendations have been implemented. 
• The need to better document procedures with DG INFSO in order to 

mitigate the risk of discontinuity of the service. 
 

 
See Annex C1 for a status Overview and Annex C2 for the IAC's 2009 
opinion. 
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11.  State of Play on OLAF Files  
 
 
The status of OLAF files, both open and under evaluation, was analysed and 
updated during a meeting with OLAF held on 18 December 2009. Annex III 
(Limited Distribution) describes the ongoing cases, including the new cases 
transmitted during 2009.  

During 2009, fourteen new files were communicated to OLAF, of which 
thirteen resulting directly from the audit work carried out by Unit 02. This is 
an exceptionally high number of new cases, detected by the work of the 
External Audit Unit. It highlights the impact of the use of new audit 
methodologies and tools.  

In 2009, DG INFSO carried out an analysis of the anti-fraud-related elements 
in its internal control system and of the developments in the area of ex-post 
controls. This analysis resulted in a document on DG INFSO’s anti-fraud 
control strategy. It was transmitted to OLAF in February 2009 and received 
positive feedback from OLAF in June 2009. The document is under revision in 
the light of the outcome of the recent risk-based audits files and the measures 
taken by the DG in the improvement of ex-ante controls. 

In this context, it is also worth mentioning that several “fraud-proofing” 
measures were taken by DG INFSO during 2009 and major efforts are still 
ongoing. In particular, major efforts were undertaken in the development of a 
new approach for risk-based audits, in the use of new tools for data-mining 
and detection of plagiarism, and in the setting up of ad-hoc groups for the 
review of ex-ante control procedures, with a view to detecting fraud at the 
earliest possible stage. 

These efforts were facilitated by a dramatically improved collaboration 
between DG INFSO-02 and OLAF, which has proven extremely fruitful also in 
terms of effective progress and follow up of the open cases.   

The cooperation between OLAF and INFSO received a lot of attention and 
visibility through the presentations of the COCOON case and the  
throughout the Commission, and at the European Court of Auditors. 

 
See Annex D1 for more details 
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12. State of Play on European 
Ombudsman Files 

 
 
During the reporting period, one new complaint, one proposal for a friendly 
solution, one further request for information and one informal request 
(telephone procedure) were received by DG INFSO as "chef de file". One 
complaint was closed by the Ombudsman with no instance of 
maladministration. In addition, DG INFSO was associated to one further 
request for information where DG EMPL is chef de file, and to one complaint 
which was closed by the Ombudsman with further remarks to be answered by 
the SG as chef de file. 
 
See Annex E1 for the full status report. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

32 / 37 32 

D
G

 I
N

FS
O

: 
B
M

R
  

- 
 0

1.
07

-2
00

9 
 -

  
31

.1
2-

20
09

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

Footer 33 / 37 

D
G

 I
N

FS
O

: 
B
M

R
  

- 
 0

1.
07

-2
00

9 
 -

  
31

.1
2-

20
09

 

13. Relations with the Education, 
Audiovisual and Culture Executive 

Agency (EACEA) – MEDIA 
Programme and with ARTEMIS and 

ENIAC Joint Undertakings 
 
 
13.1.  DG INFSO's Supervision of the EACEA for 
"MEDIA" management 
 
As mentioned in the Annual Activity Report 2009 (see AAR 2009 chapter 2.1), 
in accordance with Article 15 of the EACEA's “Act of Delegation”, DG INFSO is 
one of the parent DGs co-responsible for the Commission's supervision of the 
EACEA.  
 
During 2009, the EACEA issued its quarterly management reports. Four 
meetings of the Agency's Management Board ("Steering Committee") took 
place. The EACEA's 2009 AAR and BMR will be forwarded to the Cabinet once 
the final versions are received. 
 
In 2009, both the final report of the ECA's performance audit on Executive 
Agencies (see 8.3) and the final report of the EACEA's mid-term evaluation 
were published. 
 

13.2. DG INFSO and ARTEMIS & ENIAC Joint 
Undertakings 
 
• In October 2009, a DG INFSO Working Group assessed the ARTEMIS 

Joint Undertaking's readiness for financial autonomy. On 26.10.2009 DG 
INFSO's Director-General granted ARTEMIS autonomy on a 'conditional' 
basis subject to the completion of the implementation of a number of 
internal control related aspects. 

 
For more details, see "Granting autonomy to the ARTEMIS Joint 
Undertaking" (Annex F1). 

 
• The ENIAC Joint Undertaking was finalising its recruitments and key 

documents at the end of 2009. ENIAC has requested autonomy by March 
2010. 
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14. Declaration and Reservations  
 
 
This part is documented and covered in the Annual Activity Report 2009 (see 
AAR 2009 Chapter 3). 
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15.   Annexes 
 
 
 
 
Annex A - Implementation of 2009 budget  
 

A1: Overview Status of Recovery orders 
 
 
Annex B – Risk Management 
 

B1: Annual review and recommendations from the Internal Control 
Coordinator (ICC) – "2009 ICC Package"  

B2: Final results of DG INFSO's "High-Level Risk Assessment" exercise 
2009-2010. 
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Annex A – Implementation of 2009 budget 
 
o A1: Overview Status of Recovery Orders 
 



Annex A1 Overview status of Recovery orders up to 31.12.2009           BMR 1 July - 31 December 2009

Nr amount Nr amount Nr amount
ECA Audit 4 586.098 0 0 0 4 586.098 3 240.801
Financial Audit 56 4.548.938 101 7.898.198 3.142.069 22.863 0 91 9.282.204
Final Payment 32 3.083.386 10 481.956 316.089 394.000 855 30 2.854.398 6 305.523
Liquidated Damages 0 0 7 105.641 7.550 0 0 4 98.091
Liquidation/bankruptcy 17 2.143.027 2 352.187 0 0 0 19 2.495.214 18 2.143.028
Contract Termination 5 3.089.628 9 733.976 1.574 0 0 13 3.822.031 1 2.367.521
Other/divers 16 3.201.384 14 6.413.724 5.956.155 0 0 14 3.658.953
Grand Total 130 16.652.461 143 15.985.682 9.423.437 416.863 855 175 22.796.989 28 5.056.873

Nr amount
INFSO 13 1.539.564

1 Procedure for forced recovery in progress
DG BUDG 69 5.772.718 2 File to be followed-up with liquidator
Legal Service (1) 72 13.033.099
Sub total 141 18.805.817

Liquidator (2) 21 2.451.608

Total 175 22.796.989

Cancelled
2009

Balance
31/12/2009

Estimated amounts / 
nbr to be waived in the 

future

Attribution by service -  open recovery 

* there is a difference in the final year balance for 2009 in comparison with the previous report due to the fact that during the year some recoveries were 
partially  paid, waived or cancelled. Consequently, the final year balance was adapted accordingly.

Recovery Type
Balance

30/06/2009 New RO Cashed or 
compensated

Waived



 
 
 
 
Annex B – Risk Management  
 
o B1: Annual review and recommendations from the Internal Control Coordinator 

(ICC) – "2009 ICC Package" 
o B2: Final results of DG INFSO's "High-Level Risk Assessment" exercise 2009-

2010. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 





















Annex "A" to DG INFSO's "ICC Package" (end-2009) 
 
DG INFSO's 2009 ICS review – synthesis 
 
In order to have a framework for assessing DG INFSO's compliance with the ICS baseline 
requirements as well as the effectiveness of the internal control arrangements in place, the 
guidelines by DG BUDG containing sets of analytic questions per ICS have been used.  

The detailed notes (working document of 60 pages) are available on Unit S2's intranet-page 
related to ICS-151. This document provides an overview of that analysis. The presentation 
follows DG BUDG's instructions (see BudgWeb-link to "Guidelines on assessing the 
effectiveness of the Internal Control System2). 

The three assessment criteria for the six building blocks of the 16 ICS are illustrated below: 

 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

More than one instance of 
inadequate / ineffective 
controls that exposed the DG 
to its key risks. 

Insufficient knowledge and 
skills are available in a 
significant number of areas to 
manage the key risks 
effectively. 

System controls / procedures do 
not exist to manage the key risks. 

Improvement  
needed 

One instance of inadequate / 
ineffective controls that 
exposed the DG to its key 
risks. 

Insufficient knowledge and 
skills are available in limited a 
number of areas to manage the 
key risks effectively. 

System controls / procedures to 
manage the key risks exist, but 
improvement is needed in some 
limited areas. 

Minor/no improvement 
needed 

No previous instances of 
inadequate / ineffective 
controls that exposed the DG 
to its key risks. 

 

Sufficient knowledge and 
skills are available to manage 
the key risks effectively. 

System controls / procedures are 
designed, implemented to 
manage the key risks. 

 
Each of the 16 ICS has been assessed on each of the 6 ICS categories, and an overall opinion has 
been developed as a general conclusion.  
 

                                                 
1 See INFSO-S2's intranet-page on ICS-15: http://intra.infso.cec.eu.int/index.htm?url=/ICS/16_ics/ics2008_15.htm 

2 See BudgWeb-link to "Guidelines on assessing the effectiveness of the Internal Control System": 
http://www.cc.cec/budg/man/icrm/_doc/services/guidelines/doc_081110_icsystemeffectivenessmeasureguidelin
es_en.pdf  
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BUILDING BLOCK 1: MISSION AND VALUES (ICS 1-2) 
 
Summary of the situation:  

In 2009, DG INFSO's mission statements were up to date and applicable (given the multi-annual 
working environment).  

No cases of unethical behaviour by INFSO staff had been identified and/or reported. During 
2009, new initiatives in terms of communication and awareness-raising were initiated (e.g. 
website, reminder, seminars).  

 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

N/A 
 

N/A N/A 

Improvement  
needed 

N/A The knowledge and 
awareness by staff will be 
enhanced once the DG-
specific guidance becomes 
available. 

- Ethical guidance could be 
further clarified in the DG-
specific guide. 
 

Minor/no improvement 
needed 

The new College's 
mandates and priorities will 
be the occasion to review 
all mission statements in 
early 2010. 

 
N/A 

 

N/A 

 

Conclusion:  

The new College's mandates and priorities will be the occasion to review all mission statements 
in early 2010.  

The only aspect from the IAS/IAC 'ethics' action plans to be finalised in 2010 is to make the 
ethics guidance more practical and DG-specific (this requires prior establishment of the 
'corporate principles' guidance by DG HR). 

 
BUILDING BLOCK 2: HUMAN RESOURCES (ICS 3-4) 
 
Summary of the situation:  

No control issues related to recruitment, allocation, mobility and development of staff have been 
identified and/or reported.  

Contract Agents turnover has been somewhat mitigated by the creation of a 'pool of replacement 
staff' for financial agents and secretaries for short-term absences. 

The target for average number of training days has been met. Individualised 
invitations/reminders are sent out for compulsory/conditional training courses. 

 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

N/A 
 

N/A N/A 

Improvement  
needed 

N/A N/A N/A 

Minor/no improvement 
needed 

No instances of inadequate 
/ ineffective controls that 
exposed the DG to key 

 

Sufficient knowledge and 
skills are available to 
manage the key risks 

 

- Recruitment: remaining target 
for EUR-2 AD-Research  posts  
- Development: quid systematic 
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risks. effectively. analysis of staff training stats 
and related conclusions for DG 
policy?  

 

Conclusion:  

The only unfulfilled recruitment target is for EUR-2 AD-Research posts. 

While there have been no material control failures in the period, the management of staff 
development might be improved if achieving some HRM-related targets could be monitored at 
DG-central level (e.g. more detailed analysis of the DG's training statistics per Directorate/Unit). 

 

BUILDING BLOCK 3: PLANNING AND RISK MANAGEMENT 
PROCESSES (ICS 5-6) 
 
Summary of the situation:  

No control issues concerning the ABM-related procedures, including the HLRA exercise and its 
follow-up (cf. ICC Group progress monitoring), have been identified and/or reported.  

 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

N/A 
 

N/A N/A 

Improvement  
needed 

N/A N/A N/A 

Minor/no improvement 
needed 

No instances of inadequate 
/ ineffective controls that 
exposed the DG to key 
risks. 

 

Sufficient knowledge and 
skills are available to 
manage the key risks 
effectively. 

 

Resources (re)deployment in 
function of ABM-objectives (in 
part dependant on changes to 
the new college's mandate etc): 
quid a DG-wide re-sizing/re-
allocation exercise?  

 

Conclusion:  

While there have been no material control failures in the period, the DG's resources 
(re)deployment in function of (re)prioritised ABM-objectives may benefit from a (DG-wide) re-
sizing/allocation exercise (see also ICS-3) – in part in view in particular of the changes in the 
new College's mandates and priorities. 

 
BUILDING BLOCK 4: OPERATIONS AND CONTROL ACTIVITIES (ICS 
7-11) 
 
Summary of the situation:  

During 2009, implementation of the sensitive functions policy was finalised (including updates 
on mitigating measures). The number of derogations from compulsory mobility remains low. 

The recording/reporting of exceptions made from standard procedures remain affected by 
potential weaknesses (indications of 'non-standardised understanding or application). 

Supervision by management of some aspects may be reinforced - inter alia for more pro-active 
supervision, follow-up of open audit recommendations, analysis of signalled internal control 
weaknesses, recording of exceptions, investing time/resources in document management, 
controlling semi-independent bodies, etc. 
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During 2009, the BCP has been updated. The BCP's overall effectiveness may benefit from the 
actual testing of staff awareness, cascade communication and some scenario simulations. 

During 2009, the remaining aspects of document management (e.g. filing/closing/retrieving and 
retention/access/readability) have been solved partially (cf. ARES switch-over in June 2010).  

 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

N/A N/A N/A 

Improvement  
needed 

- Quid need for more 
consistency and scrutiny of 
recorded exceptions? 
- Quid need for more 
integrated and formalised 
follow-up for open 
recommendations? 
- Quid effectiveness of the 
document management 
systems and related 
procedures? 
 

- Quid effectiveness of the 
document management 
systems and related 
procedures? 
 

- Quid need for more 
consistency and scrutiny of 
recorded exceptions? 
- Quid need for more integrated 
and formalised follow-up for 
open recommendations? 
- Quid effectiveness of the 
document management systems 
and related procedures? 
 

Minor/no improvement 
needed 

The BCP's effectiveness 
may benefit from actual 
testing.  

 

N/A 

 

N/A 

 

Conclusion:  

During 2010, efforts to further strengthen the internal control system should continue in the 
areas of recording/reporting of exceptions, management supervision, and document 
management.  

The following areas may be further improved:  

• ensuring more standardisation among directorates in the context of recording/reporting 
exceptions: (cf. differences in numbers of (minor) exceptions recorded/reported3 

• ensuring more effective management supervision of decentralised responsibilities (e.g. via a 
somewhat more formalised status monitoring and analysis – e.g. once a month at the 
Directorate's management meeting) combined with more frequent and/or closer monitoring at 
the ICC Group (e.g. quarterly instead of twice annual frequency, more detailed reporting on 
specific topics/aspects identified, etc) – e.g. more proactive supervision in some areas, follow-
up of open audit recommendations, analysis of signalled internal control weaknesses, 
recording of exceptions, investments of time and resources in document management aspects, 
control of agencies/JTIs, etc. (e.g. re-considering some good practices offered by other DGs 
and BUDG - e.g. 'surveillance' for some areas ?) 

• finalising the remaining document management aspects (e.g. filing/closing/retrieving and 
retention/access/readability) particularly in the context of DG INFSO's switch-over to ARES 
in June 2010. This may need to be accompanied by additional monitoring by management 
(e.g. via reporting back via DMRs, ICC Group, etc.) 

Consequences: 
 
                                                 
3 While one ICT Directorate reports tens of cases of "extension of expired FDI" and "COS" ('Couverture des 

Obligations Subsistantes' = initiation of new commitments for existing payment obligations), others report none 
or a few. 
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ICS-8-part on exceptions recording/reporting flagged as an ICS priority for 2010. 
ICS-9 on management supervision flagged as an ICS priority for 2010. 
ICS-11 on document management has been continued as an ICS priority for 2010. 
 

BUILDING BLOCK 5: INFORMATION AND FINANCIAL REPORTING 
(ICS 12-13) 
 
Summary of the situation: 

In terms of internal information and communication, a 2009 DG-wide survey of staff satisfaction 
on internal communication has provided some ideas for further improvements.  

For IT Security, some elements from an IAS action plan remain to be finalised.  

For accounting and financial reporting, no control issues have been identified and/or reported.  
 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

N/A 
 

N/A N/A 

Improvement  
needed 

N/A N/A For IT Security, some elements 
from an IAS action plan remain 
to be finalised. 

Minor/no improvement 
needed 

No instances of inadequate 
/ ineffective controls that 
exposed the DG to key 
risks. 

 

A survey of staff satisfaction 
about internal 
communication has provided 
some ideas for further 
improvements. 

 

N/A 

 

Conclusion: While there have been no material control failures in the period, the internal control 
system will benefit from the finalisation of the IAS-related action plan for IT Security (last 
elements to be finalised during 2010) and from the suggestions provided by the survey of staff 
satisfaction about internal communication. 

 
BUILDING BLOCK 6: EVALUATION AND AUDIT (ICS 14-16) 
 
Summary of the situation: 

No control issues related to the evaluation unit, the ICC's annual ICS review or the IAC unit 
have been identified and/or reported.  

 Assessment criteria 
 
 

Level of Control 

Experience of the 
operation of the 
control system 

 Capacity 
(staff) 

 Capacity 
(systems & procedures) 

Major 
 improvement  

needed 

N/A 
 

N/A N/A 

Improvement  
needed 

N/A N/A N/A 

Minor/no improvement 
needed 

No instances of inadequate 
/ ineffective controls that 
exposed the DG to key 
risks. 

 

Sufficient knowledge and 
skills are available to 
manage the key risks 
effectively. 

 

System controls / procedures 
are designed, implemented to 
manage the key risks. 

 

Conclusion: no remarks 
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OVERALL SITUATION: BUILDING BLOCKS 1-6 
 
Summary of the situation: 

Based on the six building blocks of the 16 ICS, the state of ICS effectiveness in DG INFSO end-
2009 can be summarized as follows: 

INFSO 2009 ICS review 
Building Block Assessment of the level of control 

(Major improvement 
needed/Improvement needed/ 

Minor/no improvement needed) 

Argumentation Conclusions 

Mission and values 
  
1. Mission 
2. Ethical and 
Organisational Values 

Improvement  
needed 

See IAC and IAS 
audits on ethics + 
related action plan 

-> finalisation of 
remaining aspects 
(DG-specific 
guidance on ethics) 
 
PS: The new 
College's mandates 
and priorities will be 
the occasion to 
review all mission 
statements. 

Human Resources 
 
3. Staff Allocation and 
Mobility 
4. Staff Evaluation and 
Development  

Minor/no improvement 
needed 

Controls working as 
intended, only minor 
issues 

(none) 
 
 
PS:  
- Recruitment target 
for EUR-2 AD-
Research posts  
- Development: 
systematic analysis of 
staff training stats? 

Planning and Risk 
Management 
Processes 
 
5. Objectives and 
Performance Indicators 
6. Risk Management 
Process 

Minor/no improvement 
needed 

Controls working as 
intended, only minor 
issues 

(none) 
 
 
PS: resources 
(re)deployment in 
function of ABM-
objectives: quid a 
DG-wide re-
sizing/allocation 
exercise? 

Operations and 
Control Activities 
 
7. Operational 
Structure 
8. Processes and 
Procedures 
9. Management 
Supervision 
10. Business 
Continuity 
11. Document 
Management 

Improvement 
needed 

Issues related to 
document 
management solved 
only partially 
 
Potential 
weaknesses remain 
related to 
exceptions 
recording/reporting 
and management 
supervision 
 

Continued and new 
ICS priorities for: 
- exceptions 
recording/reporting 
(part of ICS-8) 
- management 
supervision (ICS-9) 
- document 
management (ICS-
11) 
 
 
 
PS: the BCP's 
effectiveness may 
benefit from actual 
testing. 

Information and Improvement  
needed 

See IAS audit on IT 
Security aspects + 

-> finalisation of 
remaining aspects (IT 
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Financial Reporting 
 
12. Information and 
Communication 
13. Accounting and 
Financial Reporting 
 

 
 
 

 

related action plan Security) 
 
 
PS: a staff 
satisfaction survey 
about internal 
communication has 
provided some ideas 
for further 
improvements. 

Evaluation and Audit 
 
14. Evaluation of 
Activities 
15. Assessment of 
Internal Control 
Systems 
16. Internal Audit 
Capability 

Minor/no improvement 
needed 

Controls working as 
intended 

(none) 

 

General conclusion on DG INFSO's ICS effectiveness in 2009 
 
There are no ICS requirements for which DG INFSO is not formally compliant. There are no 
critical or major ICS-related weaknesses that would lead to an AAR reservation. On the overall 
state of ICS effectiveness in DG INFSO (assessment of the effective implementation of all 16 
ICS at 31.12.09), based on the detailed analysis and the overall synthesis results, we can 
conclude the following: 
 
1. In general terms, for the majority of the ICS and their underlying requirements, DG INFSO 

services comply with the three assessment criteria for effectiveness; i.e. (a) staff have the 
required knowledge and skills, (b) systems and procedures are designed and implemented to 
manage the key risks effectively, and (c) no instances of ineffective controls have exposed 
the DG to its key risks. Consequently, the overall effectiveness can be considered 
satisfactory; the majority of the controls are working as intended (subject to some 
improvements which can be dealt with by the usual continued line management). For a few 
ICS, the effectiveness of existing controls could be further increased. DG-wide priority 
improvements should address some issues that have only been solved partially during 2009 
and/or some newly detected potential weaknesses: 

 Part of ICS-8 Exceptions Recording/reporting: ensuring more standardisation among 
directorates in the recording/reporting of exceptions; 

 ICS-9 Management Supervision: ensuring more effective management supervision of 
decentralised responsibilities combined with more frequent and/or closer monitoring 
at the ICC Group – e.g. more proactive supervision in some areas, follow-up of open 
audit recommendations, analysis of signalled internal control weaknesses, recording 
of exceptions, investments of time and resources in document management aspects, 
control of agencies/JTIs, etc. 

 ICS-11 Document Management: finalising the remaining document management 
aspects particularly in the context of DG INFSO's switch-over to ARES. 

Taking into account the progress made, the efforts to be continued, and the most recent status 
of review results, these three ICS areas have been selected as ICS priorities for 2010. 

 
2. In order to increase effectiveness of the ICS in general, seven other suggestions for 

improvement are to be considered at the level of Continued Line Management: 
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• ICS-1 Mission Statements: The new College's mandates and priorities will be the 
occasion to review all mission statements in early 2010.  

• ICS-2 Ethical Values: Once the practical DG-specific ethics guidance will be established 
(subject to DG HR's 'corporate principles' guidance), it may be useful to review 
compliance and to ensure full understanding and effectiveness by means of periodic 
assessment. 

• ICS-3 Staffing: The only unfulfilled recruitment target is for EUR-2 AD-Research posts. 

• ICS-4 Staff Development: The management of staff development might be improved if 
achieving some HRM-related targets could be monitored at DG-central level (e.g. more 
detailed analysis of the DG's training statistics per Directorate/Unit). 

• ICS-3 & -5 Staff Allocation & Objectives: The DG's resources (re)deployment in 
function of (re)prioritised ABM-objectives may benefit from a (DG-wide) re-
sizing/allocation exercise. 

• ICS-10 Business Continuity: The BCP's overall effectiveness may benefit from the actual 
testing of staff awareness, cascade communication and some scenario simulations. 

• ICS-12 Information (Systems) and Communication: The DG's IT Security will benefit 
from the finalisation of the IAS-related action plan (last elements to be finalised during 
2010); the DG's internal communication will be further improved by taking into account 
the results from the recent survey on internal communication. 

 
 

- - - - - - - - - - - - 
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Annex "B" to DG INFSO's "ICC Package" (end-2009) 

Information on internal control from the 2009 Directors’ Management Reports (DMRs) 

A full overview of the information on internal control issues received from the Directors, as 
Authorising Officers by Sub-Delegation (AOSDs), via their individual 2009 Directorate Management 
Report (DMR), is provided in the detailed Sub-Annexes B-a-b-c (set of 2 tables, plus an addendum for 
Unit 02). These are available on Unit S2's intranet-page related to ICS-151. This document provides an 
overview. 
 
The internal control issues addressed in the 2009 DMRs can be summarized as follows: 
 
• Beyond the main risks addressed in the annual High-Level Risk Assessment (HLRA) exercise, the risks 

identified at Directorate's level have been kept under control and/or have been further reduced through risk 
management measures by continued line management. 

• In terms of "reputational events" which may have occurred during 2009, Directors have mentioned : 

- expert's conflict of interests: the discovery of a non-disclosed conflict of interest by an expert 
participating in the evaluation of proposals in the ICT Call 5 selection phase (p.m.: in the meantime 
measures have been taken to avoid such situations) 

- audit extrapolation: complaints from the research community and related interest groups, plus political 
pressure, about the extrapolation of audit results – i.e. the time- and labour-intensive revision of many 
financial statements (in the interim, a Commission communication on simplification was adopted on 
15.12.2009 to address many of these cases) 

- rising number of contestations of audit results, litigation and complaints to the European Ombudsman as 
a result of the increased number of audits and the increased focus on risk-based audits (which typically 
result in higher than usual error rates and recovery amounts)  

- liquidated damages: although the application of liquidated damages is explicitly foreseen in the FP6 
research contracts, participants to whom it is applied tend to raise complaints (including vis-à-vis other 
institutions) 

Taking into account the Commission's significance criteria for assessing potential "reputational events" (i.e. 
nature, breadth of awareness and/or duration), the INFSO 2009 Declaration Group has discussed those 
events and considers that the reputational damage was not significant in 2009. Furthermore, most of the 
above-mentioned 'events' are related to risks that are inherent to the policy initiatives taken and/or the 
programmes managed. 

Although not related to 2009, some 'potential' reputational issues have been signalled for 2010: the 
repercussions from risk-based audits of FP6 and FP7 participants, and potential funding and operational 
issues related to the Joint Undertakings. 

• The supervision and control arrangements in place have been further improved. The internal control systems 
have been applied, and the Directors state that they have reasonable assurance that suitable controls are in 
place and working as intended.  

 

                                                 
1 See INFSO-S2's intranet-page on ICS-15: http://intra.infso.cec.eu.int/index.htm?url=/ICS/16_ics/ics2008_15.htm 
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• Exceptions 2009 

No overruling occurred in 2009. 

Further to that only minor exceptions considered of a limited relevance and non-systemic nature have 
been reported. They have been properly documented in the related file and logged through the 
appropriate administrative/financial IT tools as requested. 

They include: extension of expired FDI, initiation of new commitments for existing payment obligations 
('Couverture des Obligations Subsistantes' - COS) including for covering 'saisine a posteriori', late 
counter-signature of Appointment Letters (expert has started) or public procurement procedures (event 
has started) or mission orders (mission is underway or finalised), submission of a procurement 
invitation to negotiate without prior approval by the AOSD, early publication of a contract notice 
without prior visa by R2, (retro-active) extension of procurement contracts, corrected and/or late 
payments of AL and FP7 interest, additional payments (audit in favour of contractor, payment of 
employees of bankrupt beneficiaries after court case), AL with clause missing or not amended to the 
allocate extra days, local payment of expenditure at a conference, books not purchased via the library.  

Taking into account the scope of DG INFSO's exceptions mentioned above, it can be concluded that this 
source of information does not lead to concerns that procedures and/or controls are not suitable or not 
working as intended.  

On the other hand, deviations such as allowing beneficiaries the use of non-interest-bearing bank 
accounts appear to have not been recorded/reported as exceptions. 

Consequently, for some categories of minor exceptions, it would be useful to analyse whether there is 
need for more consistency among directorates and/or for more scrutiny/surveillance of the exceptions to 
determine whether the differences noted in treatment by different directorates2 are an indication that the 
current procedures require revision. This will be done in the context of the INFSO 2010 Priority ICS-8. 

• Sensitive functions: derogations and mitigating controls in 2009 

For ICS-3/ICS-7 on staff allocation, sensitive functions and mobility, in 2009 DG INFSO requested 
three derogations to allow staff to remain in sensitive functions longer than five years (for three HoUs; 
twice for continuity of operations in the interest of the service and once for continuation during a short 
period until retirement). 

End-2008/early-2009, most DG INFSO's non-management functions were de-sensitised subject to 
mitigating measures. Directors reported on the status of the mitigating measures in place at the end of 
2009. Such regular periodic verification, which will be done twice a year, is conditional for allowing 
those functions to remain non-sensitive. 

• Overall, only a few minor internal control weaknesses have been signalled, concerning objectives setting 
(ICS-1), recruitment & staffing (ICS-3), business continuity & back-ups (ICS-10), document management & 
filing (ICS-12).  

Nevertheless, a more important weakness has been signalled in the Appointment Letters (AL) 
financial circuit, which may have to be modified: as the Operational Sector (OS) does not have the 
technical possibility to follow AL2 payments in real time, supervision of the respect of payment delays 
is weakened. 

                                                 
2 For example, while one ICT Directorate reports tens of cases of "expired FDI extension" and/or "COS", others report none 

or few. 
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Due to an error in the workflow, a financial commitment was not finalised before signing the 
corresponding contract. Although the error was corrected in early 2010 (and measures to avoid this type 
of errors have been implemented), part of the 2009 budget of DG SANCO, cross-sub-delegated to 
DG INFSO for this particular purpose was not implemented. A report by INFSO to SANCO on the 
use of the cross-subdelegated budget has been established for SANCO's assurance and AAR Declaration 
purposes. 

• Regarding "significant delays" in the implementation of action plans, DG INFSO has four very important IAS 
recommendations overdue more than 6 months. However the Directorate concerned - as auditee for the 
2008 IAS' ethics, recovery orders and IT systems audits - has now stated that those recommendations will be 
implemented by June 2010 (i.e. in some cases re-adjusted from December 2010 reported earlier). 

• Suggestions from the Directors on potential ICS priorities for 2010 included: mission statements (ICS-1), 
ethical values (ICS-2), staff allocation & mobility (ICS-3), procedures & processes (ICS-8), management 
supervision (ICS-9), business continuity (ICS-10), document management (ICS-11), information systems & 
communication (ICS-12). These suggestions have been taken into account for determining the INFSO 2010 
ICS priorities and/or other ICC recommendations. 

• In the context of the 2009 Annual Activity Report (AAR) process, Directors (as Authorising Officers by Sub-
Delegation) have reported no comments on the follow-up of previous AAR reservations nor have they raised 
any new issues to be considered by the Declaration Group in the context of the declaration by the Director 
General (as Authorising Officer by Delegation) – except related to the recurrent reservation on the 
frequency of errors in FP6 cost claims: 

- The (cumulative) residual error rate in FP6 projects has not dropped below 2%, and based on the current 
information is not likely to drop below 2% even if the audit coverage were to be significantly increased. 
(Also there is no cost/benefit advantage to increasing the number of non-risk-based FP6 audits as the 
marginal cost of carrying out the audits exceeds the average recovery generated.) 

- The results of the risk-based audits and the COCOON case indicate a significant risk for the existence of 
organised networks of beneficiaries that systematically overcharge costs and/or use false pretences to 
obtain EU funding. Traditional ex-ante and ex-post controls do not identify these organised networks; 
additional investigative techniques are required.  

• A few Directors have provided comments and suggestions on DG INFSO's current working methods. 
Given their importance, it is suggested to discuss them at Senior Management level - e.g. in the INFSO 
Directors meeting - to identify changes that can improve operations  

However, it as to be said that, at the March 2009 meeting of the ICC Group, representatives have been asked 
to provide confirmation from each Directorate whether these issues were a more general concern among the 
(majority of INFSO Directors) or not; none have confirmed this… 

These include: the need for more coordination and consistency among ICT directorates (including for ICT 
project life-cycle matters such as project reviews and IT tools such as PPM), the need to increase the linkages 
between the External Audits Unit 02, the OS/AFUs and the operational services (in order to maximise the 
benefit of the audit work on the safeguarding of the Commission’s financial interests), the need for more 
horizontal coordination of and assistance on audit results implementation (e.g. audit results are being 
contested more and more), the need for more focused IAC audits that add value in essential areas and/or 
simplify processes (plus repository), the need to re-balance research staff allocation (including contract staff, 
while taking into account the related training and mobility issues), the high volume of demand-led work 
(Cabinet requests and ISC) often to the detriment of other, planned important work. 

Given the importance of these topics, it is suggested to discuss them at Senior Management level in INFSO 
Directors or ICT Directors meetings to identify changes that can improve operations. 
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DG INFSO 2010 Management Plan – "annex 4" = Main risks associated with the DG's objectives, reflecting [also] any critical [and/or] cross-cutting risks 
 
DG INFSO's 2009-2010 High-Level Risk Assessment (HLRA) - DG INFSO's "main risks" for 2010      final version – 22.12.09 

incl. "critical risks"(*) for annex to DG INFSO 2010 Management Plan (MP) 
 
As foreseen in the Commission-wide risk management framework (aiming at a coherent application of ICS-6), DG INFSO's 2009-2010 High Level Risk Assessment (HLRA) 
exercise has covered all the DG's 2010 MP objectives. As in previous years (cf. INFSO's fairly stable multi-annual programming environment, particularly in research/innovation 
areas), the exercise was organised along the lines of the ABB-structure, which arranges the "activities" of DG INFSO's policy areas into 6 clusters: 
– i2010 - Audiovisual Policy and MEDIA Programme (Dir. A) – "A. P. & MEDIA"; 
– i2010 - Electronic Communications Policy and Network Security (Dirs. B, A) – "ECP & NS"; 
– i2010 - ICT Cooperation (Dirs. C, D, E, F, G, H) – "ICT"; 
– i2010 - ICT Capacities - Research Infrastructures (Dir. F) – "Infra"; 
– i2010 - Content & Services (Dirs. C, H mainly) – "Take-Up/ CIP"; 
– Resources and Support (Dirs. R, S) – "SUPP" [combination of the administrative budget chapters]. 
 
After the launch of the exercise at the DG INFSO Directors meeting (plus note 143526 of 14.10.09), the process was based on bottom-up inputs from the INFSO Directorates, 
which have been consolidated by the "Management Support" Unit INFSO-S2 and discussed with DG INFSO's "Internal Control Coordinator" ("ICC"). Out of the risks reported, 
a consolidated set of the DG's main risks (pre-assessed residual risk level of 5 or above) had been pre-selected.  
 
This intermediate list of pre-assessed risks (ref. document: 152656 of 04.12.09) was discussed by DG INFSO's Senior Management (cf. INFSO Directors Meeting of 
07.12.09). As a result of that review, it was agreed to concentrate on risks relating to policy implementation (rather than on risks relating to attaining desired policy preferences 
per se) and on non-compliance risks. From the list of main risks initially identified, no risks are considered to have sufficient political/reputational exposure to be 
considered as "critical risks" (*) for DG INFSO for inclusion in the annex to the DG INFSO 2010 MP. However, although none of the risks were considered to be of a 
"critical" nature, the residual risks identified will again be followed up via the DG's "ICC Group" or by the Directorate concerned (including senior management where 
appropriate). In function of (i) political/reputational importance, (ii) residual risk level and (iii) scope for further risk reduction actions by DG INFSO during 2010, the 
appropriate risk management mode is applied: (a) dedicated action plan; (b) reinforced monitoring; or (c) continued line management. As in previous years, the relevant risk 
management mandates will be assigned to and elaborated by the unit(s) in charge of the relevant activity/objective. 
 
Finally, as required for the MP as well, DG INFSO agreed on 3 "key" ICS themes on which it will focus its 2010 improvement actions towards increased effectiveness of the 
controls put in place (see pre-selection on last page – will be integrated in the upcoming "annual recommendations from the Internal Control Coordinator").  
 
References: 
- "Towards an effective and coherent risk management in the Commission services", SEC(2005)1327 of 20.10.05 
- "Launch of DG INFSO's "High-Level Risk Assessment" exercise 2009-2010", INFSO-S D(2009)143526 of 14.10.09 
- "Finalisation of DG INFSO's "High-Level Risk Assessment" exercise 2009-2010 at the INFSO Directors Meeting", INFSO-S2 D(2009)152656 of 04.12.09 
- "Final results of DG INFSO's "High-Level Risk Assessment" exercise 2009-2010 & its follow-up during 2010", INFSO-S2 D(2009)155574 of 22.12.09 
_________________ 
(*) In the Commission, a risk should be considered "critical" if it can: endanger the realisation of a major policy objective; cause serious damage to the Commission’s partners (Member States, 
companies, citizens, etc.); result in critical intervention at political level (Council/Parliament) regarding the Commission’s performance; result in infringement of laws and regulations; result in 
material financial loss; put the safety of the Commission's staff at stake; or in any way seriously impact the Commission’s image and reputation. 
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INFSO HLRA 2009-2010 – Final version, after discussion at the Directors meeting (07.12.09) and additional comments S2/GV – 22 DEC 2009 
 
DG INFSO's HLRA 2009-2010 – consolidated list of main risks after discussion at Directors meeting (07 DEC 2009) 
 
Cluster 
& 
Risk  Nr 
  
(+ ref. “risk 
register”) 
+ 
Dir(s) 
responsible 

Risk description 
 
potential consequences and 
root causes 

Risk type 
 
Commission's 
risk typology 
 

Main existing 
controls or 
mitigating factors 
 
List of existing controls 
 

Residual risk level 
 
'net' residual risk level = L + I = ? 
(0->5) + (0->5) = 0->10 
 
For the assessment metrics, see 
below the table 
 
 

Action scope  
 
Potential for additional action by 
INFSO during 2010, if any 
 
Outline only; to be further  
elaborated later (e.g. via ICC 
Group) 

Risk response 
 
Either: 
- To be reduced (=action 
plan) or 
- Accepted (=reinforced 
monitoring) or 
- continued line 
management (within the 
Directorate concerned) 

 
Cluster 1 = "i2010 - Audiovisual Policy and MEDIA Programme" 
 
1 
 
A.P. & 
Media – 1 
 
Audiovisual 
Policy & MEDIA 
Programme 
 

DIR A 

MEDIA International  - 
Preparatory Action (*) 
 
Expectation gaps and 
reputation/credibility issues, 
related to the inter-
institutional agreement, 
caused by budget cuts to 2010 
commitment credits for the 
Preparatory Action’s 3rd year 
(CULT 5M€; COBU 1M€). 
 
(*) activity and risk are to be 
transferred to DG EAC, early 
2010 (cf. final version of MP) 

Risks related 
to the 
external 
environment:  
• other EU 
Institutions 
 
Risks related 
to 
planning, 
processes 
and systems: 
• operational 
processes 
• budget 
processes 
 

Continuous close follow-
up; extra actions if/as 
needed 
 
 

MEDIUM: 3 + 2 = 5 
 
Cf. damage to the Commission's 
reputation: 
1. Expectations of stakeholders for 
2010 funding would not be met. 
2. Commission commitment to 
international cooperation and the 
implementation of the UNESCO 
Convention on Cultural Diversity 
will be reduced in 2010. 
3. Mitigating factor is that MEDIA 
Mundus Programme has been 
adopted for 2011-2013.  
 

- Continuous close follow-up  
- Extra actions if/as needed 
(e.g. communication to limit 
damage that the EP's budget cut 
may have on the Commission's 
reputation) 
 
Limited scope for action that 
would change the EP decision. 
But in 2011, new programme 
takes over anyway. 
 

ACCEPTED  
 
(=reinforced monitoring) 

 
Cluster 2 = "i2010 - Electronic Communications Policy and Network Security" 
 
2 
 
ECP&NS – 1 
 
Electr. Comm. 

E-COMMUNICATION 
FRAMEWORK 
 
Implementation risk of non-
compliance: poor 

Risks related 
to the 
external 
environment:  
• MS 

Continuous close follow-
up; extra actions if/as 
needed 

MEDIUM: 3 + 2 = 5 
 

- Continuous close follow-up  
- Extra actions if/as needed 
(e.g. possible reinforcement of 
human resources in future re 
sole responsibility of 

ACCEPTED  
 
(=reinforced monitoring) 
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Policy & 
Network Security 
 
DIR B  
 
 

implementation of the new 
Electronic Communication 
Framework package, due to 
potential delays in the MS' 
legal transposition of the new 
provisions, in the successful 
establishment of the BEREC 
office, in the Commission's 
procedures for assessing the 
NRAs' proposals related to 
regulatory market definitions, 
market power findings and 
remedies – included the 
related human resources 
needed 
 

decisions 
 
Risks related 
to 
planning, 
processes 
and systems: 
• internal 
decisions 
• operational 
processes 
 
Risks related 
to 
people and 
the 
organisation: 
• human 
resources 
 

competition aspects of Article 7 
infringements) 

3 
 
ECP&NS – 2 
 
Electr. Comm. 
Policy & 
Network Security 
 
DIR B  
 

SPECTRUM 
MANAGEMENT 
 
1. Spectrum policy: risk of 
Commission not being able to 
deliver quality measures in a 
timely manner, due to MS' 
reluctance to accept a 
meaningful strategic policy 
programme following 
completion of the review 
coupled with the EP's desire 
for a more direct role in policy 
formulation and greater 
scrutiny of implementing 
measures. 
 
2. Concrete radio spectrum 
policy measures (such as 
harmonisation) paralysed due 
to: 
• inter-institutional 

negotiations on 
comitology; 

Risks related 
to the 
external 
environment:  
• MS 
decisions 
• EU 
Institutions 
 
Risks related 
to 
planning, 
processes 
and systems: 
• internal 
decisions 
 
Risks related 
to 
people and 
the 
organisation: 
• human 
resources 
 

Continuous close follow-
up; extra actions if/as 
needed 

MEDIUM: 3 + 3 = 6 
 

While the Commission 
convinced the EP to maintain 
the current procedures for 
technical harmonisation 
measures, the comitology 
regime will be altered (cf. 
Lisbon Treaty). 
 
New GSM-Directive: e.g. close 
monitoring of the MS' 6-
months transposition period (?) 
 
Quid the consequences for the 
RSPG + RSC-comitology (?) 
=> see "delegated powers / new 
comitology decision": "the 
current comitology system 
should continue to operate for 
several months or years in 
parallel with the new one"  
 
Remark: since new policy will 
be decided under Lisbon 
Treaty, is this still applicable ? 
 

ACCEPTED  
 
(=reinforced monitoring) 
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• new comitology 
procedures being unduly 
burdensome and time-
consuming. 

 

  
 
 

4 
 
ECP&NS – 3 
 
Electr. Comm. 
Policy & 
Network Security 
 

DIR B  
 

ART. 7 & 7a 
PROCEDURES 
 
Risk of not delivering the 
newly re-organised 
Commission's 
Recommendations and/or  
Decisions in response to the 
notifications of the NRAs' 
proposals related to regulatory 
market definitions, market 
power findings and remedies 
within the legal binding 
deadlines (in accordance with 
Articles 7 & 7a of the 
Framework Directive 2009) 
due to strain on human 
resources. 
 

Risks related 
to 
planning, 
processes 
and systems: 
• internal 
decisions 
 
Risks related 
to 
people and 
the 
organisation: 
• human 
resources 

Continuous close follow-
up; extra actions if/as 
needed 

LOW (below 5) 
 

- Continuous close follow-up  
- Extra actions if/as needed 
(e.g. beware of resources 
implications) 
 

OUT OF HLRA SCOPE 
 
(= continued line 
management) 
 
 

 
Clusters 3, 4 and 5 = "i2010 - ICT Cooperation" (FP6, FP7), "i2010 - ICT Capacities - Research Infrastructures" (FP6, FP7)  & "i2010 - Content & Services" (CIP) 
 
5 
 
ICT – 1 
 
ICT – Research 
Cooperration 
 
all ICT 
Dirs 
 
 

FP & CIP PROGRAMME 
MANAGEMENT  
 
a) operational risks related 
to INFSO's FP Management 
 
 
1. FP7 Simplification 
 
Reputational risk due to 
inability to meet stakeholders' 
expectations for major 
changes as a result of the 2010 
FP7 simplification exercise 
(e.g. the handling of average 
personnel costs) 
 

Risks related 
to 
planning, 
processes 
and systems: 
• internal 
decisions 
• operational 
processes  
 
Risks related 
to 
people and 
the 
organisation: 
• human 
resources 

 
 
 
 
 
 
 
Suggestions for 
simplification within 
current legal framework 
to be continued 
 
 
 
 
 
 

 
 
 
 
 
 
 
MEDIUM: 3 + 3 = 6 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
(preparing for lowering the 
stakeholders' expectations) 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
TO BE REDUCED  
 
(=action plan)  
 
 actions to offset 
stakeholders' 
disappointment in 
outcome 
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2. Errors in FP7 cost claims 
 
Risk of extension of similar 
problems from FP6 audit 
strategy to FP7, due to : 
- complexity of rules; 
- expectations of 
simplification in the 
application of FP7 rules  not 
being met. 
 
 
3. Fraud in FP6-FP7 
projects 
 
Financial and/or reputational 
risks, due to the detection  of 
fraud and/or surfacing of non-
detected fraud cases: 
- Projects to be terminated 
- Recovery orders to be 
cancelled 
- Negative publicity and Court 
cases 
- Criticism and/or over-
reacting in terms of 'controls' 
 
 
 
 
 
 
 
4. FP7 Evaluation and 
Review of projects (and to 
lesser extent FP6) 
 
- Reputational risk of 
potential conflicts of 
interest; not ensuring full 
compliance with all rules in 
project evaluations  
 
 

• internal 
organisation 
 
Risks related 
to 
legality and 
regularity: 
• complexity 
of rule base 
 
 

 
'Common' FP7 audit 
strategy 
 
 
 
 
 
 
 
 
 
 
Recently strengthened 
"vigilance" in the 
operational Directorates: 
- thorough better 
assessment of 
participants' capacities 
- new approach to 
project reviews 
- reinforced monitoring 
of problem projects 
- suspension of payments 
- termination of 
participants 
- faster issuing of 
recovery orders 
 
Communication 
'campaign' to prevent 
negative repercussions 
 
 
Review of guidelines and 
implementation of  
evaluation process 
 
 
 
 
 
 
 
 

 
MEDIUM: 2 + 3 = 5 
 
 
 
 
 
 
 
 
 
 
 
MEDIUM: 2 + 3 = 5 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
MEDIUM: 2 + 3 = 5  
 
 
 
 
 
 
 
 
 
 

 
(implementation of FP7 audit 
strategy) 
 
 
 
 
 
 
 
 
 
 
New 'more vigilant' approach 
and efforts initiated in 2009 (as 
mentioned) are to be continued, 
generalised and strengthened 
during 2010 
 
Communication 'campaign' in a 
pro-active way 
 
 
 
 
 
 
 
 
 
 
 
 
 
- IAC audit Action Plan, via 
OS/AFU 
 
and/or = 
 
- 3rd of the 3 WGs – on 
Reviews – to start soon 
 
 
 
 

 
TO BE REDUCED  
 
(=action plan)  
 
actions to communicate 
why errors continue to 
exist and defensive points 
 
 
 
 
 
TO BE REDUCED 
 
(= action plan) 
 
- Continued efforts from 
2009, as mentioned 
 
- See below: Action Plan 
from IAC audit on 
Project reviews + start of 
3rd WG 
 
 
 
 
 
 
 
 
 
 
TO BE REDUCED 
 
(= action plan) 
 
- see minutes of 
Directors' meeting 
07.12.09 : review 
handbook and 
appointment letters 
(clarify the evaluator's 
independency and the 
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- Operational, financial 
and/or reputational risks of 
selecting and/or not 
terminating 
underperforming projects in 
time, due to: 
- tendency to try to find 
solutions for problematic 
projects 
-  need to treat problematic 
projects at senior level; 
- anti-fraud stance during the 
project cycle to be further 
reinforced; 
 – Limited incentive to 
propose termination; 
– Complexity and effort 
involved for the Commission 
to close an underperforming 
project. 
 
 
 
 
b) operational risks related 
to INFSO's CIP 
Management 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
Review of guidelines and 
implementation of 
project review process 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
extra actions if/as needed 
/ close follow-up with 
ICT Committee / close 
monitoring by AFU in 
payment execution 
 
 
 
 

 
 
 
 
 
MEDIUM: 2 + 3 = 5  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
MEDIUM: 2 +2 = 4 
 

 
 
 
 
 
1. make sure that actions are 
not sub-critical 
2. make sure that negotiations, 
management and budget 
execution from Commission is 
timely 
3. manage high turnover of POs 
and financial officers 
 
 
 
 
 

interpretation of 
potential conflicts of 
interests) 
 
 
TO BE REDUCED 
 
(= action plan) 
 
- See Action Plan from 
IAC audit 
- See start of 3rd WG 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
ACCEPTED  
 
(=reinforced monitoring) 
 
- Continuous close follow-
up / Extra actions if/as 
needed? 
- Regular meetings with 
AFUs / continuous 
monitoring and reporting 
by HoUs 
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6 
 
ICT – 2 
 
ICT – Research 
Cooperration 
 

UNIT 02 
for all  
ICT Dirs 
 

FP6 - ERRORS IN ICT 
COST CLAIMS 
 
Despite the promising results 
of the FP6 audit strategy 
(which may limit the financial 
impact of errors in cost claims 
under FP6 (and likewise 
FP7)), it could remain 
necessary to maintain an AAR 
reservation on the frequency 
of errors in cost claims by 
beneficiaries for reputational 
reasons, due to: 
- the potential fallout from the 
risk-based audits on-the-
spot (out of the ordinary 
negative results of a few cases 
of 'fraud' and/or 'intentional 
errors'); 
- limited results and  
difficulties with 
implementation and/or 
extrapolation of (disputed) 
financial audit results – 
including court and 
ombudsman cases; 
- the catch-22-situation related 
to the "extrapolation" part 
of the audit strategy 
(required by ECA, criticised 
by EP), which might limit the 
'budget cleaning effect' of the 
audit strategy considerably. 
 

Risks related 
to the 
external 
environment:  
• EU 
partners: 
project 
participants 
• EU 
Institutions 
 
Risks related 
to 
planning, 
processes 
and systems: 
• internal 
decisions 
• operational 
processes  
 
Risks related 
to 
legality and 
regularity: 
• complexity 
of rule base 
 

- ABM SG reporting 
- FP6 audit strategy 
- inter-institutional 
agreement on 
"extrapolation" 
 
+ (beyond FP6): 
 
- FP7 certification of 
methodologies 
- FP7 audit strategy 
- TRE discussions 

MEDIUM: 2 + 3 = 5 
 (cf. recurrent AAR reservation) 
 

- Risk-based part of FP6 and 
FP7 audit strategy 
- Continuous close follow-up  
 
- Extra actions if/as needed? 
e.g.: 
- Ensure implementation and 
extrapolation of audit results 
(cf. follow-up audits and 
potential liquidated damages) 
- Pro-actively communicating 
on new possibilities for 
detecting cases (which should 
be seen as a good thing) 
- TRE discussions leading to an 
inter-institutional 
understanding  
- Commission communication 
on flat rate approach to 
"extrapolation" to be agreed 
Budgetary authority to be 
informed and to agree. 
 

ACCEPTED 
 
(=reinforced monitoring) 

 
Cluster 6 = "Resources and Support" 
 
7 
 
SUPP – 1 
 
Resources & 
Support 
 

External entities 
 
JUs: functioning of ENIAC 
and ARTEMIS 
Future Internet - PPP 
 

Risks related 
to the 
external 
environment:  
• MS 
decisions 

Close and intensive 
follow-up by supervision 
at senior and middle 
management level to 
monitor the progress and 
review as needed. 

MEDIUM: 3 + 2 = 5 
 
 

Accept risks, but be/make 
aware of them 
 
 

ACCEPTED  
 
(=reinforced monitoring) 
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DIR R & S  
with 
all Dirs 

1. ENIAC - Risk of delays in 
the operational start due to 
difficulties to agree on staff 
implementing rules and to 
recruit personnel 
 
2. JUs - Non-execution of EC 
budget contribution, due to 
lack of funding commitment 
of Member States in the 
current economic climate 
 
3. Reputation risk for DG 
INFSO associated with the 
JU operations when fully 
autonomous, i.e. set-up of 
internal controls and financial 
operations + horizontal 
"supervision" and "scrutiny" 
aspects 
 
 

• EU partners 
 
Risks related 
to 
planning, 
processes 
and systems: 
• internal 
decisions 
• operational 
processes  
 
Risks related 
to 
people and 
the 
organisation: 
• human 
resources 
• internal 
organisation 
 
Risks related 
to 
legality and 
regularity: 
• complexity 
of rule base 
 
 

 
Mid-term reviews and 
other reporting (to 
Council, EP) as 
requested by the 
underlying legal basis. 
 
Audits as foreseen in 
legal basis and contracts. 
 
 
 
 

8 
 
SUPP – 2 
 
Resources & 
Support 
 

DIR R  
+ IT Steering 
Committee 
 

IT TOOLS FOR eFP7 
 
Despite progress over the last 
2 years, there is a risk of 
potential further delays in the 
deployment of efficient and 
user-friendly RDGs 
‘common’ INFSO IT tools, 
due to the complexity of the 
IT architecture, the IT 
governance structure and the 
business processes.  
 

Risks related 
to 
planning, 
processes 
and systems: 
• operational 
processes  
• IT systems 
 
Risks related 
to 
people and 
the 
organisation: 
• internal 

- INFSO IT Steering 
Committee (IT SC),  
RDGs IT Supervisory 
Board (ITSB), 
RDGs IT Project 
Steering Committee 
(ITPSC), 
RDGs IT Stakeholders 
Group (ITPSG), 
Local and Joint Schema 
Directeurs, IT Disaster 
Recovery Plan. 
 
- Secondment of INFSO 
staff to DIGIT 

LOW (below 5) 
 
 
 
 

INFSO and Research family 
governance structures in 
place. 
 
Close monitoring by INFSO 
IT SC and senior management. 
 
Close operational monitoring 
at weekly AFUs meetings.  
 
See also Action Plan related to 
the IAS audit on Research IT 
Systems. 
 

OUT OF HLRA SCOPE 
 
(= continued line 
management) 
 
 



 9 

organisation 
 

 
- Involvement of local IT 
units (e.g. INFSO-R3) in 
the development and 
deployment of common 
IT solutions. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
PS: (other)"human resources" related concerns raised by (one or more) Directorate(s) in the margin of this HLRA exercise: 
 
Risk of lowered staff commitment, due to: 
– Transition period to new INFSO management. 
  
Risk of units becoming sub-critical in size, due to an overall lack of human resources 
 
Risk of lower efficiency and lack of continuity, due to:  
 – The loss/turnover of qualified staff (in particular temporary staff) and of the associated operational knowledge; 
 – Reliance on Contractual Agents (CA), who can only stay for a maximum of 3 years and who are attracted by other offers before the end of the three year limit; 
 – Difficulties in recruiting certain profiles of staff, in particular for financial tasks, due to the lack of suitable candidates in reserve lists or in CAST 27 lists. 
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Risk assessment metrics for likelihood and impact 
 
 
Approach: risk level = sum of likelihood and impact, both factors being rated on a scale from 5 (high) to 1 (low) [or 0 (none)]. 
 
 
 
 
 
 
Common likelihood and impact metrics have been elaborated for the whole of DG INFSO. 
 
 
 
 
 
 
 
 
 
 
 
 

 
Impact = highest value between “reputational” and “on objectives (=operational)” 

Negative headlines in international press
Major stakeholder impact

Formal inquiry from the parliament

Major impact with DG INFSO clients

Minor impact with one client of DG 
INFSO

Limited to internal reputation

Reputational

Achievement of an operational objective 
threatened

3

Strategic objective endangered4

DG INFSO Mission in danger5

Achievement of an operational objective 
delayed

2

Inefficiencies only1

On objectivesImpact

Negative headlines in international press
Major stakeholder impact

Formal inquiry from the parliament

Major impact with DG INFSO clients

Minor impact with one client of DG 
INFSO

Limited to internal reputation

Reputational

Achievement of an operational objective 
threatened

3

Strategic objective endangered4

DG INFSO Mission in danger5

Achievement of an operational objective 
delayed

2

Inefficiencies only1

On objectivesImpact

Risk level =    Likelihood   +     Impact  

Will certainly occur

Often occurs

Regularly occurs

Rarely occurs

Almost never happens 
Description

3 
4 
5 

2 
1 

Likelihood

Will certainly occur

Often occurs

Regularly occurs

Rarely occurs

Almost never happens 
Description

>70%

30-70%

15-30%

5-15%

<5%

In figures

3 
4 
5 

2 
1 

Likelihood
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DG INFSO's 2010 MP – "annex 2" = Priority ICS (demonstration of effectiveness relating to the implementation of certain ICS) 
 
"Pre-selection (*) of ICS for which DG INFSO wishes to place emphasis on evaluating the effectiveness of the controls put in place" 
(*) without prejudice to the results of the actual "annual ICS Review at 31 DEC" exercise and to the content of the subsequent "annual recommendations from the ICC" note 
 
 
ICS + 
reason for prioritisation by INFSO in 2010 
 

 
Brief description of the ICS context 

ICS-8. Processes and Procedures 
 
The DG’s processes and procedures used for the 
implementation and control of its activities are 
effective and efficient, adequately documented and 
compliant with applicable provisions. They include 
arrangements to ensure segregation of duties and to 
track and give prior approval to control overrides or 
deviations from policies and procedures. 
 
INFSO 2010: Horizontal monitoring of exceptions 
recorded/reported indicates that there may be need to 
re-clarify the DG-wide guidance, and/or to re-
harmonise the practices across the INFSO 
Directorates. 
 

Processes and procedures include arrangements to track and give prior approval to control overrides or deviations 
from policies and procedures 
 

• A method is in place to ensure that all instances of overriding of controls or deviations from established processes and 
procedures are documented in exception reports, justified, duly approved before action is taken and logged centrally.  

ICS-9. Management Supervision 
 
Management supervision is performed to ensure that 
the implementation of activities is running efficiently 
and effectively while complying with applicable 
provisions. 
 
INFSO 2010: In the context of recent IAS and IAC 
findings in terms of some non-optimal supervision 
processes at DG INFSO at the one hand, and given 
the demonstration by a few DGs of good supervision 
practices and the availability of new (training) 
initiatives by BUDG on the other hand, it is a good 
occasion for INFSO managers to re-consider 
revisiting and/or renewing some of their supervision 
practices and/or tools. 
 

Management supervision for ensuring that activities are running efficiently and effectively, while complying with 
applicable provisions. 
 
Management at all levels supervise the activities they are responsible for and keep track of main issues identified. 
 
Management supervision covers both legality and regularity aspects and operational performance (i.e. achievement of MP 
objectives).  
 
The supervision of activities involving potentially critical risks is adequately documented. 
 
Management monitors the implementation of accepted ECA/IAS/IAC audit recommendations and related action plans. 
 
At least twice a year and at any time deemed appropriate, the Director-General informs the responsible Commissioner of any 
potentially significant issues related to internal control and audit and OLAF investigations as well as material budgetary and 
financial issues that might have an impact on his/her position in the College or on the sound management of appropriations or 
which could hamper the attainment of the objectives set. 
 

• Are the supervisory activities sufficiently focused on high-risk areas? The following situations would typically 
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warrant an increased level of supervision: - Complex operations; - Transactions of high monetary value; - Low 
control consciousness among staff; - Lack of experienced or skilled personnel; - Reorganisation or significant 
modification of operating activities; New or revamped IT systems; -Potential conflicts of interest or influence from 
external parties; - Activities of a politically sensitive nature; - Activities impacting significantly on the working 
conditions of staff (health, safety, security). 

• Is there systematic follow-up of significant issues identified through the supervisory activities?  
• If implementing bodies are responsible for carrying out actions (e.g. Member States or agencies), has appropriate 

supervision or follow-up been established by the responsible Commission service?  
• Is the supervision of operational performance based on the DG’s MP objectives and related performance indicators? 

Are these objectives and indicators useful in practice? If not, why?  
• Do management have satisfactory evidence that key controls in place are operating as intended in practice (for 

example via the results of supervisory activities, audits, investigations and other relevant sources of information)?   
• Are all reported internal control weaknesses properly analysed and addressed where necessary? 

 
ICS-11. Document Management 
 
Appropriate processes and procedures are in place to 
ensure that the DG’s document management is secure, 
efficient (in particular as regards retrieving 
appropriate information) and complies with applicable 
legislation. 
 
INFSO 2010: Given that 2010 will be the year for the 
ARES-switchover for DG INFSO, "document 
management" will be a key management theme. 

Document management to be secure, efficient and compliant with applicable legislation 
 
Document management systems and related procedures comply with relevant compulsory security measures, provisions on 
document management and rules on protection of personal data. 
 
In particular, every document that fulfils the conditions laid down in the implementing rules  needs to be registered, filed in at 
least one official file (each file being attached to a heading of the Filing Plan), and preserved by appropriate use of the 
Commission’s registration and filing systems, mainly ADONIS (ARES) and NOMCOM. 
 

• Are documents adequately protected against destruction, theft, fire, etc.?  
• Are the procedures for registration sufficiently known? Are they applied in practice? 
• Are the procedures for filing sufficiently known?  
• In general, is the time spent on finding documents reasonable?  
• Are applicable rules (Commission and DG-specific) regarding handling of sensitive documents sufficiently known 

and applied in practice?  
• Are adequate measures taken to ensure the readability of documents in the future, especially when the DG owns the 

repository system?  
• Are management and staff sufficiently aware of applicable retention periods for documents? Are retention periods 

respected in practice? 
 

 
 
 



 
 
 
 
Annex C – Audits performed by DG INFSO's Internal Audit Capacity and 
                     Related Matters 
 
o C1: Status Overview 
o C2: IAC's annual opinion 2009 
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Limited  Limited 
 

1 

Audits Performed by DG INFSO’s Internal Audit 
Unit and Related Matters 
Status Overview 
 
Audits finalised in the reporting period  
 
 
Audit on FP7 project reviews 
 
• Objective 
 
The overall objective of this audit was to provide an opinion on the management of 
FP7 project reviews within DG INFSO, intended to give reasonable assurance that the 
internal control system in place, as applied by the Directorates involved in the 
process of project reviews, is adequate and effective. 

In this regard, the specific objectives of the audit, addressing the risks associated with 
the project review process were as follows:  

• to assess how the project review process evaluates the scientific/technical 
achievements of the projects versus the objectives of the projects specified in 
the EC grant agreements and other relevant documents such as guidance 
notes 

• to assess the project review process in terms of effectiveness, efficiency 
(sound financial management) and to identify good practices 

• to check compliance with applicable rules and regulations 

• to evaluate the potential for the occurrence of fraud and how DG INFSO 
manages fraud risk  

• to make recommendations for any useful measure on the basis of observed 
weakness.  

• Scope 
 
The scope of the audit covered the internal controls put in place by DG INFSO 
concerning the activities performed by the actors involved in the project review 
process.  
The audit has considered project reviews for FP7, some of them with review meetings 
and other without them. The Directorates concerned by those projects were 
Directorates A, D, E, F, G, H. The activities of ARTEMIS and ENIAC (Joint-
undertakings) were not included in the scope of the audit. 
The scientific and technical aspects of the projects have been taken into account as 
part of the objectives of the project review. However, the auditors did not assess the 
scientific and technical judgments, which would have required a specific methodology 
and assistance from external scientific experts. 

 
 



Annex C1  BMR 1 July 2009 – 31 December 2009 
 
Limited  Limited 
 

2 

 
• IAC's Conclusion  
 
Based on the results of our audit as described in the objectives and scope of the audit 
engagement, we believe that the internal control system in place gives reasonable 
assurance1 regarding the achievement of the business objectives set up for the FP7 
project review process in DG INFSO, except for the following very important issues: 
 

• 1.- Adequate response from INFSO to problematic projects 

Several cumulative factors contribute to the difficulties faced by DG INFSO to 
take satisfactory actions on problematic projects. Among those factors are (i) 
complexity to calculate the amount of costs to be rejected in a consistent way, 
(ii) difficulty to identify problematic projects with the existing rating, (iii) 
initial resistance from DG INFSO staff to be critical with projects that were 
successfully evaluated, (iv) pressure to spend the whole budget and to reduce 
the average of payment delays, (v) representativeness of certain coordinators 
in the European ICT industry, (vi) cumbersome procedures to terminate 
projects linked to a lack of guidance on how to practically proceed to 
terminate or suspend projects and (vii) need to define what "reinforced 
monitoring" means concretely.  

The existing risk is that DG INFSO does not always take satisfactory measures 
to deal with project reviews that identify major weaknesses. ICT Directorates 
should identify problematic cases, flag them and support a strict approach 
towards those problematic projects. 

 

• 2.- Supervision of project reviews 

Review reports are not always systematically read by the management of DG 
INFSO and unit meetings are only occasionally dedicated to follow-up project 
reviews. Discussions between Management and Project Officers on the 
preparation of review meetings also take place only occasionally. Therefore, 
management supervision is more of a reactive nature (i.e. Project Officers 
inform the management when a problem on a project review arises). 
However, no proactive supervision is systematically performed by the 
management. Furthermore, there is no systematic written track on the follow-
up of problematic projects. 

The current risk is twofold; it relates to the non-identification of projects 
needing further actions from DG INFSO as well as to the lack of written 
evidence on the decisions taken by the management, regarding the follow-up 
of problematic projects. Such information on problematic projects may be 
needed in particular by newcomers or by other staff not knowing the history 
of the project. Therefore, ICT Directorates should implement a more proactive 

                                                 
1 Even an effective internal control system, no matter how well designed and operated, has inherent limitations – 
including the possibility of the circumvention or overriding of controls – and therefore can provide only 
reasonable assurance to management regarding the achievement of the business objectives and not absolute 
assurance 
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supervision on project review and should keep timely written track of the 
conclusions taken by the management. 

 

• 3.- Principles of economy, efficiency and effectiveness (3E) 

Both Project Officers and external independent reviewers confirmed the 
difficulty to assess the 3E principle with the available information and raised 
serious concerns on the compliance of the checks done by DG INFSO with the 
3E principle. The auditors verified that not always the compliance with the 3E 
principle is justified. In approximately half of the projects that were tested by 
the auditors, doubts or negative remarks on the respect of the 3E principle 
had been expressed during the project review. Furthermore, in approximately 
1/3 of the projects tested, the auditors did not find conclusive evidence on 
how the doubts or negative remarks expressed by the reviewers on the 3E 
principle were solved. ICT Directorates confirmed that DG INFSO performs 
no further checks on the 3E principles at a later stage. 

The existing risk is that DG INFSO does not satisfactorily verify economy, 
efficiency and effectiveness of the costs claimed by beneficiaries. Therefore, 
ICT Directorates, with the help of Directorate R, should improve the quality of 
the checks performed by DG INFSO to ensure compliance with the 3E 
principles. For example, by providing more detailed guidance to the 
independent external reviewers and to the Project Officers on the information 
to be verified and on the criteria to be used when assessing the 3E principle 
and/or by complementing with/performing those checks at another stage of 
the payment process.  

• 4.- Fraud prevention and detection in Project Reviews 

The current project review process has not been designed to prevent or detect 
fraud. However, most of the Project Officers consider that potential 
fraudulent behaviour could be flagged during the project review. 
Furthermore, about 1 out of 10 independent external reviewers have been 
confronted with situations where beneficiaries seemed to act fraudulently. 
Evident lack of commitment and/or underperformance of some beneficiaries 
as well as extensive text literally reproduced from public sources, without any 
reference to the original source, may be considered as indicators of fraud. 
Those indicators were found in fraudulent cases in the past. However, DG 
INFSO is not identifying them as indicators of potential fraud and therefore 
no specific follow up is performed on projects where those indicators exist.  

There is a risk of fraud not being flagged during project reviews and therefore 
not being followed up during the project cycle and not being addressed before 
the final payment is done. ICT Directors, with the help of Unit 02, should 
integrate the project review phase in DG INFSO's strategy for fraud 
prevention, detection and correction. Such integration would include defining 
potential fraud indicators likely to be noticed during the project review and 
subsequent flagging of projects at risk as soon as possible in the project life. 

 
• Current state of play 
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In the ICT Directors' meeting dated 12 January 2010 it was agreed and stated in the 
minutes to set up a Working Group on Project Reviews. This working group will draft 
a common action plan to implement the recommendations of the final Audit Report 
on FP7 Project Reviews. The above mentioned working group has committed itself to 
agree on a common Action Plan by March 2010. 

 

 
Follow-up on the legacy of open commitments from previous 
programmes  
 
• Objective and scope 
 
The main objective was to determine the adequacy, effectiveness, and timeliness of 
the actions taken by management on the findings reported in the original audit. 

 
• IAC's Conclusion  
 
Based on the results of our follow-up audit as described in the objectives and scope, 
we assess that all accepted recommendations from the Audit on the legacy of open 
commitments from previous programmes have been adequately and effectively 
implemented. 
 
• Current state of play 
 
No further follow-up. 
 
 
 
Audits in progress, started in second half of 2009 
 
Audit on non-FP Research Programmes  
 

 Background 

The purpose of this audit is to review the non-FP Research Programmes of DG 
INFSO, in order to provide reasonable assurance that the internal control system 
applied in the programmes is adequate and effective. 
 

 Present status  
 

The draft observations table, based on the fieldwork performed, will be discussed 
with representatives of all directorates at the end of February or March 2010. The 
final report will be sent to the Director General during the first semester of 2010. 
 
 

Follow-up audit on administrative and financial support from DG INFSO 
Operational Sectors and Administration & Finance Units: 
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 Background 

The main objective was to determine the adequacy, effectiveness, and timeliness of 
the actions taken by management on the findings reported in the original audit. 
 

 Present status  

The final report was finalised on 3 February 2010. 
 
 
Follow-up Report of Internal audit on Ethics 

 Background 

The main objective was to determine the adequacy, effectiveness, and timeliness of 
the actions taken by management on the findings reported in the original audit. 
 

 Present status  
 
The draft report was finalised on 5thh February 2010 and has been sent to the 
Directors involved by the audit, for comments, before sending the final report to the 
Director General.   
 

Follow-up audit report on Contract negotiation and preparation process 
in the FP 7 IST programme 

 Background 

The main objective was to determine the adequacy, effectiveness, and timeliness of 
the actions taken by management on the findings reported in the original audit. 
 

 Present status  

The draft report is being finalised and sent to the Directors involved by the audit, for 
comments, before sending the final report to the Director General.   
 

 

Consultancy and other activities 
 

At the request of the Director General, the IAC provides him with advice at several 
occasions, on DG INFSO related issues.  

The Head of Unit (IAC) held frequent meetings during the second semester of 2009 
with the Director-General, to brief him on the state of play of the audit engagements, 
on the problems encountered and on the status of the implementation of the 
recommendations.  
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Representatives of the IAC attended also the weekly Directors' meeting as well as 
other management meetings (ICT Directors' meetings, AFUs/OS meetings, Internal 
Control Coordination Group, AAR Declaration Group, etc.).  

The IAC gave assistance to IAS' audit activities in DG INFSO, either as contact point 
or by participating in meetings during the second semester of the year 2009, in 
particular as regards the joint risk assessment performed together by the IAS and the 
IAC, which will be the basis for their co-ordinated Strategic Audit Plan for the years 
2010 to 2012.  

The IAC is member of the AAR Declaration Group, responsible for the preparation of 
the AAR. In this regard, an annual activity report on the activities performed by the 
IAC during 2009 was sent to the Director-General on 29.01.2010 and to the IAS.  

Furthermore, the IAC expressed its annual opinion on the internal control system in 
place within DG INFSO, based on the nature and the scope of its work during the year 
2009. Such an annual opinion was sent to the Director General on 12 February 2010.   

With this annual report the IAC contributes to the preparation of the Annual Activity 
Report (AAR) of DG INFSO and it is one of the elements of information to assist the 
Director General in the formulation of the Annual Declaration, which is annexed to 
the AAR. 

The IAC has also sent its Work plan for 2010 to the Director General on 11.02.2010, 
for his approval. 
 
 













 
 
 
 
Annex D - State of play on OLAF files 
 
o D1:  Status overview  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 















 
 
 
 
Annex E – State of play on European Ombudsman  files 
 
o E1: Status overview 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



         Update up to 28.02.2010  
  
 

State of play on European Ombudsman files 
Status overview  

Limited 

1 

DG INFSO "Chef de file" 
 
 
Name of the 
complaint 

 
 

Date of 
reception of 

the 
complaint  

Background  Steps taken Next steps 

 
 

 
 
 

 
 

N° 2009/1719 

10.08.2009 This complaint concerns a failure to reply 
to the complainant's e-mail of 23.03.2009 
addressed to the Commission 

Commission's reply sent to the complainant: 
23.09.2009 
Commission's reply sent to the 
Ombudsman: 09.10.2009 
The Ombudsman's office repeats its request 
asking the Commission to complete the 
answer to the complainant, especially taking 
into account article 6(2) of Regulation 
1049/2001:27.10.2009 
DG INFSO replied to the Ombudsman: 
30.10.2009 
(a further e-mail was sent to the 
complainant on 09.10.2009 clarifying that 
the Commission did not hold any of the 
documents requested by the complainant). 

Ombudsman's closing  decision: 
20.11.2009 
(No instance of maladministration: 
The Ombudsman considered that the 
Commission took the necessary steps 
to settle the matter) 



         Update up to 28.02.2010  
  
 

State of play on European Ombudsman files 
Status overview  

Limited 

2 

 
 

 
 
 

N° 2008/3373 
 

22.12.2008 This complaint relates to the earlier 
complaint 2008/2291 which was closed 
with no follow-up by the Ombudsman. 
The complainant alleged that  the 
Commission acted unfairly by not 
accepting the complainant's costs related 
to salaries it paid to                employees, 
that the Commission unilaterally changed 
contracts by transferring funds from 
different budget lines and that it failed to 
reply in substance (and not only formally) 
to his letter of 13.08.2008. 
The complainant claims that the 
Commission should waive some of its 
recovery orders. 

Commission's opinion sent to the 
Ombudsman: 15.05.2009 
Proposal of the European Ombudsman for a 
friendly solution: 19.10.2009 
Reply sent by DG INFSO via empowerment 
procedure: 02.12.2009 
Commission's reply sent to the 
Ombudsman: 15.01.2010 
 

European Ombudsman’s closing 
decision: awaiting (between 6 months 
& 1 year) 
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DG INFSO associated 
Name of the 
complaint 

Date of 
reception of 

the complaint  

Background Steps taken Next steps 

 
 

 
 

 
 
 

N° 2720/2009 /GG 
 
 
 

26.10.2009 
 

The Ombudsman asked the 
Commission to answer letters from the 
complainant dated 25.10.2009 and 
29.07.2009. These letters concern the 
possible harmful effects of the waves 
produced by         . 
 
 

The SG encountered difficulties regarding 
the attribution of this complaint. Finally it 
was decided that the SG will be "chef de 
file" to reply to the complainant with 
collaboration of DGs INFSO/SANCO/JLS): 
28.01.2010 
DG INFSO sent its input: 01.02.2010 
Reply sent to the complainant by SG.G.3: 
04.02.2010 

European Ombudsman’s closing 
decision: awaiting (between 6 months 
& 1 year). 

 
 

 
 
 

N° 2781/2008 

02.12.2008 The complainant alleges that the 
Commission failed to provide valid and 
adequate grounds for the refusal of 
access to the documents that he 
requested under Regulation 1049/2001. 
The complainant claims that the 
Commission should grant access to the 
documents requested, without, if 
necessary, revealing the identities of the 
individual experts.  

Attribution to DG INFSO: 02.12.2008. 
SG G3's draft reply sent on 27.01.2009 
DG INFSO's agreement with annotations 
sent on 10.02.2009 
Legal Service's agreement asked by SG G3 
on 11.02.2009  
SG agreement with annotations received on 
23.02.2009 
SG G3 agreement received on 23.02.2009 

Commission's reply sent to the Ombudsman: 
19.03.2009. 

European Ombudsman’s closing 
decision: awaiting (between 6 months 
& 1 year). 

 
 
 

 
 

N°2403/2008/OV 
 

 24.07.2008 On 24.07.2008 a 3rd complaint was sent 
by the complainant to the Ombudsman. 
This 3rd complaint is the follow up of 
the 2 earlier ones for failure to deal, 
both as regards the procedure and the 
substance (only pending replies have 
been yet received by the complainant), 

3rd complaint sent to the Ombudsman: 
24.07.2008  
Transmission of this 3rd complaint by the 
Ombudsman to the Commission: 11.09.2008 
                                 reply received through 
the EU-Pilot mechanism on 18.09.2008. 
Proposed reply on the substance (based on 

European Ombudsman’s closing 
decision: awaiting (between 6 months 
& 1 year). 
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with the initial complaint of 26.09.2007.  the               feedback) from F. Colasanti to 
the complainant sent for comments to the 
involved DGs and the Ombudsman's related 
correspondents within the DGs (deadline: 
10 working days): 14.10.2008 
Reminder sent by DIR A to DG EMPL and 
LS on 31.10.08. 
Reattribution by the SG to DG EMPL 
11.11.2008 
DG EMPL's suggestion to re-attribution to 
DG INFSO as chef de file (which is rejected 
by DG INFSO): 13.11.08  
Note by DG INFSO sent to DG EMPL: 
10.12.2008  
DG INFSO's holding reply sent to  
                    11.12.2008  
Commission's opinion sent to the 
Ombudsman: 06.02.2009. 
Date of the Ombudsman’s  further request 
for info: 28.10.2009 
Reattribution to DG EMPL as chef de 
file: 29.10.2009 
DG INFSO input sent: 18.12.2009 
DG INFSO's agreement with annotations 
sent on 11.01.2010 
Reply sent to Ombudsman: 01.02.2010 
Translation sent: 08.02.2010 

 
 
 
 
 
 
 
 
 
 
                  

 
  

 
 
 

N° 488/2007/PB 

24.09.2007 The complainant alleges that the 
Commission failed to give valid and 
adequate grounds for its rejections of 
his confirmatory application for full 
access to the documents requested. 
 
 

Date of the Ombudsman’s  sending to the 
Commission: 24.09.2007 
Attribution to Cabinet Barroso (SecGen): 
31.05.2007 
SecGen asking for DG INFSO contribution: 
22.08.2007 
DG INFSO forwarded its contribution to 

Commission's reply to be sent on: 
30.04.2010 
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SG-E3: 30.08.2007 
Comments of the Commission sent to the 
Ombudsman by SG-E3: 01.10.2007 
Ombudsman's proposal for a friendly 
solution sent to the Commission on 
24.09.2008  
SG /E/3 (Transparency, Relations with 
Stakeholders and External Organisations)- 
asked  whether it would be possible to re-
consult the representatives of the Member 
States concerned to see if they maintain 
their opposition to the disclosure of 
documents/data provided by them: 
25.09.2008 
Consultation of the ERG 
Extension of the Ombudsman's deadline for 
answer: 31.01.2009  
DG INFSO's draft reply sent to the SecGen 
on 09.01.09 
SecGen's comments on the DG INFSO's 
draft reply: 20.01.2009  
Legal Service's comments: 05.02.09 
SecGen's amended draft reply : 09.02.2009 
DG INFSO's approval of the amended draft 
reply: 16.02.09  
Commission's reply sent to the 
Ombudsman: 19.03.2009 
Commission's translated reply sent to the 
Ombudsman: 30.03.2009 
SecGen asking for DG INFSO contribution: 
16.07.2009 
DG INFSO forwarded its contribution to 
SG-E3: 16.07.2009 
Commission's reply sent to the 
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Ombudsman: 15.09.2009 
Commission's translated reply sent to the 
Ombudsman: 24.09.2009 
European Ombudsman’s closing decision 
sent to the Commission on 03.11.2009: No 
Instance of Maladministration but further 
remarks. The Ombudsman considers that 
the factual outcome of his friendly solution 
proposal may be considered satisfactory but 
he nevertheless asked for 2 further 
clarifications: 1) whether Article 4(5) of 
Regulation 1049/2001 applied to the private 
undertakings or whether the Commission 
consulted the private undertakings indirectly 
by contacting the national authorities, AND 
2) whether refusals to provide access to a 
document with reference to confidentiality 
requests should be supported by a concrete 
reference 

 



 
 
 
 
Annex F – Relations with the Education, Audiovisual and Cultural 
                      Executive Agency (EACEA) – MEDIA Programme and with 
                      ARTEMIS and ENIAC Joint Undertakings 
 
o F1: Granting autonomy to the ARTEMIS Joint Undertaking 
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