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1 INTRODUCTION

1.1 PURPOSE OF THIS DOCUMENT

The goal of this document is to offer a support to the training of the NDPO&R IS. This training is
dedicated to the users of the IS: Controllers, Delegated Controliers and the Data Protection Co-
ordinators. It contains two parts. The first one contains explanations of the IS behaviour. The second
part of the document contains exercises to make the students able to use the IS on their own in the
future.
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2 TRAINING SUPPORT

2.1 INTRODUCTION

2.1.1 PRESENTATION OF SWORD TECHNOLOGIES
(Nico Hilbert)
2.1.2 DEFINITION OF A NOTIFICATION

WHY IS IT ON-LINE?

DEFINITION OF THE REGISTER

SOME BASICS ON DATA PROTECTION

(Nico Hilbert)

2.1.3 OBIJECTIVE OF THE INFORMATION SYSTEM NDPO&R

The goal of the IS is on one side, to manage notifications and the register; on the other side, to provide
an access to anybody to information concerning the processing and protection of personal data of the
institution.

2.2 GLOBAL PRESENTATION OF THE DPO WEB SITES

2.2.1 PUBLIC PART

The public part of the site is dedicated to all the people who want to access to the register and to be
aware about the legal framework of personal data protection. This part of the site is accessible from
Europa and from Intracomm although having different contents. This part, called the DPO Web site,
contains all the links to access global information and to access to a view of the register. When using the
Intracomm DPO Web site, an additional link is available; it redirects registered users to the NDPO&R 1IS.
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2.2.1.1 DPO WEB SITES ON EUROPA AND INTRACOMM
(Nico Hilbert)
2.2.1.2 REGISTER ACCESS AND REQUEST TO THE CONTROLLER

The Register of the Data Protection Officer contains notifications that have been validated and entered
by the controllers. This part of the web site displays a list of these notifications to any user. It does not
display all the fields of the notifications, but only a selection of them as it is defined in article 25.2 of
Regulation no 45/2001.

A search can be done through the register to retrieve only the interesting notifications corresponding to
specified criteria. These criteria are based on a search through the following fields:

e Name of processing,
e Purpose of processing.

The possibility to filter the notifications displayed by DG is also offered to the user. If a DG is selected,
search operations will be done in this DG.

From a displayed notification, it is possible to ask to the controller who owns this notification more
information. This can be done using a form. This form is different depending on the used web site.

From Europa, a user must fill-in more information to make the controller able to answer him.

From Intracomm, it is easier to retrieve information, as all internal people's data are stored in
directories.

In the table below, you can see which fields are used depending of the web site:

First name X (™ X (m
Last name X m X (™
Email X X
Question to the controller of the notification X ™ X m
Address X m

Postal code X ™

City X M

Country X ™

(™ Indicates that the field is mandatory.
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2.2.1.3 INDEXED VERSION OF THE REGULATION 45/2001

The entire text of the Regulation no 45/2001 can be viewed in the NDPO&R 1IS.

Notification to the Data Protection Officer

¥R
[£:3

-ty aComan > Dt Protection (ffices > Hotifleation to the Data Protestion OMficer

32001R0045

Rogtation {EC Mo 45:2001 of the Fuopess Paclatient and of the Cotmell of 18 Decesndier 2000 o the prdtection of SadbAduals with
sogatd 1o the processing of personal data by the Comununity institations aud bodies and on the free movemant of such d3ta

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having ragard lo the Treaty estabilshing the Europesn Community, and in patticular Aicle 286 thereof,
Having regard to the proposal from the Commigsion(1),

Having regarg to the opinion ofthe Economic and Soclal Commitize(2),

Acting in acvord with tha p durs jaid down in Afliglg 2581 of the Traaly(3),

Wherags:

{1) Attisle 288 ofthe Treaty requites the application to the Community Institutions and bodies of the Community acts on the protection
of individuals with regard io the processing of personal data and the free movement af such data.

() Atully-fladged systerm of protection of personat data nol only requires the establishment of tights for data sublects and obligations
for thoge wiho process personai data, but also appropriate sanctions for affendars and monioring by an indspandent supeivisory
body.

(3) Adicle 286(3) of the Trealy raquires the sstabli t of an indepandent superdsory body responsible for monttoring the
appiitation of such Community acts to Community institlutions and bodles

(4) Aricip 286(2) of the Trealy requires the adoption of any other relevant provisions as appropriate.

%) ARegulation is necessany 1o provide the individual with legally enforceable rights, to spetify the data processing obligstions ofthe

Figure 1: Indexed version of the Regulation no 45/2001.

All references to texts external to Regulation 45/2001 are represented by links to the entire referenced
texts.

For instance, the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995,
referenced in point 6 of the introduction of the Regulation 45/2001, can be viewed in a pop-up window
by clicking on the link ‘Directive 95/46/EC'.

Also the different articles referenced in other articles of Regulation 45/2001 can be viewed in a pop-up
window. For example, the articles 4, 5 and 10 referenced in article 6 can be viewed in a pop-up window,
by clicking on the link represented by the number of the referenced article. This is also possible for
specific referenced articles in other legislation.
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Article 5

Lawfulness of processing

Personal data may be processed only if:

(a) processing is necessary for the perdormance of a task
carried out in the public interest on the basis of the Treatlies
establishing the European Communities ar other legal
instrurnents adopted on the basis thereaf or in the legitimate
exercise of official autharity vested in the Community institution
or body or in a third party to whom the data are disclosed, ar
(b} processing is necessaty for compliance with a legal
obligation to which the controller is subject, ar

{c) pracessing is necessary for the perfarmance of a contract
to which the data subject is party orin order to take steps atthe
request of the data subject prior to entering into a contract, or
{d) the data subject has unamhiguously given his or her
consent, or

{e) processing is necessary in order ta protect the vital
interests of the data subject.

Close

Figure 2: detailed view of article 5 referenced in article 6 of the Regulation no 45/2001.

2.2.2 RESTRICTED PART

2.2.2.1 OVERVIEW OF THE FORM QUESTIONS

The following table contains the list of the form questions:

1) Date of submission {Automatically filled-in)

2) Name and first name of the controller X
Name and first name of the delegated controller X

3) Title
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4) Directorate, service or unit to which the controller is attached

5) Directorate general to which the controller is attached

6) Name of the processing

7) Description of the processing: Attention: Please describe in the answer to X
this question if you process personal data falling under article 27

8) Automated processing operation(s)

9) Manual processing operation(s)

10) Comments if applicable

11) Legal basis of the processing

12) Lawfulness of processing: Answering this question please verify and
indicate if your processing has to comply with articles 20 “Exemptions and
restrictions” and 27 “Prior checking (by the EDPS)")

13) Purpose(s) of the processing X

14) Data subject(s) concerned

15) As you are processing personal data X

a) Which kind of communication(s) have you foreseen to inform the Data
Subjects as described in articles 11 - 12 under 'Information to be given to the
Data Subject’

b) Which procedure(s) did you put in place to enable Data Subjects to exert
their rights: access, verify, correct, etc., their Personal Data as described in
articles 13 - 19 under 'Rights of the Data Subject'

16) Category(ies) of data subjects

17) Data field(s) of Data Subjects; Attention: Please indicate and describe in X
the answer to this question also data fields which fall under article 10
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18) Category(ies) of data fields of Data Subjects; Attention: Please indicate
and describe in the answer to this question also categories of data fields which
fall under article 10

19) Storage media of data

20) Recipient(s) of processing

21) Category(ies) of recipients

22 a) Retention of policy of (categories of) personal data

22 b) Time limit to block/erase data on justified legitimate request from
the data subjects

22 c) Historical, statistical or scientific purposes - If you store data for
longer periods than mentioned above, please specify, if applicable, why the
data must be kept under a form which permits identification

23) Name and first name of the processor X

24) Title

25) Directorate, service or unit to which the processor is attached

26) Directorate general to which the processor is attached

27) Legal foundation of transfer; Only transfers to third party countries not
subject to Directive 95/46/EC (Article 9) should be considered for this
question. Please treat transfers to other institutions and bodies and to member
states under question 20

28) Category(ies) of Personal Data or Personal Data to be transferred

29) Nature and Category(ies) of Personal Data to be protected

30) Nature of related processing to be protected
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31) Technical measures to ensure level of security appropriate to the risks
represented by questions 29 and 30 and to prevent any unauthorised
disclosure or access, accidental or unlawful destruction or accidental loss, or
alteration, and to prevent all other unlawful forms of processing.

This question is based on 10 sub-questions composed of a yes/no question
and text area for description purposes.

32) Organisational measures to ensure level of security appropriate to the risks
represented by questions 29 and 30 and to prevent any unauthorised
disclosure or access, accidental or unlawful destruction or accidental loss, or
alteration, and to prevent all other unlawful forms of processing.

This question is based on 10 sub-questions composed of a yes/no question
and text area for description purposes.

33) Technical measures to safeguard the secure use of the
telecommunications networks and terminal equipment, if necessary in
conjunction with the providers of publicity available telecommunications
services or the providers of public telecommunications networks (having
regard to the state of the art and the cost of their implementation, these
measures shall ensure a level of security appropriate to the risk presented

34) Organisational measures to safeguard the secure wuse of the
telecommunications networks and terminal equipment, if necessary in
conjunction with the providers of publicity available telecommunications
services or the providers of public telecommunications networks (having
regard to the state of the art and the cost of their implementation, these
measures shall ensure a level of security appropriate to the risk presented

35) In the event of any particular risk of a breach of the security of the
network and terminal equipment, the Community institution or body concerned
shall inform users of the existence of that risk and of any possible remedies
and alternative means of communication. Have you foreseen any such
mechanism or procedure (Yes/No)? If Yes or No, please explain

36) Do you publish / distribute / give access to one or more printed and/or
electronic directories? Personal Data contained in printed and/or electronic
directories of users and access to such directories shall be limited to what is
strictly necessary for the specific purposes of the directory

37) Complementary information to the different points if applicable
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2.2.2.2 THE NDPO&R INFORMATION SYSTEM

The NDPO&R Information System is a Web technology based Intranet application. Its access is restricted
to application users.

The DPO can create user profiles to provide an access to the application, but the users’ profiles are
mainly created and managed by the DPCs when they create an entry in their Inventory of personal data
processing inside their DG.

Based on his/her profile(s), a user can access more or less functionalities. For more information, please
refer to the Access right of the different players.

2.2.2.3 USER INTERFACE

The user interface is a common Web based interface with some advanced features to make the
application easier to use.

2.2.2.3.1 Notification form

The screen of a notification can be divided into 2 parts:

e The navigation part allows the user to browse the different chapters of a notification. To browse
the notification, he/she can click on the text corresponding to the chapter he/she wishes to go
to. The highlighted text (blue background) of the navigation part indicates in which chapter of
the notification the user is positioned. In the image below, the user is positioned on chapter 1 of
the notification,

Fill in the different notification sections using the links hereunder ...

Figure 3: Navigation part.

e The content part contains the questions of the notification chapter the user is positioned on. The
screen shot below presents the questions of a notification positioned chapter 1,
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Notifications of processing operations on personal data are written in the Register of the Data Protection Officer. This
Register is public. But not all fields of the Notification are published. Only the answer fields marked with intereat explorer
icon can be viawed by anvbody accessing the Register of the Data Protection Officer on IntraComen or Europa.

1) Date of submission will be automatically Biad-in on sand 1o the “cordrolisr
21 Namne and First Naine of the Controfler: ;Selec: controlier ei &

Rame and First Naie of the Delegated [Select delegated controlier =]

Covdroler:

Bet.: Articte 2 Datindtions: Patagraph (d} ‘eontrolier
Ref: Article 25 Hotification to the Data Protection Officer; Paragraph 2(a)

31 Yitke: i
4} Dlvectorate, Unit o Service to whichithe | @
Controlier is attactied: @
i
! ;
5} Divectorate Generatto which the Coitrofler i
s ttached . . ;

Figure 4: content part.

o It is possible to navigate through the different chapters by clicking on the ‘Next’ and ‘Previous’
buttons placed next to ‘Save’ buttons.

J<<])[Save ||  Send the Notification ||  Print Notification |(]|>>]

Figure 5: ‘Next’ and ‘Previous’ buttons.

In each content part of a notification the user can find ‘Save’ buttons on both top and bottom of the
page.

Once he/she has answered a part of the questions, or all the questions of the chapter he/she is
positioned on, he/she can click on this button to save the answers already given.

Information entered in the chapter he/she is positioned is also saved when he/she moves to another
chapter of the notification, by clicking directly on the chapter name of the top menu, or by clicking on
the 'Next” and ‘Previous’ buttons.

2.2.2.3.2 The combo boxes

The combo boxes offer closed choices between calculated values. These values come from queries from
the DB, LDAP or defined list of values. On the following example, the combo box contains the list of
available Delegated Controllers. The user just has to select the Delegated Controller. The system will
automatically retrieve the id of the chosen Delegated Controller.

Delegated Controller 1 =/

elt delegated controller
Delegated Controfler 1

Figure 6: delegated controllers list.




S NDPO&R

TRAINING SUPPORT .
* European Commission - 56 Version: 1.8 Date: 2271172005
Status: Final Page: 15/33

2.2.2.3.3 Upload files

Some questions of a notification sometimes cannot be answered with a short sentence or a paragraph.
These questions may be fully answered using already defined documents.

For these questions, the user is able to upload file(s) with the content of the answer. By this way, even
long or structured answers can be stored.

In the figure below, the question 7 can be answered using the upload file(s) feature. The ‘Upload files’

functionality is represented by a link named ‘Attachment(s)’ placed under the concerned questions
labels.

71 Description of Processing: Attention: Please describe inthe answert to this question #f you process personal data falling
under aticle 27

{ta FELK

::3

=g
Figure 7: 'Attachment(s)' link.

This link gives access to a pop-up window displaying a file text box to attach documents to the question,
and lists the documents already attached to the concerned question.

Notification 51.1
Attachments guestion 11

i| Browse.. |

Figure 8: Attachment(s) window.

To select a file on his/her local drives, the user can press the ‘Browse’ button and use the standard open
dialog window. Once the file is selected, it will be transferred on the DPO site by clicking on the ‘Attach

File’ button and linked with the notification in the Register. The name of file attached is displayed in the
list under the file text box.
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Notification 51.1
Attachments question 11

[ Browse_. |

NDPOR_USR_Training, Bupport.doc
Figure 9: Attachmeni(s) list.
2.2.2.3.4 Help messages

Help messages are available on the different chapters of the notification. A question mark placed next to
a question indicates that help is available for this question. By placing the mouse over the question
mark, a message is automatically displayed, indicating to users how to fill the concerned question. By
moving away the mouse from the question mark the help message automatically disappears.

8} Automated Processing operation{s):

Nerma(s) of the
Betf.: Article 2 Definitions: Paragraph (b} ‘processing of personal data”, different Processing
Pef: Article 3 Scope; Paragraph 2, operation(s) of the
lm’o’vmatmn System,
! y % . ication, e-
91 Manual Processing operationis): egg ice. ot
ﬁ‘ﬁ mentioned abova, if

wé tapplicable.

Figure 10: on-line help example.

2.2.2.3.5 References to Regulation 45/2001

As the processing of personal data must be in-line with the Regulation 45/2001, each chapter of the
notification gives access to the associated articles of the Regulation.

When a question of the notification has a direct reference to an article of the Regulation, the article title
is displayed under the question. To view the entire referenced text, click on the article title.
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G} Name of Processing:
| &
el Avtiele 20 Bothdtiona: Pursgraph (B ‘prosensing of personat daty
Figure 11

The related article is displayed in a pop-up window.

2.2.2.3.6 Fields published on the Internet

To indicate to the user of the IS which fields will be published on the DPO Web Site when the

Notification is in the Register, an Internet Explorer icon (@) has been placed next to the text area
containing the answer.

6) Hame of Processing:

| e

Figure 12: Internet Explorer icon indicating fields published on the DPO Web Site.

2.2.2.3.7 Link between notifications

For convenience reasons, it is possible to link notifications between them. This mechanism avoid to the
user who fills-in the notification to repeat common parts. Two types of link exist.

The first one is used in the 2™ chapter (2. general description of the processing) and must be used
when the user wants to create a sub-notification of an existing one. The link will be often used when
specifying a system that is part of a global system.

The second type of link between notifications used in the 7" chapter (7.General description of security
measures) is used when a notification can be correctly described using a generic notification.

How to create the link between the notifications?

When editing a notification, the user clicks on the ‘link’ button under the ‘This notification is a sub-
notification’ in chapter 2 or ‘This notification is linked to a generic notification” in chapter 7.

In chapter 2:

Fill in the different notification sections using the links hereunder ..

Save

This notification is a sub-nutification of:

Figure 13: ‘Link’ button in the 2" chapter.
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In chapter 7:

Fitl in the different notification sections using the links hereunder .

Security measures must be in line with the Securily Policy(ies) and Regulaion(s) applicable in the respective domains
(administrative procedures, non-autornated syslems, aulomsted systems (Lompletely or parlly) -information systems and
applications, network, e-mail, operating system directory(ies), ete)) at the Commission respectively Instifutions.

Pet.: Article 22: Security of processing.
Ref.: Asticle 25: HotMication to the Duata Protection Officers Paragraph 2ihy.

The questions and answers of this chapter will not be published

This notification is linked to a generic notification to cover questions 31 - 34. The Netification and Version imumber is:

Figure 14: 'Link’ button in the 7" chapter.

A pop-up window containing all the register notifications is displayed.

Generic notification on IT

] ] }nfrastmc!ure Qafcifr ADMIN 10-\.'%)‘-03‘4‘!{%‘;
¢ DPOT1 Commissian Directory on intemet - beadni. - ADMIN 08-Mar- .

04
€ DP0O-581 DO ENTRIT Knowledge Base  legrast 86 ENTR  04-OckQ4uwisw »
. Endubtes administratives et = : - o

s - procédures disciplinaires e CniB
¢ DPD63Y  infernies de Ja Commission listhen. ADMIN. 22 Ap0d
, ; slropdenne . ;
Management Promotion 22-Mar
- DPO-651 Programs (MPP) sousajm  AGRI 08 »

123456789 Hext
Figure 15: Pop-up window displaying the notifications in the Register.

It is possible from this list, to select a notification, to view a notification, or to cancel the link creation.
When a notification is chosen, its reference is displayed in the form.

This notification is a sub-notification of: Notification n®_1_: Generic nptificatien on T infrastivcture
‘ljnl;” Remowve Link I

Figure 16: Reference to the linked notification.

From this point, it is possible to remove the link or to replace the existing link by another one.
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2.2.2.4 NOTIFICATION MODIFICATION (MODIFY/ COMPLETE A DRAFT NOTIFICATION)

to:

estion des Missions du personnel &y compris agences e yoyages,

This functionality is available for all the users who are working on a notification and have not sent it yet.
It displays a list of the notifications created by the DPCs from the Inventory Tool, and assigned to the
logged-in user. The logged-in user, which is a Controller, a Delegated Controller or the DPC is allowed

o Display a read-only view of the notification (Using vi=« » (See 1)),
e Select the notification and modify it if it is in ‘draft’ status (Using fy (see 2)),

o Delete the notification if it is in draft status (Using * (see 3)).

View/Modify/complete a draft notification

Controfier1 15
DG1  Feb-05 orat 1

574 compagnies de transpor, hitels, cartes bancaires et canles de locafion de
véhicuies)

ﬁ};?} TestDeleted Enty Curgr‘g;lem Fezh?bﬁ Drat e
32‘;} Test BMTP messages for a Prior Atvice c°"gg:'e” ST Dr Vi b
3?;:1  Testingine SMTP messages of the n‘sﬁﬁca\tiﬁpi chgrggg‘m: J;n%a Drat J Xoews
8’;21 Testing the SMTP messages of ihis nolification, Ourgrgi:an J ; : o5 Drat J Moo &
101';‘%1 Another test of GMTP messages in tase of Prior Advice. ' ‘Conéglil‘em J;g;}% Draft 3@ Ko o
,2331 Test Generic Template - NICOLFR Corgrooglem F:l:;'-}.l 5 Oratt .
3281 DG FISH FiaetReuister 'Cbhéreo’!‘lam JuﬁBS Drat g e
1%%3'1 Tast Bug Inventoy on Delegated Controlter Update Congfoo;!er‘l 186‘;“" Draft y v
12223 New éﬁachmgnfsymstﬁhﬂd . Gorgrg!‘laﬂ ﬁ;uggﬁﬂ . Drat §  voww

Figure 17: Modify/Complete a notification.




NDPO&R

TRAINING SUPPORT
i Suropean Commission - 5G Version: 1.8 Dater 22/11/2005
Status: Final Page: 20/33
2.2,2.5 ADVICE ON A ‘DRAFT’ NOTIFICATION
o ] . Updated Draft
Existing NF with . Email to the o . .
— ot Ask for an advice N . Notification Review advice on
Lﬂ Status = ‘toadvise’ 'M Status = ‘toreview fhe notfication
(—\
Controller or
delegated controlier
Deleted
notification in the
advisor table
h.
Working Updated Working Send the
Natification in the Review the | Netification in the notification back to
advisor table notification advisor table the requester of
ZZ?&\\ the advice
Advisor

Figure 18: Advice on a draft nofification workflow.

The advice on a draft notification can be asked by the person who is filling-in a notification, and can be
answered by any person who will have the ‘advisor’ role. The advice can only be given on notifications
that have the ‘draft’ status.

The person who is filling the notification selects a targeted user from the LDAP users’ directory of the
European Commission and requests for an advice from him. The selected person is warned by e-mail
that someone asked him to give his opinion on a notification. The Notification is copied in the Advisor
table with the ‘TOADVISE’ status. The person selected to give an advice can then log in, select the
notification from the ‘Advice on a draft notification” menu entry, and modify it before saving it and send
it to the requester. The advised notification is saved in ‘ADVISED’ status in the Advisor table, and the
Notification in the draft table status is changed to 'TOREVIEW'. The user who requested the advice on
the Notification receives an e-mail to warn him that the advice on the Notification is available. He can
then log in to the IS, select the Notification and accept or reject the changes propositions made by the
advisor.

Advice on a draft notitication

O e prosessiRY . Gonfroller iese o Deleate
947 1 festfingl 2 LEGRAND Stéphane 3G NICOL

Deletiaten controler

T Franck 05AugDt [ wens
1

Figure 19: Advice on a draft notification

2.2.2.6 PRIOR ADVICE ON A '‘DRAFT’ NOTIFICATION

The prior advice can be asked to the DPO. A Controller or a Delegated Controller can ask for a prior
advice to the DPO. A prior advice can only be asked on a ‘draft’ notification.
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Ask for a prior Updated Draft
advice i Email to the DPO Notification Review advice on
Status = Status = ‘toreview’ the notification
‘topriadvise’ ‘/\
Controller or
delegated controiler
NF saved with
status =
‘topriadvice’
>/ \
Archive Working Updated Working Send th Non updateable
Notification in the Notification in the Review the .| Notification in the Sif et? bgckt notification in the
DPO table DPO table notification DPO table notiication back to DPO table
the controller
DPO

Figure 20: Prior advice to the DPO workflow

The Controller or Delegated Controller selects a draft notification then sends it to the DPO for a prior
advice. The DPO receives an e-mail indicating that a prior advice on a notification has been asked to
him. Two copies of the draft are then saved in the DPO table. The first copy is locked for history
reasons, and the other one is the version on which the DPO will work. The DPO can then modify the
notification. Once the notification is modified, the DPO sends it back to the requester of the prior advice,
and the notification on which he worked is locked. The requester receives an e-mail indicating that the
prior advice is available. He/she can select the notification and the questions for which the DPO has
given an advice are followed by a link displaying the DPO version of the question. The user can then
accept or reject the DPO propositions. When all the DPO questions have been reviewed, the notification
is saved in ‘draft’ status.

7 Description of Processing Attention: Please desgcribie i the answel to this question it
you process persomal dota Yalling under article 27

Originat Text

o7 =]

Proposed Text

Qa7 o

Advisor modified Q7 :
=

| Accept 1] Rejuct || cCancel |

Figure 21 : Review DPO'’s modifications.
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2.2.2.7 ACCEPTANCE AND CLEARANCE OF A ‘DRAFT' NOTIFICATION

The acceptance and clearance of a 'draft' notification is always initiated by a Delegated Controller to
his/her Controller. When the notification is filled-in correctly and complete, the Delegated Controller asks
to his/her Controller to validate the notification in order to save it in the register. An e-mail indicating
that the notification is in wait for an acceptance is sent to the concerned Controller. The Controller logs
into the IS and selects the notification. If he/she rejects the notification, the status remains ‘draft’ and
an email is sent to the requester, indicating that the notification has been refused. If he/she accepts, the
notification is written in the Register, the draft is deleted, an e-mail indicating the new entry in the
Register is sent to the DPO, and the requester is warned of the acceptance of the notification by the
Controller. The processor(s) selected for the Notification receive(s) an e-mail indicating that he/she
(they) has (have) been identified as processor(s) for the new Notification. The figure below shows the
workflow of an acceptance and clearance of a notification.

Existing -
Notification Ask for Email to the

Status = ‘draft’ » acceptance controller

Delegated
Controller

Notification A ta NF saved in the
Status = Accept the NF coeprance » Register
“ToA ) process \—/_\
Controller
o]
= Email to the DPO
for information
purposes
Refuse a NF
& 4 Deletion of

the draft
notification

Notification Email to the
Status = ‘draft’ requester

Email to delegated
controller if he
exists

\_/_\

Figure 22: Acceptance and clearance of a draft notification workflow.
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2.2.3 THE SIMPLIFIED NOTIFICATION SYSTEM

Information System.

DPCs in order to import the Simplified Notifications in the Register.

Here is the data flow followed by the simplified notification system:

Simplified Notification
form saved on local
hard disk

Email to the DPC with
Simpilified Notification
form as attachment

Fill-in the Simplified
Notification form
{Excel Spreadsheet)

Controller
or
Delegated Controller

The Simplified Notification System has been created in order to help Controllers to fill-in notifications for
simple processing of personal data which do not need the use of the standard more extensive

This system is composed on one side of an Excel spreadsheet form that is filled-in by Delegated
Controllers or Controllers, and on the other side of a module that is part of the NDPO&R IS aimed to the

XML File
Simplified Notification . o containing the
form saved on local Review the Simplified Simptified
machine »y Notification form L Notification form
and generate XML file data

Information System
and import the XML

Log-in to the Notification
saved in the
Register

file

DPC

Figure 23: Simplified Notification flow.
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The Simplified Notification form is made available to anybody on the NDPO&R IS Home Page, by clicking
on the Simpilified Notification menu entry.

Simplified Notification form for simple personal data processing Generate XML Flle

Form to be transmitted by e-mail, by or on behalf of the Controlier, to the
Data Protection Co-ordinator of your DG after filling-in.
With this transmission the Controller delegates the writing of this
Simplified Notification in the Register of the Data Protection Officer on
his behalf.

(Celis which have a red mark in the upper right cormer contaln comments which can be seen by hovering the mouse cursor on them)

Name of the processing

Short description of the processing

Name and first name of the Controliar
Userld:(enter the same Userld used to access the
internet).of the Controlier

Title of tiie Contraller

Purpose(s) of the processing

Categony{ies) of data subjects

Data fields or categary(ies) of data processed
Legal basls:of pracessing

Lawfulness of processing (see undertying comment)
Recipients or category(ies) of recipients

Retentian period and Time limit to Block / erase data
on. request from the data subjects

Description bf measures taken to ensure security of
processing (%)

Date and:nature of information o data subjects
(including information an their rights)

Comments

{please danot forget thie bottorm lines of the tatle)

(*) The processing Is done using the standard IT equipment and telecommunication infrastructure which have bsen certified to be compliart to offer the proper level of securlty for normad processing of
data and have been hitherio natified to the Data Protection Officer by the certrel services and / or the IRM af the DG (please check with your IRM if necessary).

Figure 24: Simplified Notification Excel spreadsheet form.

Before working with the simplified notification form, the user (Controller or Delegated Controller) should
pay attention to the notices concerning the restrictions about the use of this system, and the obligations
of the Controller:

(*) The processing is done using the standard IT equipment and telscommunication infrastructure which have been certified ta be compliant to otfer the proper level of security for normel processing of
data end have heen hitherto notitied to the Data Protection Officer by the central services and f or the [RM of the DG (pieaaes check with your IRM if necessary).

Restrictions:

The simplified notification shak not be used for:

» complex processing

» processing which nesds prior checking by the Eurapesn Data Protection Supervisor (ses below spscial categories of deta)
= processing which requires non-stenderd securfy measures

» processing which includes transfer of personal deta to 3rd countries

» processing which publishes / distriites / gives access to printed or electranic directories

= a generic notification or a sub-notification

0Obligations of the Controfler:

Bty signing this notificetion form the Controller guarartees that personal deta will be

- processed fairly end lawiully

- coliected only for the purpose(s) incicated

- accurats and kept up to dete

- kept for no longer than necessary

The cortrolier also guaramees that the processing does not apply to xpecial categories of date such as: racial or ethnic origing, polical opinions, refiggous or phiosophical bele!s, trade-union
mesnbership, heatth or sex life.

He/she gusrantees that the processing is not

- relatad to health and suspacted offenses, crimingl convictions aor secwriy measurss

- intendled tn evakiate pereonel aspects relating to akiity, effickncy and conduct of the date subject
- aflowing linkege between date processed for different pirposes

- for the purpase of exchuding intlviduals from @ right, benefit or comtract.

Figure 25: Overview of the notices and restrictions.
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Delegated Controllers or Controllers fill-in the form and save it to their local hard disk. Then, they send
the Excel spreadsheet by e-mail to the DPC of their DG.

The DPC opens the received file and generate an XML file containing the data of the Excel spreadsheet,
by using the ‘Generate XML file ..." button. Once the file is generated and saved on the local hard disk of
the DPC, he/she can log in to NDPO&R IS and select the ‘Simplified Notification’ menu entry. From this
page he/she is able to import the generated file into the Register.

Simpiified Notification for simpie processing of personal dala

Select the simplified notification KL Fiie to import amd write in the Register.

[ Browse... |

Dawnload the Shmplified Nolitcation Form (Microsoft Excel Spreadshes)) - E

Dowmload or view the simpiified notification uger gulde (Adobe PDF file) - @

Figure 26: Import page of the DPC.

Before the Notification is saved in the Register a confirmation page displaying the data found in the file
is shown to the user. If all the mandatory fields are present, the Notification can be saved in the
Register.

Simpiitied Notification for simple processing of personal
data

Fallat il
User D controlierd dgt
Hourre mant First Rame Tesi Confroligr
Tie ' Head of Uit
. Comelior fninatoB i LOAR

User

controllert - dgl
oo ool Figst Nama Gontrofler 1 DGL
Diectorate E A e
Unht 8
06 : . et
Bufiding JMO
et - 98 ,,,,,,
Teleplione = 26112803 , .
Enmﬂatldross e ndpo_ 1 rd-tachnol com

e e f{l}{mﬂ‘
Rame alumr slwﬁ d«scdptlon afprocessing - 0

Simplified Notification modifications

Shiort dascription of the proces sy
This processing has been created in order to test the medifications on the Simpiified
Nolification module
Plisivagels) o processiy
Testing the modifications on the Simpiified Notification Madule
Caregoniesy of tata sibjects

tes! catagory

Data fields or Categioryiles) of dota fields processed

Figure 27: Overview of the import result page.
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Before inserting the notification in the Register the system checks if Inventory Entries without an
associated notification exist in the Inventory of personal data processing of the concerned DPC. If yes,
the system proposes to the DPC to associate the imported notification to one of this/these entry(ies).

Inventory Entries without an associated Notification

Soime hventory Bitries without an associated Notification have heen foumul, Please, selact an
Reepttii ¥ sitry to assockats to thls tedification, of create a naw provesshng.

& NewProessing
o 12712 Empioyeas database
f ¢ 1273 Sickness Leaves

Figure 28: Inveniory entries without an associated notification.

If the DPC selects an entry, the imported notification will take the number of the concerned entry, and
the fields of the entry will be replaced with the values of the imported notification’s fields.

If no entry is selected by the DPC, a new Inventory entry will be created.
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2.2.4 ACCESS RIGHT OF THE DIFFERENT PLAYERS

The following table contains the list of functionalities and the access by profile.
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Here is the user configuration to use for the exercises:
Functional Password First Name Last Name DG Building E-mail address
User ID
x311002 x31902 Data Protection ndpo-dpo SG JECL X31/002@cec.eu.int -
Officer INFORMATICS TRAINING DPO x311002
FORUM
x311003 x31903 DG1 Data dg1-dpc ADMIN JECL X31/003@cec.eu.int -
Protection INFORMATICS TRAINING DPO x31i003
Coordinator FORUM
x311004 x31904 DG1 Controller dg1-controller ADMIN JECL X31/004@cec.eu.int -
INFORMATICS TRAINING DPO x311004
FORUM
x311005 x31905 DG1 Delegated dg1-del-controller ADMIN JECL X31/005@cec.eu.int -
Controller INFORMATICS TRAINING DPO x311005
FORUM
x311006 x31906 DG2 Data dg2-dpc SG JECL Xx31/006@cec.eu.int -
Protection INFORMATICS TRAINING DPO x311006
Coordinator FORUM
x311007 x31807 DG2 Controller dg2-controller SG JECL X31/007@cec.eu.int -
INFORMATICS TRAINING DPO x311007
FORUM
x311008 x31508 DG2 Delegated dg2-del-controller SG JECL X31/008@cec.eu.int -
Controller INFORMATICS TRAINING DPO x311008
FORUM
x311009 x31909 DG3 Data dg3-dpc MARKT JECL Xx31/009@cec.eu.int -
Protection INFORMATICS TRAINING DPO x311009
Coordinator FORUM
x311010 x31810 DG3 Controller dg3-controller MARKT JECL x31/010@cec.eu.int -
INFORMATICS TRAINING DPO x311010
FORUM
x311011 x31911 DG3 Delegated dg3-del-controller MARKT JECL X31/011@cec.eu.int -
Controller INFORMATICS TRAINING DPO x31i011
FORUM
x311012 x31912 DG4 Data dgé-dpc PRESS JECL X31/012@cec.eu.int -
Protection INFORMATICS TRAINING DPO x311012
Coordinator FORUM
x31/1013 x31913 DG4 Controller dg4-controller PRESS JECL X311013@cec.eu.int -
INFORMATICS TRAINING DPO x311013
FORUM
x31i014 x31914 DG4 Delegated dg4-del-controller PRESS JECL XxX31/014@cec.eu.int -
Controller INFORMATICS TRAINING DPO x311014
FORUM
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3.1 MobiFY/ COMPLETE A NOTIFICATION
Before being able to do this exercise, the user must assume that the DPC of his/her DG has created a
draft notification based on an entry of his/her Inventory of personal data processing.
e Step 1: Log on the application,
e Step 2: Select menu ‘Modify/ Complete a notification’,
o (Summary presentation for each part of the notification, question list). The objective of
this exercise is to complete a 'draft’ notification with the participants. The fact that a
help message is provided on each question must be explained and demonstrated.
Explanation of the save button usage,
o Overview of the horizontal menu,
o Overview of every question and explanation of the system behaviour,
o Way of filling-in the answers,
o References to the regulation,
o Help messages,
o Link a notification to an other one,
o How to upload a file and join it to an answer (Question 7, 11,13, 15, 17),
o How to add and delete a processor,

e Step 3: Fill-in some questions,

o Chapter one of the notification is already filled-in with the Controller and Delegated
Controller information,

o Q6) “NDPO&R - Notification to the Data Protection Officer & Creation of the Register”,

o Q7) “Controllers are writing their Notifications to the Data Protection Officer into the
Register made available by the Data Protection Officer. A workflow system supports the
preparation process of Notifications. The access to the IS NDPO&R is only allowed to
registered users.”,

o Q11)“Regulation 45/2001",

o Q13) “Notification to the Data Protection Officer and Creation of the Register as defined
in articles 25 & 26 in Regulation 45/2001.”,

» Please pick-up a file on the local disk using the ‘Upload file(s)’ functionality and
upload it,
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3.2

o]

o

e Step 4:

Q14) “Controllers and Processors”,

Q15) “Workshops, Training courses and Presentations as well as Service Specific Privacy
Statements”,

Q16) “Controllers and Processors”,

Q22) “The Data Protection Officer will keep the data of the controller and the processor
in the register as long as the processing is operational. After that date he will delete
from the register and archive the data for 5 years for reasons of legal appeal
procedures. 5 years.”,

Q23-Q26) Add a processor which is a user of the European Commission, and an
external processor, using the ‘Add/Remove Processor(s)’ button,

Q28) “Name, First Name, Organisational attachment, Phone number”,

Q30) “The online notification system and writing in the Register (= an Oracle data
base) is only accessible to registered users which have roles attributed.”,

Q31b) Tick the “yes” radio button and enter “Yes, by a secured access using a login and
a password”,

Q32) “Yes”,
Q35) Enter your name,

Save the notification.

ADVICE ON A NOTIFICATION

e Step 1:
e Step 2:
e Step 3:
e Step 4:
e Step5:
e Step 6:
o Step7:

Select menu ‘Modify/complete a draft notification’,

Selection of a ‘draft’ notification (Select the notification completed in exercise 1),
Access to the data flow page to ask for an advice,

Select an advisor (Choose a colleague in the training room),

Send the request for advice to the advisor,

Log off,

Log on as the advisor,

e Step 8:Select menu ‘Advice and request for information on a draft notification’,

e Step9:

Selection of the 'draft' notification,
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Step 10: ‘Draft' notification modification (see exercise 1 from step 3),

Step 11: Access to the data flow page to return the 'draft’ notification to the requester,
Step 12: Log off,

Step 13: Log on as the requester,

Step 14: Select menu *Modify/complete a draft notification’,

Step 15: Selection the draft notification previously used (the status of the notification on which
the advice has been requested is ‘Review the Advisor propositions”),

Step 16: Review the modifications proposal.

The step 1 to 6 and 13 to 16 are to be run as requester using the Controller or Delegated Controller or
Data Protection Co-ordinator profile. The step 7 to 12 must be run as the Advisor.

3.3 PRIOR ADVICE

Step 1: Select menu *‘Modify/complete a draft notification’,

Step 2: Selection of a ‘draft’ notification,

Step 3: Access to the data flow page,

Step 4: Select ‘Ask for a prior advice to the DPO/,

Step 5: Send the request for Prior Advice,

Step 6: Wait for the notification to be advised by the DPO. A pencil appears on the line of the
notification when the notification is available, and the status of the notification is ‘Review DPO
propositions’. It is not automatic; you have to refresh the page to see it. Or you can wait until
you receive a mail when the answer of the DPO is sent,

Step 7: Review the modification proposals while some exist,

Step 8: Save the notification.

3.4 ACCEPTANCE AND CLEARANCE OF A 'DRAFT' NOTIFICATION

Step 1: Select menu *‘Modify/complete a draft notification’. This can be done from the menu

‘Acceptance and clearance of a notification’” when the acceptance is asked by a delegated

controller,

Step 2: Selection of a ‘draft’ notification,
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3.5.1.1

Step 3: Access to the data flow,
Step 4: Accept the notification,

o When the notification is accepted, the draft version is deleted. The notification is
inserted in the register. Please check these points.

3.5 SIMPLIFIED NOTIFICATION SYSTEM

CONTROLLERS, DELEGATED CONTROLLERS

Step 1: Open the DPO web site, and go to the NDPO&R IS Home Page by clicking on the
‘Notification to the Data Protection Officer’ menu entry,

Step 2: Click on the ‘Simplified Notification” menu entry,
Step 3: Download the Simplified Notification form to your local machine,

Step 4: Open the Simplified Notification form from the place you saved it. You need to enable
the macros in order to make the system work,

Step 5: Save the Simplified Notification form on your local machine,

Step 6: Send the Simplified Notification form by e-mail to you DPC.

DPCs

Step 1: Open the Simplified Notification form received by e-mail, and read it to see if there are
no errors,

Step 2: Generate the XML file clicking on the ‘Generate XML file ..." button,

Step 3: Answer “Yes” to the warning message, and choose the place where you wish to save
the XML file,

Step 4: Log in to the NDPO&R IS and go to the ‘Simplified Notification’ part by clicking on the
corresponding menu entry,

Step 5: Click on the ‘Browse’ button, and select the generated XML file. Click on the ‘import’
button,

Step 6: A result page is displayed. If some errors are found in the XML file, you need to contact
the Controller or Delegated Controller in to order for him to correct the form,

Step 7: If no errors are found, you can click on the ‘Accept and import in the Register’ button,

Step 8: Go to the Register page to view that the Notification has been imported,
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4.1.1

4.1.2

4.1.3

4.1.4

4.1.5

4 PRIVACY STATEMENT PRESENTATION

(Nico Hilbert)

4.1 DEFINITION OF PRIVACY STATEMENTS

PRIVACY POLICY STATEMENT

SERVICE SPECIFIC PRIVACY STATEMENT

WHEN A PRIVACY STATEMENT SHOULD BE USED?

WHERE IT SHOULD BE USED?

HOW THE SKELETON FOR A SERVICE SPECIFIC PRIVACY STATEMENT SHOULD BE USED AND HOW
IT SHOULD BE FILLED-IN?




