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DOCUMENT MANAGEMENT
IN THE EUROPEAN COMMISSION

COLLECTED DECISIONS AND IMPLEMENTING RULES

FOREWORD

The European Commission attaches greatimportance to good document management
in all its aspects. Documents are the medium through which information is stored
and transmitted; they have administrative and legal value and they constitute the
basis for the institutions” short-, medium- and long-term memory. Moreover, an
ever-larger proportion of these documents are in electronic form.

In 2002, the Commission undertook the process of modernising its document
management procedures, aiming to become more efficient, transparent and
accountable. To this end it has adopted two decisions and their implementing rules
that cover the whole document life cycle.

This publication brings together all the abovementioned texts in force at the European
Commission at the beginning of 2010. The purpose of collecting them in one volume
is to make them more readily available and easier to navigate, and thereby to facilitate
their application in the daily work of the institution.

The production of this collection has been preceded by a thorough recast of the
implementing rules (see page 35 for more details), while the provisions established
by Commission decisions in 2002 and 2004 are published here without amendment.
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REFERENCES

This collection contains the following texts:

— Commission Decision 2002/47/EC, ECSC, Euratom of 23 January 2002 amending
its Rules of Procedure, annexing the provisions on document management
(0J L 21, 24.1.2002, p. 23);

— Commission Decision 2004/563/EC, Euratom of 7 July 2004 amending its Rules
of Procedure, annexing the Commission’s provisions on electronic and digitised
documents (0J L 251, 27.7.2004, p. 9);

— Implementing rules for Decision 2002/47/EC, ECSC, Euratom on document
management and for Decision 2004/563/EC, Euratom on electronic and digitised
documents (SEC(2009)1643, 30.11.2009), adopted by the Secretary-General, in
agreement with the Directors-General of Personnel and Administration and of
Informatics.
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DECISION ON DOCUMENT MANAGEMENT

originally published in the Official Journal of the European Communities

L 21 of 24 January 2002

Commission decision of 23 January 2002 amending its Rules of Procedure
[notified under document number C(2002)99)

(2002/47/EC, ECSC, Euratom)

THE COMMISSION OF THE EUROPEAN COMMUNITIES,

Having regard to the Treaty establishing the European Community, and in particular
Article 218(2) thereof,

Having regard to the Treaty establishing the European Coal and Steel Community,
and in particular Article 16 thereof,

Having regard to the Treaty establishing the European Atomic Energy Community,
and in particular Article 131 thereof,

Having regard to the Treaty on European Union, and in particular Article 28(1) and
Article 41(1) thereof,

HAS DECIDED AS FOLLOWS:
Article 1

The provisions on document management, the text of which is annexed to this
Decision, are hereby added to the Commission’s Rules of Procedure () as an annex.

Article 2
The Commission’s Decision of 18 March 1986 on document management () is repealed.
Article 3

This Regulation shall enter into force on the day of its publication in the Official Journal
of the European Communities.

Done at Brussels, 23 January 2002.

For the Commission
The President

Romano PRODI

(') 0JL308,8.12.2000, p. 26.
[?) SEC(86)388.



ANNEX

Provisions on document management
Whereas:

(1) Allthe Commission’s activities and decisions in the political, legislative, technical,
financial and administrative fields ultimately lead to the production of documents.

(2) Those documents must be managed on the basis of rules applicable to all
Directorates-General and equivalent departments, as they form a direct link with
activities in progress and also reflect the Commission’s past activities in its dual
capacity as a European institution and European public administration.

DECISION ON DOCUMENT MANAGEMENT

(3) Those standard rules must ensure that the Commission is able, at any time, to
provide information on the matters for which it is accountable. The documents
and files kept by a Directorate-General or equivalent department must therefore
preserve the institution’s memory, facilitate the exchange of information, provide
proof of operations carried out and meet the department’s legal obligations.

(4] Implementation of the abovementioned rules requires the establishment of a
sound and reliable organisational structure within each Directorate-General or
equivalent department, at interdepartmental level and at Commission level.

(5) The establishment and implementation of a filing plan associated with a common
nomenclature for all the Commission’s departments, which will form part of the
institution’s activity-based management, will make it possible to organise files
and improve openness and access to documents.

() Efficient document management is an essential prerequisite for an effective
policy of public access to Commission documents. The establishment of registers
containing the references of documents drawn up or received by the Commission
will help citizens to exercise their right of access,

Article 1
Definitions
For the purposes of these provisions:

— document shall mean any content drawn up or received by the Commission
concerning a matter relating to the policies, activities and decisions falling within
the institution’s competence and in the framework of its official tasks, in whatever
medium (written on paper or stored in electronic form or as a sound, visual or
audio-visual recording],

— file shall mean the core around which the documents are organised in line with
the institution’s activities, for reasons of proof, justification or information and to
guarantee efficiency in the work.
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Article 2

Object

These provisions set out the principles for document management.
Document management must ensure:

— the due creation, receipt and storage of documents,

— the identification of each document by means of appropriate signs enabling it to
be filed, searched for and easily referred to,

— the preservation of the institution’s memory, retention of proof of activities undertaken
and fulfilment of the department’s legal obligations,

— easy exchange of information,

— compliance with the Commission’s obligations as regards openness.

Article 3

Standard rules

Documents shall undergo the following operations:
— registration,

— filing,

— storage,

— transfer of files to the Historical Archives.

These operations shall be carried out in accordance with a set of standard rules,
which shall apply uniformly to all the Commission’s Directorates-General and
equivalent departments.

Article 4
Registration

As soon as a document is received or formally drawn up within a department, in
whatever medium, it shall be analysed with a view to determining what is to be done
with it and thus whether or not it must be registered.

A document drawn up or received by a Commission department must be registered
if it contains important information which is not short-lived and/or may involve action
or follow-up by the Commission or one of its departments. If the document is drawn
up within the Commission, it shall be registered by the originating department in its
own system. If the document is received by the Commission, it shall be registered
by the recipient department. Any subsequent processing of documents registered
in this way shall refer to their original registration.

Registration must make it possible clearly and definitely to identify the documents
drawn up or received by the Commission or one of its departments so that they can
be traced throughout their life cycle.

Registers shall be kept containing document references.



Article 5

Filing

Directorates-General and equivalent departments shall draw up a filing plan adapted
to their specific needs.

This filing plan, which shall be accessible by computer, shall be associated with a
common nomenclature defined by the Secretariat-General for all the Commission’s
departments. This nomenclature shall form part of the Commission’s activity-based
management.

Registered documents shall be organised in files. For each matter falling within the
competence of the Directorate-General or equivalent department, a single official
file shall be constituted. Each official file must be complete and must correspond to
the activities of the department on the matter in question.

The creation of a file and its attachment to the filing plan of a Directorate-General
or equivalent department shall be the responsibility of the department responsible
for the activity covered by the file in accordance with practical arrangements to be
set out in each Directorate-General or equivalent department.

Article 6
Storage

Each Directorate-General or equivalent department shall ensure the physical
protection and the short- and medium-term accessibility of the documents for
which it is responsible, and must be in a position to produce or reconstruct the files
to which they belong.

The administrative rules and legal obligations shall determine the minimum period
for which a document must be kept.

Each Directorate-General or equivalent department shall determine its internal
organisational structure for the storage of its files. The minimum storage period
within its departments shall take account of a common list, drawn up in accordance
with the implementing rules referred to in Article 12, for the whole of the Commission.

Article 7
Appraisal and transfer to the Historical Archives

Without prejudice to the minimum storage periods referred to in Article 6, the
document management centre(s) referred to in Article 9 shall carry out, at reqular
intervals, in cooperation with the departments responsible for the files, an appraisal
of the documents and files which could be transferred to the Commission’s Historical
Archives. After evaluating the proposals, the Historical Archives may refuse the transfer
of documents or files. Reasons shall be given for any decision refusing transfer and
the department concerned shall be informed of such decision.

Files or documents which it is no longer considered necessary for the departments
to keep shall be transferred no later than fifteen years after their production, by the

DECISION ON DOCUMENT MANAGEMENT
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document management centre and under the authority of the Director-General, to the
Commission’s Historical Archives. These files or documents shall then be evaluated
in accordance with the rules laid down in the implementing rules referred to in Article
12 and intended to separate those which must be stored from those which have no
administrative or historical value.

The Historical Archives shall have special repositories for storing the files and
documents transferred in this way. On request, they shall make the documents and
files available to the originating Directorate-General or equivalent department.
Article 8

Classified documents

Classified documents shall be processed in accordance with the rules in force on
security.

Article 9

Document management centres

Each Directorate-General or equivalent department shall, while taking its structure
and constraints into account, put in place or maintain one or more document
management centres.

The task of the document management centres shall be to ensure that the documents
drawn up or received in their Directorate-General or equivalent department are
managed in accordance with the rules.

Article 10

Document management officers

Each Director-General or Head of Department shall designate a document management
officer.

Forthe purpose of setting up a modern and efficient document and records management
system, the task of the document management officer shall be to:

— identify the types of document and file specific to the fields of activity of the
Directorate-General or equivalent department,

— draw up and update the inventory of the existing specific databases and systems,
— draw up the filing plan of the Directorate-General or equivalent department,

— draw up rules and procedures specific to the Directorate-General or equivalent
department which will be used for document and file management, and to ensure
that they are applied,

— organise, within the Directorate-General or equivalent department, training for the
staff in charge of the implementation, control and monitoring of the management
rules laid down in these provisions.

The document management officer shall ensure horizontal coordination between the
document management centre(s) and the other departments concerned.



Article 11
Interdepartmental group

An interdepartmental group of document management officers shall be set up. It
shall be chaired by the Secretariat-General and its task shall be to:

— ensure the correct and uniform application of these provisions within departments,
— deal with any issues which may arise from their application,
— contribute to the preparation of the implementing rules referred to in Article 12,

— relay the requirements of Directorates-General and equivalent departments as
regards training and support measures.

DECISION ON DOCUMENT MANAGEMENT

The interdepartmental group shall be convened by its chairman, either on the chairman'’s
initiative or at the request of a Directorate-General or equivalent department.
Article 12

Implementing rules

Rules for the implementation of these provisions shall be adopted and regularly
updated by the Secretary-General, in agreement with the Director-General for
Personnel and Administration, acting on a proposal from the interdepartmental
group of document management officers.

The updating shall, in particular, take account of:
— the development of new information and communication technologies,

— changes in documentary sciences and the results of Community and international
research, including the emergence of new standards in the field,

— the Commission’s obligations regarding openness and public access to documents
and document registers,

— developments in the standardisation and presentation of the Commission’s
documents and those of its departments,

— the rules laid down concerning the evidential value of electronic documents.

Article 13
Implementation in the departments

Each Director-General or Head of Department shall put in place the necessary
organisational, administrative and physical structure and provide the staff required for
the implementation of these provisions and the implementing rules by his departments.
Article 14

Information, training and support

The Secretariat-General and the Directorate-General for Personnel and Administration
shall putin place the necessary information, training and support measures to ensure
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the implementation and application of these provisions within the Directorates-General
and equivalent departments.

When determining training measures they shall take due account of the training and
support requirements of Directorates-General and equivalent departments as relayed
by the interdepartmental group of document management officers.

Article 15

Compliance with the provisions

The Secretariat-General shall be responsible for ensuring compliance with these
provisions in coordination with the Directors-General and Heads of Department.



DECISION ON ELECTRONIC AND DIGITISED
DOCUMENTS

originally published in the Official Journal of the European Union

L 251 of 27 July 2004

Commission decision of 7 July 2004 amending its Rules of Procedure
(2004/563/EC, Euratom)

THE COMMISSION OF THE EUROPEAN COMMUNITIES,

Having regard to the Treaty establishing the European Community, and in particular
Article 218(2) thereof,

Having regard to the Treaty establishing the European Atomic Energy Community,
and in particular Article 131 thereof,

DECISION ON ELECTRONIC AND DIGITISED DOCUMENTS

Having regard to the Treaty on European Union, and in particular Article 28(1) and
Article 41(1) thereof,

HAS DECIDED AS FOLLOWS:
Article 1

The Commission’s provisions on electronic and digitised documents, the text of which
is set out in the Annex to this Decision, are added as an Annex to the Commission’s
Rules of Procedure.

Article 2

This Decision shall enterinto force on the day of its publication in the Official Journal
of the European Union.

Done at Brussels, 7 July 2004.

For the Commission
The President

Romano PRODI
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ANNEX

Commission’s provisions on electronic and digitised documents

Whereas:

(1)

(2

(3

(4

(5

()
()
()
(“)

(¥)

The effect of the generalised use of the new information and communication
technologies by the Commission for its own operation and for its exchanges of
documents with the outside world, in particular with Community administrations,
including the bodies responsible for the implementation of certain Community
policies, and with the national administrations, is that the Commission’s document
system contains an increasing number of documents in electronic or digitised form.

Following the White Paper on the reform of the Commission ('), of which Actions 7, 8
and 9 aim to ensure the changeover to the ‘'e-Commission’, and the communication
‘Towards the e-Commission: Implementation Strategy 2001 to 2005 (Actions 7, 8
and 9 of the Reform White Paper] %], the Commission intensified the development
of computer systems which make it possible to manage documents and procedures
electronically, in its own working procedures and in relations between departments.

By Decision 2002/47/EC, ECSC, Euratom (%), the Commission annexed to its Rules
of Procedure provisions on document management to ensure, in particular, that
the Commission is able, at any time, to provide information on the matters for
which itis accountable. In its communication on simplification and modernisation
of the management of its documents (4], the Commission set the medium-term
aim of introducing a system of management and electronic archiving of documents
based on a body of common rules and procedures applicable to all departments.

Documents must be managed in compliance with the security rules which are
incumbent on the Commission, in particular as regards classification of documents
in accordance with Decision 2001/844/EC, ECSC, Euratom (%), protection of
information systems in accordance with its Decision C[95)1510, and personal
data protection in accordance with Regulation (EC) No 45/2007 of the European
Parliament and of the Council (¢). The Commission’s document system must
accordingly be so conceived that information systems, networks and transmission
facilities which feed it are protected by adequate security measures.

Provisions must be adopted to determine not only the conditions under which
electronic and digitised documents and documents transmitted electronically are
valid for the Commission’s purposes, where these conditions are not determined
elsewhere, but also the conditions under which they are to be stored, guaranteeing
the integrity and legibility over time of such documents and of the related metadata
throughout the period for which they are to be kept,

COM(2000)200.
SEC(2001)924.

0J L 21, 24.1.2002, p. 23.
C(2002)99 final.

0J L317,3.12.2001, p. 1.
0J L8, 12.1.2001, p. 1.



HAS DECIDED AS FOLLOWS:
Article 1
Subject matter

These provisions determine the conditions of validity of electronic and digitised
documents for the Commission’s purposes. They are also intended to ensure the
authenticity, integrity and legibility over time of these documents and of the relevant
metadata.

Article 2

Scope

These provisions apply to electronic and digitised documents established or received
and held by the Commission.

They may be made applicable, by agreement, to electronic and digitised documents
held by other entities responsible for applying certain Community policies or to
documents exchanged via data transmission networks between administrations of
which the Commission is part.

DECISION ON ELECTRONIC AND DIGITISED DOCUMENTS

Article 3
Definitions
For the purposes of these provisions, the following definitions shall apply:

1. ‘document’: document as defined both by Article 3(a) of Regulation (EC)
No 1049/2001 of the European Parliament and of the Council (') and by Article 1 of
the provisions on document management annexed to the Rules of Procedure of the
Commission, hereinafter referred to as ‘provisions on document management’;

2. ‘electronic document’: a data-set input or stored on any type of medium by a
computer system or a similar mechanism, which can be read or displayed by a
person or by such a system or mechanism, and any display or retrieval of such
data in printed or other form;

3. ‘document digitisation’: the process of transforming a document on paper or any
other traditional type of medium into an electronic image. Digitisation concerns
all types of document and can be carried out from various media such as paper,
fax, microforms (microfiche, microfilms), photographs, video or audio cassettes
and films;

4. ‘life cycle of adocument’: all the stages or periods in the life of a document from
the time it is received or formally drawn up within the meaning of Article 4 of
the provisions on document management until its transfer to the Commission’s
historical archives and its opening to the public or until its destruction within the
meaning of Article 7 of the said provisions;

(] 0JL145,31.5.2001, P. 43.



5. ‘Commission’s document system’: all documents, files and metadata drawn up,
received, recorded, classified and stored by the Commission;

6. ‘integrity’: the fact that the information contained in the document and the relevant
metadata are complete (all the data are present) and correct (each data item is
unchanged);

7. ‘legibility over time’: the fact that the information contained in the documents
and the relevant metadata remain easily readable by any person who is required
or entitled to have access to them throughout the life cycle of the documents, from
their formal establishment or reception until their transfer to the Commission’s
historical archives and their opening to the public or until their authorised
destruction in accordance with their required storage period;

8. ‘metadata’: the data describing the context, contents and structure of documents
and their management overtime, as determined by the implementing rules for the
application of the provisions on document management and to be supplemented
by the implementing rules for the application of these provisions;
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9. ‘electronic signature’: electronic signature within the meaning of Article 2(1) of
Directive 1999/93/EC of the European Parliament and of the Council (¥;

10. “advanced electronic signature’: electronic signature within the meaning of
Article 2(2) of Directive 1999/93/EC.

Article 4
Validity of electronic documents

1. Whenever the applicable Community or national provision requires the signed
original of a document, an electronic document drawn up or received by the
Commission satisfies this requirement if the document in question bears an
advanced electronic signature which is based on a qualified certificate and which
is created by a secure signature creation device or an electronic signature offering
equivalent assurances with regard to the functionalities attributed to a signature.

2. Whenever the applicable Community or national provision requires a document to
be drawn up in writing without, however, requiring a signed original, an electronic
document drawn up or received by the Commission satisfies this requirement if
the person from whom it emanates is duly identified and the document is drawn
up under such conditions as to guarantee the integrity of its contents and of the
relevant metadata and is stored in accordance with the conditions laid down in
Article 7.

3. The provisions of this Article shall apply from the day following the adoption of
the implementing rules referred to in Article 9.

(7} 0JL13,19.1.2000, p. 12.



Article 5
Validity of electronic procedures

1. Where a procedure specific to the Commission requires the signature of an
authorised person or the approval of a person at one or more stages of the
procedure, the procedure may be managed by computer systems provided that
each person is identified clearly and unambiguously and the system in question
ensures that the contents, including as regards the stages of the procedure,
cannot be altered.

2. Where a procedure involves the Commission and other entities and requires the
signature of an authorised person or the approval of a person at one or more
stages of the procedure, the procedure may be managed by computer systems
offering conditions and technical assurances determined by agreement.

Article 6

Transmission by electronic means

DECISION ON ELECTRONIC AND DIGITISED DOCUMENTS

1. The transmission of documents by the Commission to an internal or external
recipient may be carried out by the communication technique best adapted to
the circumstances of the case.

2. Documents may be transmitted to the Commission by any communication
technique, including electronic means: fax; e-mail; electronic form; website etc.

3. Paragraphs 1 and 2 shall not apply where specific means of transmission or
formalities connected with transmission are required by the applicable Community
or national provisions or by an agreement between the parties.

Article 7
Storage

1. Electronic and digitised documents shall be stored by the Commission throughout
the period required, under the following conditions:

(a) the document shall be preserved in the form in which it was drawn up, sent or
received or in a form which preserves the integrity not only of its contents but
also of the relevant metadata;

(b) the contents of the document and the relevant metadata must be readable
throughout the storage period by any person who is authorised to have access
to them;

(c) as regards a document sent or received electronically, information which makes
it possible to determine its origin and destination and the date and time of
despatch or receipt are part of the minimum metadata to be preserved;

(d) as regards electronic procedures managed by computer systems, information
concerning the formal stages of the procedure must be stored under such
conditions as to ensure that those stages and the authors and participants
can be identified.
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2. For the purposes of paragraph 1 the Commission shall set up an electronic
file deposit system to cover the entire life cycle of the electronic and digitised
documents.

The technical conditions of the electronic file deposit system shall be laid down
by the implementing rules provided for by in Article 9.

Article 8
Security

Electronic and digitised documents shall be managed in compliance with such security
rules as are incumbent on the Commission. To that end, the information systems,
networks and transmission facilities which feed the Commission’s document system
shall be protected by adequate security measures concerning document classification,
protection of information systems and personal data protection.

Article 9

Implementing rules

Implementing rules for the application of these provisions shall be drawn up in
coordination with the Directorates-General and similar departments and shall be
adopted by the Secretary-General of the Commission, in agreement with the Director-
General responsible for information technology in the Commission.

They shall be regularly updated to reflect developments in information and
communication technology and such new obligations as may become incumbent
on the Commission.

Article 10

Application in departments

Each Director-General or Head of Service shall take the necessary measures to ensure
that documents, procedures and electronic systems for which he is responsible meet
the requirements of these provisions and of the implementing rules.

Article 11

Implementation

The Secretariat-General of the Commission is instructed to ensure the implementation
of these provisions in coordination with the Directorates-General and similar
departments, in particular the Directorate-General responsible for information
technology in the Commission.









DOCUMENT MANAGEMENT
IN THE EUROPEAN COMMISSION

COLLECTED DECISIONS AND IMPLEMENTING RULES

EXPLANATORY NOTE

The purpose of this document is to recast and simplify the Commission’s rules on
document management and archiving.

In 2002, the Commission began the process of modernising its document management
and archiving, the aim being to make its work more efficient, transparent and
accountable.

This process involved the adoption of two Commission decisions annexing to the
Commission’s Rules of Procedure provisions on document management (Decision
2002/47/EC, ECSC, Euratom of 23 January 2002 ('], on one hand, and provisions
on electronic and digitised documents (Decision 2004/563/EC, Euratom (%)), on the
other hand.

Five implementing rules () covering the whole life cycle of a document in whatever
medium (electronic or paper) have been added to the abovementioned decisions. The
effective implementation of these implementing rules depends on several factors,
such as having good document management organisation in each service, adequate
training for staff and modern electronic document management and archiving systems.

Experience has shown that these implementing rules need to be updated. Moreover,
their reading and implementation is complicated by the fact that they are scattered
over several texts. It is therefore appropriate to recast the implementing rules adopted
between 2002 and 2008 and submit them for adoption by the Secretary-General,
in agreement with the Directors-General of Personnel and Administration and of
Informatics in accordance with the relevant provisions of both abovementioned
decisions.

Most of the substantive provisions remain, but the presentation is more coherent.
Redundant text has been removed and a number of changes have also been introduced
to simplify and clarify the rules applicable to document managementin general and
electronic and digitised documents, in particular.

(') 0JL21,24.1.2002, p. 23.

() 0JL251,27.7.2004, p. 9.

[}) ‘Registration and keeping registers of the institution’s documents’ (SEC(2003)349/1 of 8 April 2003);
‘Filing and the management of the institution’s files’ (SEC(2003)349/2 of 8 April 2003); ‘Preservation
of the institution’s files’ [SEC(2007)734 of 24 May 2007); ‘Appraisal and transfer of files to the
Commission’s historicalarchives’ (SEC(2008)2233 of 2 July 2008); Electronic and digitised documents’
(SEC(2005)1578 of 29 November 2005).






COMMON PROVISIONS







I.1. COMPLIANCE WITH PROVISIONS ON SECURITY,
SECURITY OF INFORMATION SYSTEMS,
PROTECTION OF PERSONAL DATA, PUBLIC
ACCESS TO DOCUMENTS AND OPENING TO THE
PUBLIC OF HISTORICAL ARCHIVES

1.1

1.1.1. Commission provisions on security

The implementing rules shall apply without prejudice to the provisions on
security, as annexed to the Commission’s Rules of Procedure by Commission
Decision 2001/844/EC, ECSC, Euratom of 29 November 2001 () and its
amendments (°], and supplemented by the relevant circulars and internal
administrative procedures.

I.1.2. Commission provisions on the security of information
systems

The implementing rules shall apply without prejudice to the provisions on
the security of information systems laid down in Commission Decision
C(2006) 3602 of 16 August 2006 concerning the security of information
systems used by the European Commission.

1.1.3. Provisions on the protection of personal data

The implementing rules shall apply without prejudice to the provisions on
the protection of personal data laid down in Regulation (EC) No 45/2001
of the European Parliament and of the Council of 18 December 2000 on
the protection of individuals with regard to the processing of personal
data by the Community institutions and bodies and on the free movement
of such data (®) and supplemented by the relevant circulars and internal
administrative procedures.

PUBLIC ACCESS TO DOCUMENTS AND OPENING TO THE PUBLIC OF HISTORICAL ARCHIVES

I.1.4. Provisions on public access to Commission documents

The implementing rules shall apply without prejudice to the provisions
on public access to Commission documents laid down in Regulation (EC)
No 1049/2001 of the European Parliament and of the Council of 30 May 2001
regarding public access to European Parliament, Council and Commission
documents (7], supplemented by the detailed rules for the application of
Regulation (EC) No 1049/2001 annexed to Commission Decision 2001/937/
EC, ECSC, Euratom of 5 December 2001 amending its rules of procedure [¢).

COMPLIANCE WITH PROVISIONS ON SECURITY, SECURITY OF INFORMATION SYSTEMS, PROTECTION OF PERSONAL DATA,

(4 0JL317,3.12.2001, p. 1.

() 0JL29,22.2005, p.39; 0J L31,4.2.2005, p. 66; 0J L 34, 7.2.2006, p. 32; 0J L 215, 5.8.2006, p. 38.
() 0JL8,12.1.2001,p. 1.

() 0JL145,31.5.2001, p. 43.

() 0JL345,29.12.2001, p. 94.



—

1.1.5. Provisions on opening of historical archives
to the public

The implementing rules shall apply without prejudice to the provisions on
opening of historical archives to the public laid down in Council Regulation (EEC,
Euratom) No 354/83 *) amended by Regulation (EC, Euratom) No 1700/2003 of
22 September 2003 ('9).

PUBLIC ACCESS TO DOCUMENTS AND OPENING TO THE PUBLIC OF HISTORICAL ARCHIVES

COMPLIANCE WITH PROVISIONS ON SECURITY, SECURITY OF INFORMATION SYSTEMS, PROTECTION OF PERSONAL DATA,

() 0JL43,15.2.1983,p. 1.
(") 0J L 243,27.9.2003, p. 1.



I.2. ENTRY INTO FORCE

The implementing rules of the Commission provisions on document
management and electronic and digitised documents shall come into force
on the day of their formal adoption.

On that day, they shall replace the following implementing rules:

ENTRY INTO FORCE

e ‘Registration and keeping registers of the institution’s documents’.
Implementing rules for Article 4 of the provisions on document management
annexed to the Commission’s Rules of Procedure and to be applied in
the Commission’s directorates-general and equivalent departments
(SEC(2003)349/1 of 8 April 2003).

e ‘Filing and the management of the institution’s files". Implementing rules
for Article 5 of the provisions on document management annexed to the
Commission’s Rules of Procedure and to be applied in the Commission’s
directorates-general and equivalent departments (SEC(2003)349/2 of
8 April 2003).

e ‘Preservation of the institution’s files”. Implementing rules for Article 6 of
the provisions on document management annexed to the Commission’s
Rules of Procedure and to be applied in the Commission’s directorates-
general and equivalent departments (SEC(2007)734 of 24 May 2007).

e ‘Appraisal and transfer of files to the Commission’s historical archives’.
Implementing rules for Article 7 of the provisions on document management
annexed to the Commission’s Rules of Procedure and to be applied in
the Commission’s directorates-general and equivalent departments
(SEC(2008)2233 of 2 July 2008).

e ‘Electronic and digitised documents’. Implementing rules for the provisions
on electronic and digitised documents, annexed to the Commission’s
Rules of Procedure by Commission Decision 2004/563/EC, Euratom
(SEC(2005) 1578 of 29 November 2005).

They constitute the common standards to be complied with by all directorates-
general [DGs] and equivalent departments in the Commission concerning
document management.

They will be updated in line with the development of information technologies
and the emergence of new standards, by means of circulars adopted by
the Secretary-General and sent to directorates-general and equivalent
departments for implementation.
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1.3. DEFINITIONS

(1)

(2

(3

(4

(5

(6

(7)

(8)

(9)

Document: any content drawn up or received by the Commission
concerning a matter relating to the policies, activities and decisions
falling within the institution’s competence and in the framework of
its official tasks, in whatever medium [written on paper or stored in
electronic form or as a sound, visual or audio-visual recording).

Electronic document: a data-set input or stored on any type of medium
by a computer system or a similar mechanism, which can be read or
displayed by a person or by such a system or mechanism, and any
display or retrieval of such data in printed or other form.

Original: signed or authenticated or original document containing all
the information as transmitted by the sender to the addressee, whether
the latter is an individual, an organisational entity or an information
system, insofar as the parties involved confer on the document concerned
the status of original by mutual consent, by tacit agreement or under
a well-established procedure.

Register: administrative tool establishing the receipt and dispatch
of documents that are complete and properly constituted from an
administrative and/or legal standpoint, as well as the regularity of their
transmission.

Registration department: group of persons to whom, in accordance with
the organisational structure (centralised, decentralised, mixed) within
each directorate-general or equivalent department, responsibility for
registration is entrusted by means of a general authorisation issued
at the appropriate hierarchical level.

Registration system: set of tools, whether or not computerised, used
to achieve registration either in the general register or in a specific
register.

Case: coherent set of administrative measures begun either explicitly,
following instructions from the appropriate hierarchical level, or implicitly,
as part of a specific procedure, and ending with the completion of the
instructions or expiry of the procedure.

File: core around which documents are organised in line with the
institution’s activities, for reasons of proof, justification or information
and to guarantee efficiency in the work. The group of documents making
up the file is organised in such a way as to form a coherent and relevant
unit in terms of the activities conducted by the Commission and/or its
departments.

Hybrid file: file containing both paper and electronic documents.

(10) Life cycle: all the stages or periods in the life of a document from

the time it is received or formally drawn up until it is transferred to



the Commission’s historical archives and/or opened to the public or o
until it is destroyed according to the rules. B

(11) Archives: documents, registered or not, regardless of form 5
or medium, kept in files and to be preserved by the European =
Commission and its directorates-general and equivalent departments i

(]

in the framework of their activities, either for a limited period or
permanently. Collective term for current records, intermediate
records and definitive archives.

(12

Current records: open files created by the departments that are
regularly and frequently used in the framework of their activities for
the conduct of their current business and which are generally kept
nearby.

«L

Intermediate records: closed files that are no longer deemed to be
current records and that correspond to the stage at which, once a case
has been dealt with, the Commission and its directorates-general/
services are required to keep them for administrative or legal reasons.

(14

Definitive or historical archives: files which, in accordance with the
appraisalrules in force, are transferred to the Commission’s historical
archives and selected for permanent preservation.

(15) Archives service of the DG/service: members of staff who, depending
on the type of organisation (centralised, decentralised, mixed] in the
DG/service, are responsible for the preservation of the current and
intermediate records of their unit, directorate or DG/service in line with
a general authorisation from the appropriate tier of the administration.

(16

Historical archives service: service in the Commission responsible for
the management of the historical archives and related repositories.

(17) Metadata: data describing the context, contents and structure of
documents and their management over time.

(18

Commission’s documentary resources: all documents, files and
metadata drawn up, received, registered, filed and preserved by the
Commission.

(19

Integrity: fact that the information contained in the document and its
metadata are complete (all the data are present) and correct (each
data item is unchanged).

(20) Legibility over time: fact that the information contained in the
documents and their metadata remain easily readable by any person
who is required or entitled to have access to them throughout the life
cycle of the documents, from their formal establishment or reception
until their transfer to the Commission’s historical archives and/or
their opening to the public or until their destruction according to the
rules.



38

"

()

(21) Filing: operation involving identifying documents and ordering them
in categories following the logical organisation, principles, methods
and rules of a filing system ().

(22) Filing plan of the institution: hierarchical and logical structure taking
the form of a tree diagram made up of a given number of interlinked
headings at several levels, which allows for the intellectual organisation
of the institution’s files on the basis of its activities ('?).

(23) Common nomenclature: hierarchical body of terms, concepts and
headings which make up the first three levels of the institution’s filing
plan.

(24) Common Commission-level retention list (CRL): requlatory document
that sets the conditions and retention periods for the various types of
Commission files (#). The common retention list is applicable to all
Commission departments.

(25) Specific DG/service-level retention list (SRL): regulatory document
that sets the conditions and retention periods for the types of files
specific to a DG/service that are not included in the common retention
list.

(26) Administrative retention period (ARP): period of time during which the
DG/service must preserve a file based on its administrative usefulness
and the statutory and legal obligations linked to it. The ARP, established
by the common retention list or, where appropriate, by the specific
retention list, is calculated from the date the file is closed.

(27) Appraisal: process of determining the disposal of documents based
on their archival value. Appraisal at the Commission is carried out
by the process of the first and second review.

(28) First review: evaluation of files by the directorates-general and
equivalent departments to determine whether they must be eliminated
or transferred to the Commission’s historical archives.

(29) Second review: evaluation of certain files transferred to the historical
archives service with a view to identifying the files that have enough
value to be preserved as historical archives.

Very often, people use the term ‘filing” when in fact they mean ‘storing". Storing is a physical operation
consisting, in the case of paper documents, of placing a documentin a file and, in the case of electronic
documents, for example, of saving a document to an electronic file.

There are two aspects to the institution’s filing plan: consistency of activities at the level of the
European Commission on the one hand, and specificity of activities at the level of the directorates-
general and equivalent departments on the other hand. The tree structure of the filing plan takes both
aspects into account. The first three levels of this tree structure — common to the whole institution
and defined by the Secretariat-General — guarantee consistency, while the following levels — specific
and defined by the directorates-general/services — guarantee specificity.

‘Type of file” means, for example, a file pertaining to the Commission decision-making process, a file
relating to a call for tenders or to a call for proposals, a personal file, a state aid file, an infringement
file or an audit file.



(30) Sampling: method of appraisal whereby, on the basis of objective o
criteria, a representative portion of files is chosen for preservation B
from a larger body of files that will not be preserved in its entirety. z

(31) Selection: method of appraisal whereby, on the basis of the selector’s ;
assessment, a certain number of files are chosen for preservation i

(]

from a larger body of files that will not be preserved in its entirety.

(32) Elimination: regulated procedure or any other intentional action
leading to the physical destruction of archives or any other operation
resulting in a total or partial loss of information.

(33) Transfer to the historical archives: change of custody and responsibility
for the Commission’s files and documents from the directorates-
general and equivalent departments to the Commission’s historical
archives service.

(34) Disposal: actions taken with regard to non-current archives (closed
files) at the expiry of their retention periods and after their appraisal.
These actions can be either permanent preservation or elimination.

(35) Sensitive information: information whose unauthorised disclosure
might undermine the private or public interests protected by the
legislation in force.

(36) Classification: allocation of an appropriate level of security to a piece of
information, the unauthorised disclosure of which might cause a certain
degree of prejudice to Commission or to Member State interests [14).

(37) Declassification: removal of any classification.

(38) Circles of parties involved in electronic exchanges of Commission
documents: Parties involved in exchanges of Commission documents
fall into the three following circles:

(a) circle 1: internal circle made up exclusively of the Commission and
its directorates-general and equivalent departments, which exchange
electronically among themselves drawn up or received documents;

(b) circle 2: semi-open circle made up, on the one hand, of the
Commission and its directorates-general and equivalent
departments and, on the other hand, of partner administrations
(other institutions, Member States, national public administrations
and duly identified bodies with which the Commission has regular
transactions) which electronically exchange documents via networks
and procedures mutually agreed between the parties;

(") The term classification and the levels of security are defined by Commission Decision 2001/844/EC,
ECSC, Euratom and by EAEC Council Regulation (Euratom] No 3 of 31 July 1958 implementing Article
24 of the Treaty establishing the European Atomic Energy Community.



(c) circle 3: entirely open circle made up, on the one hand, of
the Commission and its directorates-general and equivalent
departments and, on the other hand, of organisations, non-member
countries, commercial businesses, corporate bodies, recipients
of Commission payments who are not members of its staff and
the citizens, who exchange documents via networks such as the
Internet, extranet or electronic mail.

(39) Electronic file repository: electronic file deposit system that covers
the entire life cycle of electronic and digitised documents.

(40) Time stamp: electronic system used when a document and its metadata
are integrated into the electronic file repository to serve as proof of
the exact date and time of entry.

(41) Document digitisation: process of transforming a document on paper
or any other traditional medium into an electronic image. Digitisation
concerns all document types and can be carried out from various media
such as paper, fax, microforms (microfiche, microfilms), photographs,
video or audio cassettes and films.

(42) Electronic signature: data in electronic form which are attached to
or logically associated with other electronic data and which serve as
a method of authentication.

(43) Advanced electronic signature: electronic signature which meets the
following requirements: (al itis uniquely linked to the signatory; (b] it
allows the signatory to be identified; (c) it is 