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Current day administration
Commission 
européenne

> Objectives

> Ideas and exchanges

> Actions

> Networking

> Information flows

> Documents received and drawn up

> Fundamental objectives:

■ Find useful information

■ To not waste time a
■ Handle efficiently

■ Be organised

2e-Domec Chef de file HR B3



Garantuee quality of service
Commission 
européenne

well managed 
official files

Efficient work 
organisation

e-Domec Chef de file

Guaranteed access to 
information
Concerted autonomy 
Remote work made easy 
Obligations fulfilled

3
HR B3



Program
Commission 
européenne

1. What you need to know about the e-Domec policy
1.1. Context and objectives
1.2. Legal basis and obligations
1.3. Roles and actors

2. Within the service: implementation modalities
2.1. Creation of an official file
2.2. Capture of records
2.3. Filing and management of files
2.4. Closing files and preservation

3. Organise wotk within the service
3.1. Self-assessment
3.2. Organise and train
3.3. Need to know more...

4e-Domec Chef de file HR B3



Learning objectives
Commission 
européenne

General objective
■ Have a general overview of the objectives and issues of 

document and file management at the Commission

Specific objectives
■ Knowing how to facilitate the efficient organization of one's 

service

■ Know your responsibilities

Anticipate the risks of dysfunction

5e-Domec Chef de file HR B3



européenne

Now it is your turn!

Let's get to know each other!

When did you Join the Commission?
DG / Unit?
Function?
What is your motivation to follow this course?

e-Domec Chef de file
HR B3



européenne

- 1 - 
e-Domec : 
policy for documents and files 
management

■ Context and goals
■ Legal basis et obligations
■ Administrative cycle 
■ Actors

e-Domec Chef de file HR B3
Ί



For the Commission
Commission
européenne

Needs and obligations

Facilitate exchange 
and sharing 

of information

Provide evidence
of the actions
and decisions

taken

Fullfill 
legal and 
regulatory 
obligations

Preserve the 
memory of the 

Commission

Acces 
to documents 

and files
Protect information

Accountability 
(internal and 
external audit)

Preserve information

e-Domec !
SYSTEM for RECORDS MANAGEMENT

8e-Domec Chef de file HR B3



For the agents

9e-Domec Chef de file HR B3



e-Domec

e-Domec :
Archivage électronique et 
administration 
des documents à la 
Commission européenne

Electronic Archiving and 
Document Management in 
the European Commission

Adopted in 2002 
Revised in 2020

Policy
Normative framework
Obligations
Common procedures

Practice
■ Working methods
■ Contact persons

Commission 
européenne

Tools
■ Documentary tools
■ IT-tools
■ Digital environment

10e-Domec Chef de file HR B3



Basic document management
Commission 
européenne

Records Official

File documents
Capture 

"important" 
documents

Filing plan :
01. Institution - Commission
02. Future of the Union and institutional questions
03. The Community economic and social area
04. Citizenship and quality of life
05. International Relations
06. Financing of Community activities and the 
management of financial resources
07. Community law
08. Press, communication and publications
09. Policy Strategy and coordination per DG
10. Administration
12. External action - Common Foreign and Security 
Policy
15. Activities of the Delegations and Offices of the 
European Union in Third Countries and to 
International Organisations

Organisation of 
files

> SHARE - RETRIEVE - USE - PRESERVE
11e-Domec Chef de file HR B3



Complete official files

« Chef de file » 
Lead department

Commission 
européenne

Unit responsible for 
follow-up of a case

12e-Domec Chef de file HR B3



Ares : Files list
Commission 
européenne

I Eo I Msq 1 1 My service

1 - 25 of 23638 results Page 1 of 946 □ B Sort by: Heading code
DOCUMENT

E-signatories

’H S Export Show 25

Files search file status: Actr/e lead department or associated LD SG.DSG1.C.1 Creator application is All created any Save tírese search criteria

Assignments El 09
File title Specific code File code Lead department Desk officer Heading code

Co Received O >1
O V ■ [Al Email Policy for the Commission 2015-2019 RM EMAIL POLICY 2015-2019 2017-AA7630 sg.dsgl.c.1 01.05.02.025.020

♦ Favourites

Q Recent

O Ф ■ [A| First revision of the Common Retention List (CRL) RM 1ST REVISION CRL 2010-AC6979 sg.dsgl.c.1

O ф ■ 1 A| Second revision of the Common Retention List (CRL) RM 2ND REVISION CRL 2013-AC7495 sg.dsgl.c.1

01.05.04.015.005

01.05.04.015.005

O V " [A| Notification to the DPO and the EDPS under regulation 45/2001 of the RM NQTIFY Hps 2013-AD7091 sg dsgl.C.l
v Hermes Preservaban Services (HPS) 01.05.04 015.005

FILE Ô f °*СОттК5юП ,n *θ tnte-nstltutional Working Group RM WEß 2014-AB7944 sg.dsgl.C.1
on Web Preservation 01.05.04.015.005

V Favourites o V ■ [Al contribution to the 1st revision by the Office for the Administration and RM 2016-CB9568 sg.dsgl.c.1
01.05.04.015.005v Payment of Individual Entitlements of its specific retention list

üt My service
θ φ ■ [A] works and guidelines to reach a paperless Commission. Collaboration RM PAPERLESS C0M 20i7.2020 2017-AW9715 sg.dsgl.c.1 01.05.04.015.005

H Filing plan

FOLLOW-UP

w with BUDG, HR and others DGs. 2017 - 2020

O * ®iÄÔa and efflCie,,(:ieS " ™na9en'e"t domain RM SYNERGIES DM 2019-2022 2019-AX2177 sg.dsgl.c.1

O V · [A| Third revision of the Common Retention List (CRL) RM 3RD REVISION CRL 2019-BA3177 sg.dsgl.c.1

01.05.04.015.005 Actions *

01.05.04.015.005

△ Sent tasks θ Q ■ [Aj Elaboration of guidance on data protection 2020-2024 DP GUIDANCE 2020-2024 2020-AB5311 sg.dsgl.c.1 01.05.04.015.005

2 Deadlines O * " 20) ElabOratlOn °' dei,Sl°n °n ΓΚ°Γ<|5 tnana9ernen' and ar<h,VGS 2020-AE0559 sg.dsgl.c.1 01.05.04.015.005

Ψ Ext. transmissions am· [Al Drafting of the list of types of documents which require a handwritten or 2020-A15528 sg dsol c 1
v a qualified electronic signature 9

1 01.05.04.015.005

(?) Reports O Ç? ■ [A| Synergies and efficiencies annual feedback exercise 2020 RM SYNERGIES DM 2019-2022 2021-AC2661 sg.dsgl.c.1 01.05.04.015.005

ADMINISTRATION *✓
o Ip ■ [A] Synergies and efficiencies - public subfile RM SYNERGIES DM PUBLIC 2019-AX2177-1 sg.dsgl.c.1

O V ■ [Al e-Domec Budget 2017-2020 RM BUDGET 2017-2020 2016-CI3823 sg.dsgl.c.1

O V ■ [A| Future of document management 2020-2024 RM FUTURE 2020-AD5910 sg.dsgl.c.1

O V ■ [Al e-Domec Budget 2021-2024 RM BUDGET 2021-2024 2020-AU1915 sg.dsgl.C.l

01.05.04.015.005.2019-AX2177

01.05.04.015.010

01.05.04.015.010

01.05.04 015.010

13e-Domec Chef de file HR B3



Visibility of files

Icon Type of file File readers/ File 

users

Label

■ All Hermes group File with visibility open to all HAN users

■ Institution Commission or an 

institution (ex: 

OMBU...)

File with visibility Institution

DG/ Service At least one 

DG/service/agency 

(ex: TAXUD, 

ERCEA...)

File with visibility DG/ Serviceli

Limited Administrative 

entity below the 

DG/service (ex: 

TAXUD.R.3;
ERCEA.A.2...P

File with limited visibility

■ PMO 

(beneficiary) 

file

This icon colour 

does not reflect 

the file security 

but refers to the 

specific type 

chosen when 

creating the file.

Specific file (PMO only)

14e-Domec Chef de file HR B3



Administrative lifecycle of files
Commission 
européenne

END ARP 
(Administrative 

retention period)
END CASE

Capture File

Start 
case

Manage- 
ment 

Share 
Use

New 
official file

Verification 
Closure 

Preservation

Historical archives
Files with a 
historic value

Current records
Open files

Intermediate 
records

15e-Domec Chef de file HR B3



Ares: File properties
Commission 
européenne

= MENU

lö Doc Eg Msg

1 Search criteria ▼ Full text search Q Advanced 

Search

0 v [A] Partldpatlon of the Commission In the rmiiWGWEB 2014 AB7944
Interinstitutlonal Working Group on Web Preservation

sg.dsgl.c.1 31.05.04.015.005

[A] Contribution to the 1st revision by the Office for
O 0 the Administration and Payment of Individual RM LSC PMO REVI 2016-CB9568

Entitlements of its specific retention list

sg.dsgl.c.1 31.05.04.015.005

O [A] Works and guidelines to reach a paperless 
o V Commission. Collaboration with BUDG, HR and others

DGs. 2017 - 2020

RM PAPERLESS 2017-AW9715
COM 2017-2020 Awy/1:> sg.dsgl.c.1 1.05.04.015.005

FOLLOW-UP

△ Sent tasks

$ Deadlines

<‘1’) Ext. transmissions

[=] Reports

O
O
O
0
O
O
O
O

Lead Department: sg.dsgl.c.1

Associated LD:
File code: 2016-CI3823

Specific code: RM BUDGET 2017-2020

Status: ACTIVE

Desk officer:

CRL category: 12.8.1

Category name: Data, information and

11.05.04.015.005

Heading code; 01.05.04.015.010

Heading name: Policy strategy, forward planning and 
evaluation

Specific code: 1.5.4.15.10

File Editors: nc_sg_fc, nc_sg_he

File Users: sg.dsgl.c.1

File Readers: sg

[Aļ e-Domec Budget 2017-2020

DUA:
Post-ARP action:
Post-THA action:

knowledge 
management policy, 
including the document 
management and 
archive policy

5

THA

PP

1.05.04.015.005

01.05.04.015.005

01.05.04.015.005

Hermes digital repository: No

Other digital repository/ies: No

Other storage types: No

2020^' 2016CI3823 sg.dsgl.c.1

fl ЯР [A] Future of document management 2020-2024 RM FUTURE 2020 AD5910 sg.dsgl.c.1

0 Яр [A] e-Domec Budget 2021 2024
RM BUDGET 2021- 2020 дш915 
7112/1

sg.dsgl.c.1

01.05.04.015.005

01.05.04.015.005

01.05.04.015.005.
2019-AX2177

01.05.04.015.010

01.05.04.015.010

01.05.04.015.010

Actions

16e-Domec Chef de file HR B3



Ares: Favorite files
Commission 
européenne

= MENU Search Œiterla ▼ Full text search Q Advanced 

Search

Doc Msg
Favourites

□ Group by heading code Sort by file title § Export u
DOCUMENT

Д E-signatories

Θ S (01.05.02.025.020) Corporate IT Governance

Assignments

0 V [A] Email Policy for the Commission 2015-2019 RM EMAIL POLICY 2015-2019 2017AA7630

Po Received El n
B S (01.05.04.015.005) Legal basis, horizontal principles and fundamental questions (1.5.4.15.5)

*

0

Favourites

Recent

FILE

V Favourites

Üi My service

h Filing plan

FOLLOW-UP

ώ Sent tasks

ot

ОФ·

[A j Contribution to the 1st revision by the Office for the Administration and Payment 

of Individual Entitlements of its specific retention list

[A] Drafting of the list of types of documents which require a handwritten or a qualifie 

d electronic signature

ÔV· [A] Elaboration of the decision on records management and archives (2020]

0 [A] First revision of the Common Retention List (CRL] RM 1ST REVISION CRL

A ~ [A] Notification to the DPO and the EDPS under regulation 45/2001 of the Hermes Pre unTTC4, unc
...... RM NUIÍri nrSv v servab on Services (HPS)

л μ [Aļ Participation of the Commission in the Interinstitutional Working Group on Web Pr 
V ▼ — eservatlon

0*· [A] Second revision of the Common Retention List (CRL]

Θ 0» [A] Synergies and efficiencies in the document management domain 2019-2022

0*· [A] Third revision of the Common Retention List (CRL)

2016-CB9568

202Û-A15528

2020-AE0559

2010-AC6979

2013-AD7091

RM IIWG WEB 2014-AB7944

RM 2ND REVISION CRL

RM SYNERGIES DM 2019-2022

RM 3RD REVISION CRL

a M — [A] Works and guidelines to reach a paperless Commission. Collaboration with BUDG, 
_ < .< - . . -.... KM rArĽKLĽOO LUM ZUl/’ZvZUv ж HR and others DGs. 2017 - 2020

2013-AC7495

2019-AX2177

2019-BA3177

2017AW9715

g Deadlines E S (01.05.04.015.005.2019-AX2177) Legal basis, horizontal principles and fundamental questions (1.5.4.15.5)

¥ Ext. transmissions 0V ■ [A] Synergies and efficiencies - public subfile RM SYNERGIES DM PUBLIC 2019-AX2177-1

Ē Reports

ADMINISTRATION

Θ 5 (01.05.04.015.010) Policy strategy, forward planning and evaluation (1.5.4.15.10)

ot [A] e-Domec Budget 2017-2020 RM BUDGET 2017-2020 2016CI3823

ov [A] e-Domec Budget 2021-2024 RM BUDGET 2021-2024 2020-AU1915

17e-Domec Chef de file HR B3



Ares : Access to Filing Plan

= MENU <

Гр© Doc

Filing plan

My organisation view

My organisation view

DOCUMENT

įį E-signatories

if Assignments

fø Received 06

* Favourites

0 Recent

Complete View

First level of Filing Plan

FILE

0 Favourites

FOLLOW-UP

Д Sent tasks

[ Deadlines

(‘I») Ext. transmissions

0 Institution - Commission, Composition & mandate of 
EC...

02. Future of the Union and institutional questions
03. The Community economic and social area
04. Citizenship and quality of life
05. International Relations
06. Financing of Community activities and the 

management of financial resources
07. Community law
08. Press, communication and publications
09. Policy Strategy and coordination
10. Administration
12. External action - Common Foreign and Security 

Policy
15. Activities of the Delegations and Offices of the 

European Union
18e-l [X Reports HR B3



e-Domec: legal and regulatory rules
Commission 
européenne

Fundamental texts:
■ Commission Decision 2002/47/CE, CECA, Euratom:

Provisions on document management
■ Commission Decision 2004/563/CE:

Provisions on electronic and digitized documents (DOCELEC)
■ Revision in 2020: Commission Decision of 06/07/2020 on records 

management and archives (C(2020) 4482 final)

Implementing rules:
> Reference text: Implementing rules on Decision 0(2020)4482 on records 

management and archives - SEC(2020)800
■ Capture and registration
■ Filing and records management
■ Validity of digitised content and digital procedures
■ Information security
■ Preservation, transfer and destruction

> Common retention list (CRL): SEC (2019) 900/2
■ Definition of the retention period and conditions for files

19e-Domec Chef de file HR B3



Internal control principles at Commission

BudgWeb

Management

Internal Control

Internal Control Principles

Internal Control >

IV Information and 
Communication 
(Principles 13-15)

I Control Environment 
(Principles 1-5)

II Risk Assessment 
(Principles 6-9)

III Control Activities 
(Principles 10-12)

V Monitoring Activities 
(Principles 16-17)

e-Domec Chef de file

Information and Communication component

Information is necessary for the organisation to cany out internal control and to support the achievement of 

objectives. There is external and internal communication. External communication provides the public and 

stakeholders with information on the Commission's policy objectives and actions. Internal communication 

provides staff with the information it needs to achieve its objectives and to carry out day-to-day controls.

Internal Control Principles and characteristics of this component

Principle 13. The Commission obtains or generates and uses relevant quality information to support the χ
functioning of internal control

Characteristics:

• Information and document management. Directorates-General identify the information required to support the 
functioning of the internal control system and the achievement of Commission's objectives. Information systems 
process relevant data, captured from both internal and external sources, to obtain the required and expected quality 
information, in compliance with applicable security, document management and data protection rules. This 
information is produced in a timely manner, and is reliable, current, accurate, complete, accessible, protected, 
verifiable, filed and preserved. It is shared within the organisation in line with prevailing guidelines.

Principle 14. The Commission internally communicates information, including objectives and responsibilities у/
for internal control, necessary to support the functioning of internal control

Principle 15. The Commission communicates with external parties about matters affecting the functioning of 
internal control

I---------------1 20
HR B3



Fundamental obligations

Protection of personal data:
Regulation (EU) 2018/1725 of the European 
Parliament and of the Council of 23 October 2018 
on the protection of natural persons with regard to 
the processing of personal data by the Union 
institutions, bodies, offices and agencies and 
on the free movement of such data

Public access to documents:
Regulation (EC) No 1049/2001 regarding public 
access to European Parliament, Council and 
Commission documents and Decision C(2001) 
3714: regulation laying down the general principles 
and limits governing the right of access to 
documents held by the Commission (drawn up or 
reeived by it and in its possession)

Financial regulation:
Regulation (EU, Euratom) 2018/1046 of the 
European Parliament and of the Council of 18 July 
2018 on the financial rules applicable to the 
general budget of the Union (budget & financial 
management, accounting, public procurement and 
grant allocation, responsibilities of authorising 
officer, accounting officer, internal auditor, external 
audit and discharge procedure)

Regulation on the opening of archives 
after 30 years:
Council Regulation (EEC, Euratom) No 354/83 of 1 
February 1983 concerning the opening to the 
public of the historical archives of the European 
Economic Community and the European Atomic 
Energy Community

Security dispositions:
Commission Decisions (EU, Euratom) 2015/443 et 
2015/444 : Implementation of a coporate security 
system in the areas of activity of the Commission 
that require a certain level of confidentiality and 
establishment of the conditions for exchanging EU 
classified information

Code of good administrative behaviour:
Annex to the Commission’s Rules of Procedure 
(C(2000) 3614): Principles that form the basis for 
the relations between the Commission and the 
public administrative conduct based on 
lawfulness, non-discrimination, proportionality of 
measures taken with the aim pursued, and 
consistency.

21e-Domec Chef de file HR B3



Various actors at the Commission
Commission 
européenne

Information 
Management 

Steering 
Board

General policy

Е-Domec team
(SG)

Corporate policy 
implementation

DIGIT
IT-tools

Historical 
Archives 
Service

(OIB) 
Archives 

management

In every 
DG's 

/ Units

DMO Document 
Management Officer

Responsible for 
document 

management 
in the DG

Team of the
DMO

Organisation of 
document 

management in 
each DG

DMO 
correspondent

Organisation of 
document 

management 
in the unit

Every 
staff 

member
Head of Unit 
Administrator 

Assistant 
Secretary

DPC
Data Protection 

Coordinator

DPO: Data protection Officer (Commission) 
EDPS: European Data Protection Service 
(inter-institutional)

e-Domec Chef de file

LSO: Local Security Officer
LISO: Local Informatics Security Officer 
RCO: Registry Control Officers

IRM
Informatics 

correspondent 
in each DG

HR DS: Security Directorate

22
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Role of the Lead Department
Commission 
européenne

Г" s
Creation 

► L_

Ф Creation of official file at the start of a 
new case

J

Management and 
sharing

Ф Management of the file and information 
sharing while respecting security and 
sensitivity issues

Protection
Ф Information protection: limited access to 

documents / files, protection of personal 
data, level of security

>Preservation
Ф Preservation of documents and official 

files (guaranteed electronic preservation 
by the system)

>Closure
Ф Closure of the official file at the end of the 

case and preservation during the ARP 
(Administrative retention period)

>lst review
-

A
Ф Collaboration with the DMO for the 

transfer to the Historical Archives Service

23e-Domec Chef de file HR B3



Shared competences and responsibilities 
(in the Unit)

Commission 
européenne

Administrative responsibility Technical responsibilit

Chef de file (Lead Department) = 
Head of unit / Desk officer

I

Secretariat / DMO Correspondent / 
DMO Team /

Archives service /
Desk officer

■ New case
■ What needs to be captured
■ Where to file documents

■ Create a new file
■ How to capture
■ How to file

■ Closed case ■ Close a file in Nomcom
■ Verify appraisal operations and 
transfer of files

■ Preparing files for transfer or 
elimination

Collaboration
24e-Domec Chef de file HR B3



DM0 correspondent
(role in your Unit)

Commission
européenne

> Adaptation of DG-specific rules to the 
particularities of the service on instruction of and 
with the agreement of the head of unit

> Training, information, advice:

■ Welcoming new staff arriving in the unit
■ e-Domec topic in unit meetings

■ Support when staff leaves
> Records management:

■ Managing the list of official files of the service in 
collaboration with the desk officers

■ Managing the storage plan: organizing the 
material conservation of paper official files and the 
collaborative spaces

> Alerts:

■ Alerting the head of unit and / or the DMO in the 
event of a malfunction in compliance with e- 
Domec rules

25e-Domec Chef de file HR B3



Administrative lifecycle
Commission 
européenne

FILE CLOSURE 
PRESERVATION

APPRAISAL AND 
TRANSFER 

TO HISTORICAL 
ARCHIVES

26e-Domec Chef de file HR B3



européenne

- 2 -
Creation of an official file

When to create an official file
■ Types of files

Files and filing plan

27e-Domec Chef de file HR B3



When to open a new file ?
Commission 
européenne

> When a new case starts:
based on the needs of the desk officer

> At the end of the year for cases with a repetitive 
nature (serial files)

or

> When a record can't be filed in an already existing 
file

28e-Domec Chef de file HR B3



Types of files

Official file Working file

Commission 
européenne

■ Created in NomCom
■ Available in Ares
• Managed by the service « Chef 

de file » (Lead department)
• Needs to be complete and 

trustworthy
• Can be controlled and audited
• Verified before closure and 

preserved within the 
intermediate records

• Eventually transferred to the 
historical archives

I
■ Shared drives, collaboration 

spaces, folders in Outlook, ...
■ Created freely
■ No legal value
■ Can be destroyed at any time
■ Generally destroyed at the 

closure of the official file
■ No transfer to the 

intermediate records nor the 
historical archives

e-Domec Chef de file hr в
29



Create an official file = identify
Commission 
européenne

■ Title
■ Specific code: internal management code
■ Heading of the filing plan
■ Lead departement
■ Associated Lead Department
■ Desk officer
■ Security: roles (Editors, Users, Readers)
■ Preservation: application of the CRL/SRL
■ Comments

30e-Domec Chef de file HR B3



Title of the file
Commission 
européenne

Fundamental element:
■ Allows the identification of the file during its lifecycle

Included when it is transferred to the Historical
Archives Service

> Needs to be clear, significant and synthetic:
■ Informative: gives information on the case handled 

without the need to review the files documents in the 
file
Clear: can be read without looking at the item in the 
filing plan it is attached to

■ Unambiguous: does not contain abbreviations, 
acronyms or jargon

■ Accessible: the title needs to be in English and 
French

■ Concise

31e-Domec Chef de file HR B3



Exercise
Commission 
européenne

Good or bad titles ?

*T

32e-Domec Chef de file HR B3



Action file / Serial file

Action file Serial file
Commission 
européenne

■ Unique case
■ Duration a priori unknown
■ Procedure for closure needs to be 

clearly determined

Title contains:
Subject + Action

■ Example:
10th European Development Fund
- African Peace Facility

■ Repetitive case
■ Duration is linked to a calender 

year or a budget cycle (Annual files 
or less, period of 3-4 years 
maximum)

■ Always progresses according to the 
same procedure

Title contains:
Subject + Covered period

■ Example:
Relations with the Council (2020)

Well chosen title : allows you to know when the file 

can be closed (end of the procedure or of the period)
33e-Domec Chef de file HR B3



Good or bad titles ?
Commission
européenne

Examples of title 
requests

Good titles

1 Budget Budget execution 2021
2 Contracts Contract XX - Title of the contract
3 Missions Missions 2021 

or
Mission+subject+date+place

4 Preservation list Common Retention List - Adoption

5 Meetings Unit meetings 2020-2021
6 File « John » Recruitment of an archival specialist

7 AAR. AAR (Annual Activity Report) - 2021
8 Document management 

training
Organisation of document 
management training 2020-2021

34e-Domec Chef de file HR B3



Filing plan and files
Commission
européenne

Headings of the filing plan 
tasks undertaken by the 

Directorates general 
or related units

File: group of records 
concerning one action 
(case) as part of the 

Commission's activities Captured 
documents

J fa Filing Plan

di |A| (01 ) Institution - Commission

di |A| (02) Future of the Union and institutional questions

di iS, (A) (03) The Community economic and social area

di [A] (04) Citizenship and quality of life

di (AJ (05) International Relations

di ¿ |AJ (06) Financing of Community activities and the management of financial resources

di [AJ (07) Community law

di ¿ (AJ (08) Press, communication and publications

di £ (AJ (09) Policy Strategy and coordination per DG

di & (AJ (10) Administration

di ¿r (A] (11 ) Decentralised Agencies and Bodies

di ¿ (A] (12) External Action - Common Foreign and security Policy

di ¿ (Aļ (15) Activities of the Delegations and Offices of the European Union in Third Countries and to International Organisations

3 & (AJ (20) EDPS - European Data Protection Supervisor

3¿¿ (AJ (30) European Ombudsman

di (Al (40) CJEU - Court of Justice of the European Union

di iS |A| (98) HAN files for EU organisations using Commission IT tools (non-HAN)

35e-Domec Chef de file HR B3



Filing plan
Commission 
européenne

First level of the Filing plan:
01. Institution - Commission
02. Future of the Union and inst
03. The Community economic and ъ
04. Citizenship and quality of life
05 International Relations 
06. Financing of Community actr ’ 
financial resources 

Thematic tree view 
(competences / duties)

Headings identified by a 
title and a numeric code

07. Community law
08. Press, communication and publications
09. Policy Strategy and coordination
10. Administration Multi-level
12. External action - Common Fo. from general to specific
15. Activities of the Delegations and
Union in Third Countries and to International Organisations

Objective: intellectual 
arrangement of files 

in function of the different 
competence domains / 

duties
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Standard file and sub-files: example
Commission

Heading of the Filing plan File Sub-files

3. Community economic 
and social area u---------------------------7

Horizon 2020
03.08 : Research 
and technology

3.08.01 Framework programmes

03.08.01.025 Horizon 2020 
Framework Programmes (2013- 
2020)

Ethics Management

Financial Management

03.08.01.030 Horizon Europe

Other correspondence

Legal Management

To facilitate follow-up :
■ Creation of "standard" file: common 

presentation structure for all similar files
■ Create sub-files to organize documents 

in the folder

Scientific Management 
and Reviews

Submitted proposal 
and Evaluations results
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Creation of a file in NomCom (1)
Commission
européenne

Welcome VANLAER Annemieke (vanlaan). Profile : NomCom Manager
Home ^Favourites ^Administration- Ц Clipboard Contact Help Privacystatement ф English

My Organisation View Complete View Search

Quick search

Search:

O Heading (·) File

101
Q From current location

uIÄ1MJ WIU4J ir ner nai regulations

3[A] (01.05) Coordination of Commission work and procedures 

li [A] (01 05 01) Logistical support for the Commission 

ił u . ĮA] (01 05 02) Internal coordination and strategic planning a 

U ižą [A] (01.05.03) Coordination and relations with the other mst 

J (A] (01.05.04) Working methods and internal Commission p 

3g[A] (01 05 04 005) Assessment strategic planning and c 

aSĮA] (01 05 04 015) Corporate document management pc

J X IA] (01.05.04.015.005) Legal basis, horizontal pnncip 

U ĮA] Contnbution to the 1 st revision by the Office fc 

U Ī |A] Drafting of the list of types of documents whicl 

li ■ [A] Elaboration of guidance on data protection 20: 

K W|A] Elaboration of the decision on records manag« 

U ĮA] First revision of the Common Retention List (C 

lí ·|Α] Information governance - Information Manage 

li | [A] Information governance - Information Manage 

*ł W|AJ Information governance - Information Manage 

ii ĮA] Notification to the DPO and the EDPS under r·

0 Details ƒ

Heading code:

English title:
French title:
Status:

Modified:

List of files

View filters ï

Heading Status Q I

File Status □ I

□ F

0A ŪC ŪT QE

Apply Filters Active headings are always displayed

Specific Heading

Q Place on clipboard |ľľ) Reorder 41

principles and fundamental questtons

i 0Add tile ®i-ree

JI Heading specific code: 1.5.4.15.5

Active Service owners: sg

on 17/01/2020 18:50:44 by coessin Created: on 12/03/2010 10:26:42

Placo on clipboard

□ File code Specific code File title * Status Lead department Creation date

0 2016-CB9568 RM LSC PMO Contribution to the 1st revision by the Office for Active SG DSG1 C 1 18'07/2016 10 .

.□ ■ 0 2020-AI5528 Drafting of the list of types of documents which Active SG DSG1 C 1 03'04/2020 09 .

□ ■ 0 2020-AB5311 DP GUIDANCE Elaboration of guidance on data protection 202 Active SG DSG1 C 1 17/01/2020 18

□ ■ 0 2020-AE0559 Elaboration of the decision on records manage Active SG DSG1 C 1 10'02/2020 09 .

□ ■ 0 2010-AC6979 RM 1ST REVIS First revision of the Common Retention List (C Active SG DSG1 C 1 04'05/2010 12:.

□ ■ 0 2018-AC9133 IM IMSB 2018- Information governance - Information Manage Active SGDSG1.A.6 26'01/2018 14

□ ■ 0 2018-AC9134 IM IMT 2018-2022 Information governance - Information Manage... Active SG.DSG1.A6 26'01/2018 14:...

□ ■ 0 2018-AC9136 IM IMWG2018-... Information governance - Information Manage... Active SG.DSG1.A.6 26'01/2018 14:...

□ ■ 0 2013-AD7091 RM NOTIFY HPS Notification to the DPO and the EDPS under re... Active SG.DSG1.C.1 17/04/2013 16:...

□ ■ 0 2014-AB7944 RM 11 WG WEB Participation of the Commission in the Interinsti.. Active SG.DSG1.C.1 27/02/2014 10:...

□ ■ 0 2013-AC7495 RM 2ND REVIS... Second revision of the Common Retention List.. Active SG.DSG1.C.1 19/03/2013 11:5...

Page ____1 of 1 & ® Items per page: 50
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Ajouter dossier XI

Creation of a Réinitialiser

Identification Conservation Transparence Dossiers lies

Commission 
européenne

Commentaires

Commentaires en 
anglais:

Commentaires en 
français:

Commentaires en 
allemand: 39e-Domec Chef de file



Consultation of the files list
Commission 
européenne
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1
' Role of the desk officer

Commission 
européenne

> Ask the DMO correspondent to create a new case when a 
new case starts

> Choose:
■ Title of the file
■ Specific code (optional)
■ Heading of the filing plan
■ Lead department
■ Shared responsibility
■ Roles for the file
■ Sub-files to distinguish the stages of a case

> Put in list of favorite files
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Administrative cycle
Commission
européenne

FILE CLOSURE 
PRESERVATION

APPRAISAL AND 
TRANSFER 

TO HISTORICAL 
ARCHIVES
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européenne

- 3 -
Capture of documents
■ Why capture
■ Documents to capture
■ How to capture: register / save
■ Tools for registration

43e-Domec Chef de file HR B3



Documents to capture
Commission 
européenne

Information useful for 
understanding a case or 

interesting for other 
colleagues / services

As evidence

Capture
Enter a document in a 
records management 
system to keep and 

share it Compliance with 
regulatory framework
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Capture = Register / Save
Commission 
européenne

Register

C
ap

tu
re

Save
•Signal and keep a 
document for easy 
retrieval:
• Save Ares

Working 
document

• Record the 
administrative value 
of the document:
• Ares
• Specific registers

• Public folder Outlook
• Share drive of a unit
• Collaborative 

workspaces
• Intranet
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Documents to capture
Commission 
européenne

Formally drawn up or received 
+

Likely to require an action, a 
follow-up or a reply by a service

+
> Contains information that is 

substantial, not short-lived

• Register the 
document

• File the 
document

Effective testimony 
of the activity performed

Q Tip = Document useful for: 
5 ■ Audit

■ Legal disputes
■ Transmission
■ Access requests

No • Useful to keep ?

Yes

EndSave and file

= keeps the document in 
an official repository
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DOV

Records management vs
Shared drive/Collaborative spaces

Commission 
européenne

R 
E 
C 
O 
R 
D 
S

2.

M 3.

N

G 
E 
M 
E 
N

4.

Authentification :
Metadata are captured
= Registration

Reliability:
administrative follow-up
= e-Signatory

Uniqueness:
Possibility to file the same 
document in multiple files 
without duplicating it
= Filing

Integrity:
Registered document can't 
be modified or deleted
= Preservation

1.

2.

3.

4.

Simple document storage : 
no metadata or descriptive 
information

No e-s¡gnatory

W 
o 
R 
K

N
G

No means to file a document 
in multiple files without 
duplicating it

Documents can be modified 
and deleted at any time, 
even by mistake !

s

A 
C 
E
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Dont't forget important e-mails
Commission 
européenne

>
>

Important e-mails have to be captured

Do not forget: E-mails need to be well drafted!

1. Clear identification of the signing author
2. Clear identification of the main recipient
3. One, and only one, subject is treated
4. A single clearly described subject
5. No personal name in the subject (protection of 

personal data)
6. Absolutely forbidden to send a sensitive e-mail 

using Outlook
7. List of attached files in the body of the message 

(name of the file and title of the concerned 
documents)

8. Indication if any original paper documents will be 
sent afterwards

> Use of Areslook
48e-Domec Chef de file HR B3



Registration of e-mails: Areslook
européenne

> Important e-mails have to be registered

> Areslook : simple and effective tool to register 
e-mails from Outlook

> Systematically installed on all work stations
> Possibility to capture received and sent e-mails

> Converts the email and its attachments to PDF

> Transmission to external correspondents

> Respects the e-Domec rules
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Use of Areslook (1)
Commission

> Received E-mails:
■ Registration can be done by all users
■ 2 options :

o "Save and Assign to": capture the 
e-mail in Ares and assign the 
registration task to someone else

o "Manuel registration in Ares": capture 
in Ares and complete the registration 
yourself

Dear I

> Outgoing e-mails:
■ Registration is only possible for 

"Advanced profile" in Ares
■ Outgoing e-mails adressed tot external 

recipients:
> Possibility to use the « External 

transmission" function in Ares

As communicated in previous meetings, the EEAS di

Bonjour
Je vous confirme l'envoi de la commande mentionnée.
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Areslook: Save and assign to
Commission 
européenne

Import of 
favorite files

Please assign the filing task or do the filing immediately

Assign the filing task to: Type a person or virjtal entity name and dick enter or от "Check names" button į, , Check names

Instruction-

t ir your favourite tue

Чесах» ’ cofe

I 2009ΑΓ3848

e-Domec Chef de file

■ H 2C1D-MBB70

□ 20C>?f3846 HRS

“I 2009-AF3fl45 HRS

Fletlte CM de lie Statu® D «a ma taal ion

Mcdftahte objects* de» b 1 331 AľTľUÉ 1001.03 001 OOî

l«tHRS33 «jifltblOri ACTIVE 004

l«tHR532 d^b.1.001 ACTME QQ4

t«tHRSD1 dçtb 1 0Ö1 ACTHjE 004

HR ВЗ
51



Use of Areslook (2)

MSG function 
in Ares

Commission 
européenne

©Important e-mails 
exchanged with the 
exterior

©Internal e-mail with specific 
content

©Used to send a registered 
document (transmission via

I Ares
©Possible to add a marking to 

sensitive e-mail
©No double notification Ares + 

Outlook
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MSG: Internal message
commission I AľSS > Internal message creation

ф VANLAER Annemieke (vanlaan)
User Service Manager

Scan ▼ Cancel Save Register and send@ Attach ▼ ;

List ▼

List ▼

Title:

e-Domec Chef icteiHeiry event: 53



Registration : do not forget
Commission 
européenne

> Note for the file (Ares)
• Decisions taken are not present in other documents

> Register
■ Simple summary of documents already registered and 

filed or Progress note
> Save and file

> Meeting minutes/ mission reports (Ares)
• Written to trace important information
■ Minutes of meetings with lobbyists

Minutes of informal contacts (Note for the file)

> Hand over (Ares)
> Mission reports (Ares)
> Briefings (Basis)

54e-Domec Chef de file HR B3



Managing classified documents
Commission 
européenne

> Classified documents : unauthorized disclosure would

■ Documents
■ Documents
■ Documents

harm the interests of the EU, or those of one or more of its 
Member States

EU top secret
EU secret
EU confidential

Registration in 
special registers

Documents EU restricted

Registration in 
Ares without 
attaching the 

electronic 
document

> Contact your LSO: Local Security Officer
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Sensitive information
Commission
européenne

Information that, because of legal or contractual 
oblogations, needs to be protected = sensitive non 
classified

> Non authorised disclosure will not impair or damage 
the interests of the EU of those of one or more Member 
states

> Loss or disclosure could damage:
■ Individual interests (personal information, medical 

information, information covered by medical secrecy, 
disciplinary matters, ...)

■ Commercial interests (trading, ...)
■ Court proceedings, ...

> Attribution of a marking
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Visibility of a document with/without 
a marking

Commission 
européenne

Document without marking
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Protection of personal data
Commission
européenne

> Information allowing to identify a specific 
individual

> Priority requirement for:

■ Correspondence from citizens

■ Staff working for the Commission

> Exceptions :
■ with the agreement of the concerned person
■ in the interest of the concerned person
■ if there is a legal obligation in the context of a 

common public interest
if the information stems from a public register

58e-Domec Chef de file HR B3



Flag « Sensitive personal data » (1)
européennet*®*-

Goal: indicate that a document contains sensitive personal data
while guaranteeing a sufficient level of protection

> Principle: assess on a case-by-case basis depending on the 
context

> Examples of uses (*)
1. Behavioral data (e.g. performance evaluation, evaluation reports)
2. Financial data (e.g. bank account, VAT number)
3. Data on origin, political opinions, religious or philosophical beliefs or trade 

union membership, genetic data, biometric data, data on health or sex life
4. Data on criminal convictions and offenses
5. Information specific to children, people with special needs, people belonging to 

minorities, etc.
6. Personal data processed by Union bodies or agencies in the context of activities 

in the fields of judicial cooperation in criminal matters or police cooperation 
within the area of freedom, security or justice

(*) all cases can be found under the tooltip O (Ares - Creation of a document)
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Flag « Sensitive personal data » (2)
européenne

Visibility of the flag in the document

o Votre document contient des 'Données personnelles sensibles*. Plus de détails à propos des restrictions de traitement ICI

Mise en place du contrat 45-. compte bancaire
ф № de sauvegarde: digit.b.2.007(2021)5549

GÉNÉRAL CLASSEMENT ATTRIBUTION E-SIGNATAIRE LIEN

De:

c-

__ 'DIGITA) 
^(DIGIT.A.2.002)

0 Fichiers

Ä Cacher les informations supplémentaires

INFORMATION

Type

Date du document

Date de création

Date d'envoi

Créateur

Auteur de l'enregistrement

Document crypté

Date d'expiration de l'encryption

Données personnelles sensibles

Interne

11/04/2021

(DIGIT.B.2.007)

Oui

SÉCURITÉ ET TIMBRE

Niveau de confidentialité Normal

Timbre

Date d'expiration du timbre 

Évènement d'expiration du timbre 

Personne concernée

CLASSIFICATION / DÉCLASSIFICATION

Date d'expiration de la classification 

Évènement d'expiration de la 

clarification

60e-Domec Chef de file HR B3



Role of the desk officer
Commission
européenne

An essential role
> Register or transmit / report to the service / 

person all documents to be registered
> Don't forget to register important emails
> Check regularly that the official file is complete

Tip
> Check that all the documents useful in the event 

of an audit, litigation, transmission, access 
request have been recorded
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IT-Tools:
HAN : Hermes - Ares - NomCom

Commission 
européenne

00

AVA

> Technical platform
> Integrated system for documents and 

files management
> Harmonisation of records management applications 

across the Commission
> Simplification of working practices within the DGs 

through the automation of certain tasks
> Storage of records in a shared database 

(central repository or shared repository).
> Strict security and access management
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HAN: organisation
Commission
européenne

Hermes Repository 
Services (HRS)

Integration of all 
applications at EC 
and local levels 
into HERMES- 
system

NOMCOM 
Nomenclature 
Commune

Tool for managing 
the filing plan and 
the list of files of 
the EC, the EA, 
and the EEAS

HERMES : storage of 
registered documents 
in a central repository 
to all DGs.

ARES
Advanced Records
System

Registration of 
documents and e-mail
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Registration tools
Commission 
européenne

General register Specific registers
Applications 

equivalent to a 
register

Integration 
Hermes

• Ares ©Decide : 
Consultation, 
e-G reffe

• ABAC Contracts
• THEMIS : CHAP, 

EU PILOT, NIF
• Basil3

©Sysper 2
• MiPS
• Poetry
• EU Learn
• Webdor
• Presto

©Gestdem
• Basis (if 

integrated with 
Hermes)

• CRIS
• CASE@EC
• eGrants
• eSubmission
• eExperts
• PPMT
•ASSMAL2

>
>

A document must only be registered once, in the appropriate register
List of applications connected to Hermes:
http://www.cc.cec/wikis/paqes/viewpaqe.action?spaceKey=HRS&title=5.+Clien 
t+applications
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Commission

Ares: tracking tool for official files
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Ares: capture

• SOYEZ Sébastien (soyezse)

Advanced User

commission 
européenne

Commission I A Γθ S > Document creation

Scan Cancel Save Register and send

From:

To:
List

Cc:
List

Document date: ÉS

Title:

Confidentiality level: Normal

Marking expiry date: gj Q Unlimited

Marking expiry event:

Show additional information

File immediately: W File document

Assign the filing task to: Name Instructions

Cancel 
e-Domec

Save
file

Register and send
66



Ares: e-Signatory

Creation of e-Signatories

Cancel Save I Save and Launch

Add / remove 
staff for this 
e-Signatory

européenne

í

Manager(s): |

Visibility: Restricted

DIGIT. B. 2.004)

.Type your instructions

L/isa » Г

□ There Is a parallel paper signatory

Choose the 
level of 
visibility 
of the 

e-Signatory 
after 

registration
SIGN

I Type your instructions

'pe your instructions

м Type a name

Type your instructions

x I Deadline

List *

Check if a paper 
signatory will be 

circulated 
as well

Manual 
user, without 
acces to Ares

Supporting documents

Add supporting documents

Type Title Size Comments Actions

Info: No supporting documents have been added. Click on "Add supporting documents" to add them.
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Principles of the electronic signature
Commission 
européenne

e-signatory = only valid signatory
Electronic document = reference document except if 
a written signature is legally required (Union law or law 
of the Member State or third country concerned)

3 levels of signature:

1. Simple: task SIGN
Certifies the validity of the electronic signature affixed to all documents 
signed in Ares with e-stamp

2. Advanced (AdES): task SIGN ended with « Sign and lock » by the 
profile of the person signing (no profile delegation). Certifies with a high 
level of confidence the validity of the electronic signature affixed to all 
documents signed in Ares with e-stamp

3. Qualified (QES): task Q-SIGN : Qualified electronic signature with legal
effect equivalent to a handwritten signature
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e-Signatory: procedure
Commission 
européenne

Technical approval (e.g. 
language proofreading) or 
hierarchical validation by the 
hierarchy or a manager from 
another department

RED
Person who draws up and writes 
the text of the document 
(assistant, secretary, financial 
agent, project manager, head of

CONTRIB
Different actors that 
modify the content

person / team in charge of quality 
control, who registers and sends the 
document (last e-Signatory task) 
Expedition (only if the recipient is 
external)

SIGN or Q-SIGN
document signed by the person who has the 
necessary authority to validate and approve 
(head of unit, director). No more modification 
possible
Q-SIGN: qualified signature for documents
requiring a handwritten signature

69
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QES = Qualified electronic signature
Commission 
européenne

> Principle of use: Use only for documents requiring 
a signature at the highest level available

> QES: highest level signature by default (handwritten 
signature used only for exceptional cases)

Authorized only for users with a qualified 
electronic signature certificate (2,500 to 3,000 
agents)

■ Possibility for the signer to add a visible 
signature during the process of signing a 
document in Ares (from March 29)

■ No « bypass » authorised

■ Task Q-SIGN-EXT: for qualified electronic 
signature by an external partner
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Q-SIGN: prepare the document for signing
Commission 
européenne
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Q-SIGN: Qualified electronic signature (1)
Commission
européenne

save the oceans
Save number: sg.c.l(2021)1350

Of Modify / Register Actions

GENERAL FILING ASSIGNMENT E-SIGNATORY LINK

<Я> 11 Attachments i

Save the oceans -

Sauvons les océan.. 0
ENGLISH

° ■ 'П ’

Preview attachments

Mam O

My to-do task
Action code: Q-SľGN

Assigned by: (SG.C.l)

Decline

To :
Critical: No

SG.C.l) Deadline: 20/04/2021

Read on: 19/04/2021

Delegate
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Commission 
européenne

Navigation 
within the 
document

< Previous I Next > Page [

COMMISSION EUROPÉENNE
SiatĖrARIAI ŒXELU.

CWoæ C · Tneç««í». ЕЯкмппА Яжиогм
SGC 1 - TiMip«»c« Cr^oo ««имаш» Л .Ucr.iudxBMti

Bruxelles

QES step $ -> Visible Signature in ares

ОЦн: Ana Мк document

Ref. SG Digit 2021

Introduction

The purpose of this document is to describe bow the QES (Qualified Electronic 
Signature) process will include the possibility to add a usual representation of the 
electronic signature on the signed document The goal is to improve the usa expaiaxe 
by giving them the possibility to easily place tbe signature m a location of their own 
preference

Apptsing an electronic signature adds metadata on a document witbait modifying its 
content (thus without impacting its integrity) "This is bow multiple signatures can be 
applied to a document while preserving the document s mtegnty A «sable signature 
includes a metadata that holds a visible marka (signature appearance) when viewing the 
document showing that it hr» been signed

Scope of (he analysis

This thud phase of the QES Ares project, at the cun eat stage will coser the following 
steps

Provide а изу to add a usibie signature in a document to be signed.

2. Dunne the signing process, the signa chooses the location of his signature 
appearance (visual representation of the signature) using a simple

Behaviour of the drag-and-drop of the

Signature box
wove cne dox to tne aesirea

location

Sign attachment
You will sign electronically the 
attachment flagged for signature. After 
finishing this task, your attachment will 
be protected against any further 
modification, addition or elimination.

Please note that this action is 
irreversible.

Comments Checkbox to get a 
signature box, so anyone 
can add a visible signature 
(box checked by default)

Attachment 1 of 1

Q Insert visible signature

Click on the document preview to put the 
box that can be moved.

Sign Cancel
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Q-SIGN: Qualified electronic signature (3)
Commission
européenne

Indication of the validation 
code received by SMS
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Q-SIGN: Qualified electronic signature (4)

Home Tools contrat-xyz.pdf x

Commission 
européenne

E) Θ S Q * Ô o© «’% · N 0 Ξ T 0

e
Signed end all signatures are valid.

e-Domec Chef de file

COMMISSION EUROPEENNE
TCHFWir CSS?» lt

Bruxelles

QES STEP 3 => VISIBLE SIGNÅTVRE IN ARES

Objet:

Réi

Introduction

Analysis document

SG Digit 2021

Date 2021-02-16 16:21:31 UTC

WiHiqualified electronic signature by:

Date 2021-02-16 16:21:31 UTC
FiedeticaDAVERDI 

Policy Officer

■ Ret ΑΎ3ΡΚ0υ2Μ36'Β9 
Wth anted Mettra»: as-dltntM

Ref. Агез(2020| 123456789 26/06/2020

With qualified electronic signatures)

The ptupose of this document is to describe how the QES (Qualified Electronic 
Signature) process will include the possibility to add a visual representation of the 
electronic ugnature on the signed document. The goal is to improve the user experience 
by giving diem the possibility to easily place the signature in a location of their own

Applying an elecucnic signarme add» metadata on a document without modifying its 
content (thus without inpacting its integrity) This is how multiple signalines can be 
applied to a document while preserving the documents integrity. A viable signature 
includes a metadata that holds a visible marker (signature appearance) when viewing the 
document showing that it has been signed.

Scope of the analysis

This tlu J phase of the QES Aies project. at the ciuieut stage will cover the following 
steps:

Provide a way to add a visible signa tine in a dccumeni to be signed

Duiing the signing process, the signei cheeses dr location of his signature 
ance (visual representation of the signature) using a simple drag-and-drop

Behaviour of the drag-and-drop of the signature box: with qualified electronic signature by
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Q-SIGN: Qualified electronic signature (5) (И..
Commission 
européenne

GENERAL FILING ASSIGNMENT E-SIGNATORY

From:

Cc:

igned

Simple 
Signature 

Icon

(DIGIT.B.2.004)

To: GENERAL FILING ASSIGNMENT E-SIGNATORY

From: VEKEMANS Nicolas (DIGIT.B.2.004) I

To: |(SG.DSGl.C.l)

\Cc:

Го Signed by: on 04/06/2020 17:02:09 via Ares

<2> 3 Atti

Advanced 
Signature 

Icon

Signature 
Icon

e-Domec Chef de file

Extension du contrat n° 12- article 12
Reg. number: Ares(2020)866 Save number: digit.b.2.007(2020)1693

ASSIGNMENT E-SIGNATORY LINKFILING

From:

GENERAL

To:

ned by: on 19/04/2021 19:21:14 via Ares

(SG.DSG1.C.1)

(DIGIT.B.2.004)
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Q-SIGN: Qualified electronic signature (6)

Home Tools

kr Signed and all signatures are valid.

and all signatures are valid.©

The blue banner is the 
signature panel in Acrobat

&

io natures

The green sign shows 
that the signatures 
[& seals] are valid

.an

©
a

Signatures

[Hl· Validate All

v Rev. 1 : Signed by

Signature is valid:

Source of Trust obtained from European Union Trusted Lists (EUTL).

This is a Qualified Electronic Signature according to EU Regulation 910/2014

Document has not been modified since this signature was applied

Signer's identity is valid

The signature includes an embedded timestamp.

Signature is not LTV enabled and will expire after 2023/05/22 00:59:59 +01'00'

> Signature Details

Last Checked: 2021.01.18 12:09:57 +01'00'

Field: Signaturel (invisible signature)

С!кк tø View Lhjs Vgrsign

Rev. 2: Signed by ECSG

Signature is valid:

Source of Trust obtained from European Union Trusted Lists (EUTL).

This is a Qualified Electronic Seal according to EU Regulation 910/2014

Document has not been modified since this signature was applied

Signer's identity is valid

The signature includes an embedded timestamp.

Signature is not LTV enabled and will expire after 2021/03/07 17:11:00 +01'00’

> Signature Details

last Checked: 2021 01 1R 12:0<K7 ♦01'00’

See the detail of 
the signature(s)

I ŕ Ur Al 

maines

ci ng clic, sed do ciusmod 
iqua. Dictumst vestibulum 
ssim. Scd risus uit rie ics 
maecenas accumsan lacus. 

cingclic, scd do ciusmod 
iqua. Dictumst vestibulum 
ssim. Scd risus ultricics 
maecenas accumsan lacus.

seing elit, sed do ciusmod 
iqua. Dictumst vestibulum 

âaiâm MHtr aalr»·/·!·-«



Administrative cycle
Commission
européenne

APPRAISAL AND 
TRANSFER 

TO HISTORICAL 
ARCHIVES

:
—
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européenne

- 4 -
Filing and management of the Current
Records
Filing of documents

■ Electronic and / or paper preservation
Medium and places of preservation
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Commission

FILING

Filing plan

Registered/ 
saved 

documents

Official file

Filing Plan

I A] (01 ) Institution - Commission

±l iá [A] rø Future of the Union and institutional questions

si iS IA] (03) The Community economic and social area

J [A] (04) Citizenship and quality of life

±1(AJ (04.02) Environment

±j |A| (04.03) Education and culture

J1^ [A] (04 04) Health and Consumer protection

[A] (04.04.01) Consumer Policy

iS [A] (04.04.02) Public Health

U i¿ [A] (04 04 03) Food safety, animal health, animal welfare and plant health

±j LÙ [A] (04.04.04) Opinions and advice to the Commission of the European Group on ethics in science and NT

1J I A] (04.10) Area of freedom, secunty and justice 2010-

U £ ĮAJ (04.20) Climate Action

id i^ [A] (05) International Relations

lí ιΐ . ĮA] (06) Financing of Community activities and the management of financial resources

U ia» IA] (07) Community law

lí |A] (08) Press, communication and publications

lí [A] (09) Policy Strategy and coordination per DG

Ji ¿s IA] (10) Administration

^^^A|(11)Decentralised Agencies and Bodies

^^^^^^^B(12) External Action - Common Foreign and security Policy

(15) Activities of the Delegations and Offices of the European Union in Third Countries and to International Organisations

SEARCH
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Why file ?
Commission 
européenne

Complete and reliable files permit :
■ quick and easy retrieval of useful information
■ easier collaboration
■ accountability
■ easier mobility

> Each registered document needs to be filed in 
an official file

> The official file is the real working instrument
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Filing documents
Commission 
européenne

82



Filing in Ares: Favorites
Commission 
européenne

File your document: sg.€.1(2021)2667108/ RE: AMS - conclusions meeting 6 April for comments

U Filed in

File title Specific code File code Lead department

Hermes-Ares-Nomcom project management. . Ł __ ¿--J- RM HAN MANAGE SG-DIGIT 2021-2024

meetings between SG and DIGIT 2021-2024
2021 AF6396 sg.c.l (associated: diglt.b.2.004) 1

Favourites Search Filing plan

□ Group by heading code * Sort by file title Export

Θ S (01.05.02.025.020) Corporate IT Governance

ov [A] Email Policy for the Commission 2015-2019 rm email POLICY 2015-2019 2017-AA7630

Θ S (01.05.04.015.005) Legal basis, horizontal principles and fundamental questions (1.5.4.15.5)
[A] Contribution to the 1st revision by the Office for fe“

1 и -I ov the Administration and Payment of Individual RM LSC PMO REVI 2016CB9568

Entitlements of Its specific retention list

[A] Drafting of the list of types of documents which

l„_ 1 ! o»·require a handwritten or a qualified electronic 

signature

Ove [A] Elaboration of the decision on records
v management and archives (2020)

[A] First revision of the Common Retention List 

(CRL)

2020-AI5528

1« I 2020-AE0559

RM 1ST REVISION CRL 2010AC6979

[A] Notification to the DPO and the EDPS under1 Ö -I ov regulation 45/2001 of the Hermes Preservation RM NOTIFY HPS 2013-AD7091

Services (HPS)

ov· [A] Participation of the Commission In the 
v Interlnstitutional Working Group on Web Preservation

- [A] Second revision of the Common Retention List 

u""(crl;
Θ Synergies and efficiencies in the document

V ~ management domain 2019-2022

- [A] Third revision of the Common Retention List
■ (CRL)

[Al Works and guidelines to reach a paperless

1 ” 1 RM 11WG WEB 2014-AB7944

« 1 RM 2ND REVISION CRL 2013-AC7495

RM SYNERGIES DM 2019-2022 2019-AX2177

1 ” I RM 3RD REVISION CRL 2019BA3177

1 ” 1 ov ■ Commission. Collaboration with BUDG, HR and others RM PAPERLESS COM 2017-2021 2017-AW9715

DGs. 2017 - 2020

Θ S (01.05.04.015.005.2019-AX2177) Legal basis, horizontal principles and fundamental questions (1.5.4.15.5)

“ 1 ov [A] Synergies and efficiencies - public subfile RM SYNERGIES DM PUBLIC 2019-AX2177-1
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Filing and storing

REGISTRATION FILING

DOC

Copy 
of a document Official 

electronic file

■ Originals with legal value

■ « Classified » documents

■ Documents that can’t be digitized

STORING

HR B3

Additional official 
paper file

84



1
How to make filing easier

Commission 
européenne

> Quality of the file title
> Meaning of the document title
> Usage of the specific code
> Crucial role of the desk officer:

■ Asks the DMO correspondent to create a file 
Knows what files the unit manages
Ensures that every captured documents is filed in 
the right file

■ Indicates to the person responsible for filing in 
which file the document needs to be filed (or files the 
document directly in the right file)

■ Accesses his I her documents using the favorite 
files option
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Use of the unit's shared drive / 
Collaborative workspaces

00

Commission 
européenne

>

>

>

Only a working environment

Allows storage and sharing of electronic information 
that has no legal value

Suggestion: organise according to a (simplified) 
filing plan
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Administrative cycle
Commission
européenne

CREATION 
NEW FILE ANALYSE 

CAPTURE FILE
MANAGEMENT 
DISTRIBUTION 

USE

FILE CLOSURE 
PRESERVATION

APPRAISAL AND 
TRANSFER 

TO HISTORICAL 
ARCHIVES
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Commission
européenne

- 5 -
Closing Files and management of the 
Intermediate Records

Closing files
Preservation procedures : CRL/SRL
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Commission
européenne

Why close files

2 fundamental 
obligations

l.Accountability
■ Record that the case dealt with 

was carried out according to the 
rules

■ Compliant procedure
■ Deadlines respected
■ Checks made
■ Traceability guaranteed
■ Personal data protection 

guaranteed
■ Complete and reliable file

2. Preservation
■ Transfer to intermediate archives
■ Possible transfer to the historical 

archives service
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Commission
européenne

Obligation: file closure

Files to close?
Every official file has to be closed 

at some point

When?
All the actions triggered by the 
case are finished and no further 

documents to be created or added 
to the file

How?
Closure implies a check 

of the file content

Consequences of the closure?
A closed file can no longer 

be modified
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How to close

Verify

©Check if e-signatories in progress
©Add missing documents (save as "note to file" + file)

- 2 - 
Clean up

© Remove / unfile information and working documents 
that have become unnecessary

- 3 - 
Consolidate

© Unify the different parts of the same file handled by 
different units

- 4 - 
Complete

© Check / complete the file metadata
© Check / Indicate CRL category
©Check the storage medium (s), the location

- 5 - 
Secure

©Check documents with markings: sensitive data, 
personal data protection

©Check the classified documents and proceed if possible 
to their declassification (files to be attached)

commission 
européenne
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Common Retention List
Commission 
européenne

Document with regulatory value defining the retention 
period of official files
12 categories:
1. Institutional and governance issues
2. Strategy and coordination
3. Commission decision-making
4. EU financial system and the budget
5. Policy development
6. Implementation of policies and legislation
7. Programmes, projects and grants
8. International activities and enlargement
9. Information, communication and relations with citizens
10. Monitoring the application of EU law
11. Legal proceedings
12. Administration
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Applying the CRL: Common retention list

PRESERVATION 
INTERMEDIATE RECORDS 

DURING ARP

Administrative retention period

--------------------------------------\

POST-ARP 
ACTION

POST-THA ACTION > 
PRESERVATION of 
ARCHIVES WITH 

HISTORICAL VALUE

Historical Archives
e-Domec Chef de file HR B3



européenne

- 6 -
Organise and verify if the rules are 
respected

Self assessment
Summary
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Assessment and avenues for improvement
Commission 
européenne

A questionnaire to help you assess the 
work in the units

Understand 
the issues 

and 
objectives

Have 
appropriate 
procedures 
and tools

Have a 
methodical 

approach and 
the right 

skills
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Who does what within the unit ?
Commission
européenne



Manage the list of official files
Commission 
européenne

> Role of the DMO Correspondent assigned in the Unit
> To delegate and to work in collaboration with him/her
> Designate those responsible for registration / filing

To identify files for which the unit is the lead department:
■ Create the file at the start of the case
■ Put the file in favorites
■ Capture records
■ Register important documents, e-mails included
■ File documents
■ Use the e-Signatory
■ Preserve the physical originals if necessary

Verify and close the file at the end of the case

> Guarantee :
Complete and reliable official files 
Be accountable
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Train / Inform
Commission
européenne

Provide training for officers responsible for capturing and 
filing documents
Provide minimal information to other agents
Ares: minimum to know for desk officers

- Follow-up tool for official files
o Consulting the list of files + Properties
o Favorite files
o Capture : register / save / filing
o Areslook

- Administrative follow-up
o Track tasks and deadlines
o Workflow / e-signatories (e-signatory types)

■ Who does what
o Division of tasks

Delegations and virtual entities: secretariat + colleagues
o Functional mailboxes
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Organise
Commission 
européenne

> Train the "new ones" upon their arrival in the unit
> e-Domec topic during unit meetings
> Support departures:

Check Shared disk and collaborative spaces
Check Outlook folders
Mandatory hand-over note
Anticipate the closure of files

> Guarantee:
■ To ensure traceability

To fullfill the obligations
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To know more ...
européenne

> In your Unit I Service
■ DMO Correspondent : reference person :

■ Management of the list of files of the Service
■ Information and advise on e-Domec
■ Link between service and DMO

> At the central level of the Department
■ DMO (Document Management Officer)

■ Adaptation and implementation of document and file 
management system in the DG

■ Trainings, information, assistance to personnel
■ Implementation of control and monitoring tools

> Intranet page of your department
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européenne

Thank you 
for participating!
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