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CAZ28

Covers AMs 14 (rapp), 15 (rapp), 16 (rapp), 17 (rapp), 18 (rapp), 19 (rapp), 20
(rapp), 21 (rapp), 22 (rapp), 23 (rapp), 24 (rapp), 25 (rapp), 26 (rapp), 27 (rapp), 28
{rapp);-102 (S&D), 103 (S&D), 104 (RE), 105 (RE), 107 (S&D), 110 (Left), 112
(ECR), 114part (Greens), 115 (Greens), 116 (Left), 117 (RE), 118 (Greens), 119
(S&D), 120part (S&D), 124 (RE), 132 (S&D), 135 (S&D), 136 (L €ft)

Fall: AMs 28 (rapp), 106 (ECR), 109 (ECR), 111 (ECR), 113 (ECR), 121 (S&D),
122 (ECR), 123 (ECR), 125 (Greens), 126 (Greens), 127 (Greens), 128 (Greens),
129 (ECR), 130 (Greens), 131 (Greens), 133 (ECR);

(27) In accordance with the Annex to Commission Recommendation (EU)
2017/1548 on Coordinated Response to Large Scale Cybersecurity Incidents and
Crises (‘Blueprint’)?° , a large-scale incident should mean an incident with a
significant impact on at least two Member States or whose disruption exceeds a
Member State’s capacity to respond to it. Depending on their cause and impact,
large-scale incidents may escalate and turn into fully-fledged crises not allowing
the proper functioning of theinternal market or posing serious public security risks
in several Member States or the Union as a whole. Given the wide-ranging scope
and, in most cases, the cross-border nature of such incidents, Member States and
relevant Union ingtitutions, bodies and agencies should cooperate at technical,
operational and political level to properly coordinate the response across the Union.
Member States should monitor the way in which EU rules are implemented,
support each other in the event of any cross-border problems, establish a more
structured dialogue with the private sector and cooperate on security risks and
thethreats associated with new technologies, aswas the case with 5G technology.
(AM 14, 102, 103)

(28) -(32) [...] COM proposal

(833) When developing guidance documents, the Cooperation Group should
consistently: map national and sectoral solutions and experiences, assess the impact
of Cooperation Group deliverables on national and sectoral approaches, discuss
implementation challenges and formulate specific recommendations to be
addressed through better implementation of existing rules. (AM 15)

(34) The Cooperation Group should remain aflexible forum and be able to react
to changing and new policy priorities and challenges while taking into account the
availability of resources. It should organize regular joint meetings with relevant
private stakeholders from across the Union to discuss activities carried out by the
Group and gather input on emerging policy challenges. In order to enhance
cooperation at Union level, the Group should invite relevant Union bodies and
agencies involved in cybersecurity policy, notably Europol, the European Union
Aviation Safety Agency (EASA) and the European Union Agency for Space
Programme (EUSPA) to participate in itswork. (AM 16)

(35) [...] COM proposal
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(36) The Union should, where appropriate, conclude international agreements, in
accordance with Article 218 TFEU, with third countries or international
organisations, allowing and organising their participation in some activities of the
Cooperation Group and the CSIRTs network. To the extent that personal data is
transferred to a third country or international organisation, Chapter V of
Regulation (EU) 2016/679 should apply. (AM 17, 104)

(837) Member States should contribute to the establishment of the EU
Cybersecurity Crisis Response Framework set out in Recommendation (EU)
2017/1584 through the existing cooperation networks, notably the Cyber Crisis
Liaison Organisation Network (EU-CyCLONe), CSIRTs network and the
Cooperation Group. EU-CyCLONe and the CSIRTs network should cooperate on
the basis of procedura arrangements defining the modalities of that cooperation.
The EU-CyCLONe’s rules of procedures should further specify the modalities
through which the network should function, including but not limited to roles,
cooperation modes, interactions with other relevant actors and templates for
information sharing, as well as means of communication. For crisis management at
Union level, relevant parties should rely on the Integrated Political Crisis Response
(IPCR) arrangements. The Commission should use the ARGUS high-level cross-
sectoral crisis coordination process for this purpose. If the crisis concerns two or
more Member States and is suspected to be of criminal nature, the activation of
the EU Law Enforcement Emergency Response Protocol should be considered.
If the crisis entails an important external or Common Security and Defence Policy
(CSDP) dimension, the European External Action Service (EEAS) Crisis Response
Mechanism (CRM) should be activated.

(38)-(44) [..] COM proposal

(45) Entities should aso address cybersecurity risks stemming from their
interactions and relationships with other stakeholders within a broader ecosystem.
In particular, entities should take appropriate measures to ensure that their
cooperation with academic and research institutions takes place in line with their
cybersecurity policies and follows good practices as regards secure access and
dissemination of information in general and the protection of intellectual property
in particular. Similarly, given the importance and value of data for the activities of
the entities, when relying on data transformation and data analytics services from
third parties, the entities should take all appropriate cybersecurity measures and
report any cyber attacks that they identify. (AM 107)

(46) [...] COM proposal (AM 109 falls).

(46a) Particular consideration should be given to the fact that ICT services,
systems or products subject to specific requirementsin the country of origin that
might represent an obstacle to compliance with EU privacy and data protection
law. Where appropriate, the EDPB should be consulted in the framework of such
risk assessments. Free and open sour ce software aswell as open source hardware
could bring huge benefits in terms of cybersecurity, in particular as regards
transparency and verifiability of features. Asthis could help address and mitigate
specific supply chain risks, their use should be preferred where feasible in line
with Opinion 5/2021 of the EDPS'. (AMs 108, 110, 114)

1 Opinion 5/2021 of the European Data Protection Supervisor on the Cybersecurity Strategy and the NI'S 2.0
Directive, 11 March 2021
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(47) The supply chain risk assessments, in light of the features of the sector
concerned, should take into account both technical and, where relevant, non-
technical factors that should be further specified by the Coordination Group, and
which include those defined in Recommendation (EU) 2019/534, in the EU wide
coordinated risk assessment of 5G networks security and in the EU Toolbox on 5G
cybersecurity agreed by the Cooperation Group. To identify the supply chains that
should be subject to a coordinated risk assessment, the following criteria should be
taken into account: (i) the extent to which essential and important entities use and
rely on specific critical ICT services, systems or products; (ii) the relevance of
specific critical ICT services, systems or products for performing critical or
sensitive functions, including the processing of personal data; (iii) the availability
of aternative ICT services, systems or products; (iv) the resilience of the overal
supply chain of ICT services, systems or products against disruptive events and (v)
for emerging ICT services, systems or products, their potential future significance
for the entities’ activities. (AM 18)

(48) [...] COM proposal

(48a) Small and medium-sized enterprises (SMEs) often lack the scale and
resources to fulfil a broad and growing range of cybersecurity needs in an
interconnected world with an increase of remote work. Member States should

therefore address in their national cybersecurity strategies guidance and support
for SMEs. (AM 112)

(49) [...] COM proposal

(50) Given the growing importance of number-independent interpersonal
communications services, it isnecessary to ensure that such services are al so subject
to appropriate security requirements in view of their specific nature and economic
importance. Providers of such services should thus also ensure a level of
cybersecurity appropriate to the risk posed. Given that providers of number-
independent interpersonal communications services normally do not exercise actual
control over the transmission of signals over networks, the degree of risk for such
services can be considered in some respects to be lower than for traditional
electronic communications services. The same applies to interpersona
communications services which make use of numbers and which do not exercise
actual control over signal transmission. (AM 19)

(51) [...] COM proposal (AM 113 falls)

(52) Where appropriate, entities should be enabled to inform their service recipients
of particular and significant threats and of measures they can take to mitigate the
resulting risk to themselves. The requirement to inform those recipients of such
threats should not discharge entities from the obligation to take, at their own
expense, appropriate and immediate measures to prevent or remedy any cyber
threats and restore the normal security level of the service. The provision of such
information about security threats to the recipients should be free of charge. (AM
20)

(53) In particular, providers of public electronic communications networks or
publicly available electronic communications services, should implement security
by design and by default and be enabled to inform the service recipients of
particular and significant cyber threats and of measures they can take to protect the
security of their devices and communications, for instance by using specific types
of software or encryption technologies. To increase the security of hardware and
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software, providers should be encouraged to use open source and open hardware.
(AM 21)

(54) In order to safeguard the security of electronic communications networks
and services as well as the fundamental rightsto data protection and privacy, the
use of encryption, and in particular end-to-end encryption, should be promoted and,
where necessary, should be mandatory for providers of such services and networks
in accordance with the principles of security and privacy by default and by design
for the purposes of Article 18. The use of end-to-end encryption should be
reconciled with the Member State’ responsibility to ensure the protection of their
essential security interests and public security, and to permit the prevention,
detection and prosecution of criminal offences in compliance with Union and
national law. Solutions for lawful access to information in end-to-end encrypted
communications should maintain the effectiveness of encryption in protecting
privacy and security of communications. Nothing in this Regulation should be
viewed as an effort to weaken end-to-end encryption through " backdoors' or
similar solutions, as encryption shortfalls may be exploited for malicious
purposes. Any measure aimed at weakening encryption or circumventing the
technology’s architecture may incur significant risks to the effective protection
capabilities it entails,. Any unauthorised decryption, reverse—engineering—of
eneryptien-eodes or monitoring of e ectronic communications other than by legal
authorities should be prohibited to ensure the effectiveness of the technology and
its wider use. It is important/essential that Member States address problems
encountered by legal authorities and vulnerability researchers. In some Member
States entities and natural persons researching vulnerabilities are exposed to
criminal and civil liability; Member States are therefore encouraged to issue
guidelines for non-prosecution and non-liability of information security
research. (AM 22, 116, 117, 118, 119, 120part)

(85) ThisDirective lays down atwo-stage approach to incident reporting in order

to strike the right balance between, on the one hand, swift reporting that helps
mitigate the potential spread of incidents and alows entities to seek support, and,
on the other hand, in-depth reporting that draws valuable lessons from individual
incidents and improves over time the resilience to cyber threats of individual
companies and entire sectors. Where entities become aware of an incident, they
should be required to submit an initial notification within 24 hours, followed by a
fina report not later than one month after. The initia notification should only
include the information strictly necessary to make the competent authorities aware
of theincident and allow the entity to seek assistance, if required. Such notification,
where applicable, should indicate whether the incident is presumably caused by
unlawful or malicious action. Member States should ensure that the requirement to
submit this initial notification does not divert the reporting entity’s resources from
activities related to incident handling that should be prioritised. To further prevent
that incident reporting obligations either divert resources from incident response
handling or may otherwise compromise the entities efforts in that respect, Member
States should aso provide that, in duly justified cases and in agreement with the
competent authorities or the CSIRT, the entity concerned can deviate from the
deadlines of 24 hours for theinitial notification and one month for the final report.
(AM 23)

(56) Essentia and important entities are often in a situation where a particular
incident, because of its features, needs to be reported to various authorities as a
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result of notification obligations included in various lega instruments. Such cases
create additional burdens and may also lead to uncertainties with regard to the
format and procedures of such notifications. In view of this and, for the purposes of
simplifying the reporting of security incidents, Member States should establish a
single entry point required under this Directive and also under other Union law such
as Regulation (EU) 2016/679 and Directive 2002/58/EC. ENISA, in cooperation
with the Cooperation Group and the European Data Protection Board, should
devel op common notification templates by means of guidelinesthat would simplify
and streamline the reporting information requested by Union law and decrease the
burdens for companies. (AM 24)

(57) Whereit is suspected that an incident is related to serious criminal activities
under Union or national law, essential and important entities, on the basis of
applicable criminal proceedings rulesin compliance with Union law, should report
incidents of a suspected serious criminal nature to the relevant law enforcement
authorities. Where appropriate, and without prejudice to the personal data protection
rules applying to Europol, it is desirable that coordination between competent
authorities and law enforcement authorities of different Member States be
facilitated by the European Cybercrime Centre (EC3) of Europol and ENISA.
(AM 25, 124)

(58) Persona data are in many cases compromised as aresult of incidents. In this
context, competent authorities should cooperate and exchange information on all
relevant matters with data protection authorities and the supervisory authorities
pursuant to Regulation (EU) 2016/679 and Directive 2002/58/EC. (AM 26)

(59) Maintaining accurate and complete databases of domain names and
registration data (so called “‘WHOIS data’) and providing lawful access to such data
is essential to ensure the security, stability and resilience of the DNS, whichin turn
contributes to a high common level of cybersecurity within the Union. Where
processing includes persona data such processing shall comply with applicable
Union data protection law. (AM 27)

(60) [...] COM proposal. (AM 28 falls)

(61) [..] COM proposal. (AM 127 fdlls)

(62) Tocomplywith alegal obligation in termsof Article 6(1)(c) and Article 6(3)
of Regulation (EU) 2016/679, TLD registries and the entities providing domain
name registration services for them should make publicly available certain domain
name registration dataspecified in the Member State law to which they are subject,
such asthe domain name and the name of the legal person. TLD registries and the
entities providing domain nameregistration servicesfor the TLD should also enable
lawful access to specific domain name registration data concerning natural persons
to legitimate access seekers, notably to competent authorities under this Directive
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or supervisory authorities under Regulation (EU) 2016/679 in accordance with
their powers. Member States should ensure that TLD registries and the entities
providing domain name registration services for them should respond without
undue delay to lawful and duly justified requests from public authorities,
including competent authoritiesunder thisDirective, competent authoritiesunder
Union or national law for the prevention, investigation or prosecution of criminal
offences, or supervisory authorities under Regulation (EU) 2016/679, for the
disclosure of domain name registration data. TLD registries and the entities
providing domain name registration services for them should establish policies and
procedures for the publication and disclosure of registration data, including service
level agreements to deal with requests for access from legitimate access seekers.
The access procedure may also include the use of an interface, portal or other
technica tool to provide an efficient system for requesting and accessing
registration data. With aview to promoting harmonised practices across the internal
market, the Commission may adopt guidelines on such procedures without
prejudice to the competences of the European Data Protection Board. (AM 29)

(63) Fur the purposes of this Directive, al essential and important entities under
this Directive should fall under the jurisdiction of the Member State where they
provide their services. If the entity provides services in more than one Member
State, it should fall under the separate and concurrent jurisdiction of each of these
Member States. The competent authorities of these Member States should agree on
congtituent classifications, cooperate wherever possible, provide real time mutual
assistance to each other and where appropriate, carry out joint supervisory actions.
(AM 30)

(64) In order to take account of the cross-border nature of the services and
operations of DNS service providers, TLD name registries, content delivery
network providers, cloud computing service providers, datacentre service
providers and digital providers, only one Member State should have jurisdiction
over these entities. For the purposes of this Directive, jurisdiction should be
atributed to the Member State in which the respective entity has its man
establishment in the Union. The criterion of establishment for the purposes of this
Directiveimpliesthe effective exercise of activity through stable arrangements. The
legal form of such arrangements, whether through a branch or a subsidiary with a
legal personality, isnot the determining factor in that respect. Whether this criterion
isfulfilled should not depend on whether the network and information systems are
physically located in a given place; the presence and use of such systems do not, in
themselves, constitute such main establishment and are therefore not decisive
criteriafor determining the main establishment. The main establishment should be
the place where the decisions related to the cybersecurity risk management
measures are taken in the Union. Thiswill typically correspond to the place of the
companies’ central administration in the Union. If such decisions are not taken in
the Union, the main establishment should be deemed to be in the Member States
where the entity has an establishment with the highest number of employeesin the
Union. Where the services are carried out by a group of undertakings, the main
establishment of the controlling undertaking should be considered to be the main
establishment of the group of undertakings. (AM 31)

(65) [...] COM proposal (AM 130 falls)
(66) [..] COM proposal
(67) [..] COM proposal
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(68) [...] COM proposal

(69) The processing of personal data, to the extent strictly necessary and
proportionate for the purposes of ensuring network and information security by
entities, public authorities, CERTs, CSIRTS, and providers of security technologies
and services is necessary for compliance with their legal obligations under
national law transposing this Directive, and is therefore covered by Articles
6(1)(c) and 6(3) of Regulation (EU) 2016/679. Moreover, such processing should
constitute a legitimate interest of the data controller concerned, as referred to in
Article 6(1)(f) of Regulation (EU) 2016/679. That should include measures related
to the prevention, detection, analysis and response to incidents, measures to raise
awareness in relation to specific cyber threats, exchange of information in the
context of vulnerability remediation and coordinated disclosure, as well as the
voluntary exchange of information on those incidents, as well as cyber threats and
vulnerabilities, indicators of compromise, tactics, techniques and procedures,
cybersecurity aerts and configuration tools. In many cases, personal data are
compromised following cyber incidents and, therefore, the competent authorities
and data protection authorities of EU Member States should cooperate and
exchangeinformation on all relevant mattersin order to tackle any personal data
breaches. Such measures may require the processing of certain categories of
personal data, including IP addresses, uniform resources locators (URLS), domain
names, and email addresses. (AM 32, 132)

(70) [...] COM proposal (AM 133 falls)

(72) In order to make enforcement effective, a minimum list of administrative
sanctionsfor breach of the cybersecurity risk management and reporting obligations
provided by this Directive should be laid down, setting up a clear and consistent
framework for such sanctions across the Union. Due regard should be given to the
seriousness and duration of the infringement, the actual damage caused or losses
incurred or potential damage or losses that could have been triggered, any relevant
previous infringements, the manner in which theinfringement became known to
the competent authority, the intentional or negligent character of the infringement,
actions taken to prevent or mitigate the damage and/or losses suffered, the degree
of responsibility or any relevant previous infringements, the degree of cooperation
with the competent authority and any other aggravating or mitigating factor. The
penalties imposed, including administrative fines should be subject to appropriate
procedural safeguards in accordance with the general principles of Union law and
the Charter of Fundamental Rights of the European Union, including effective
judicial protection and due process.

(72) [...] COM proposal.
(73) [..] COM proposal.

(74) Member States should be ableto lay down the rules on criminal penaltiesfor
infringements of the national rules transposing this Directive. Those criminal
penalties may also allow for the deprivation of the profits obtained through
infringements of this Regulation. However, the imposition of criminal penalties
for infringements of such national rules and of related administrative penalties
should not lead to a breach of the principle of ne bisin idem, as interpreted by the
Court of Justice. (AM 34)

(75) [...] COM proposal
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(76) In order to further strengthen the effectiveness and dissuasiveness of the
penalties applicable to infringements of obligations laid down pursuant to this
Directive, the competent authorities should be empowered to apply sanctions
consisting of the suspension of a certification or authorisation concerning part or al
the services provided by an essential entity. Given their seriousness and impact on
theentities’ activities and ultimately on their consumers, such sanctions should only
be applied proportionally to the severity of the infringement and taking account of
the specific circumstances of each case, including the intentional or negligent
character of the infringement, actions taken to prevent or mitigate the damage
and/or losses suffered. Such sanctions should only be applied as ultima ratio,
meaning only after the other relevant enforcement actions laid down by this
Directive have been exhausted, and only for the time until the entities to which they
apply take the necessary action to remedy the deficiencies or comply with the
requirements of the competent authority for which such sanctionswere applied. The
imposition of such sanctions shall be subject to appropriate procedural safeguards
in accordance with the general principles of Union law and the Charter of
Fundamental Rights of the European Union, including effective judicial remedies,
due process, presumption of innocence and right of defence. (AM 35)

(77) This Directive should establish cooperation rules between the competent
authorities under this Directive and the supervisory under Regulation (EU)
2016/679 to deal with infringements related to personal data. (AM 36)

(78)This Directive should aim at ensuring a high level of responsibility for the
cybersecurity risk management measures and reporting obligations at the level of
the organisations. For these reasons, the management bodies of the entities falling
within the scope of this Directive should approve the cybersecurity risk measures
and supervise their implementation.

(79) A peer-review mechanism should be introduced, allowing the assessment by
experts designated by the Member States of the implementation of cybersecurity
policies, including the level of Member States’ capabilities and available resources.
The EU should facilitate a coordinated response to large-scale cyber incidents
and crises and offer assistance in order to aid recovery following such cyber
attacks. (AM 135)

(80) [...] COM proposal

(81) [..] COM proposal

(82) [...] COM proposal

(82a) This Directive does not apply to Union institutions, offices, bodies and
agencies. However, Union bodies could be considered essential or important
entities under this Directive. To achieve a uniform level of protection through
consistent and homogeneous rules, the Commission should publish a legidative
proposal to include Union institutions, offices, bodies and agencies in the EU-
wide cybersecurity framework by 31 December 2022. (AM 136)

(83) [...] COM proposal

(84) This Directive respects the fundamental rights, and observes the principles,
recognised by the Charter of Fundamental Rights of the European Union, in
particular the right to respect for private life and communications, the protection of
personal data, the freedom to conduct a business, the right to property, the right to
an effective remedy before a court and the right to be heard. This Directive should
be implemented in accordance with those rights and principles, principles, and in

8
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full compliance with existing Union legislation regulating these issues. Any
processing of personal data under this Directive is subject to Regulation (EU)
2016/679 and Directive 2002/58/EC, in their respective scope of application,
including the tasks and powers of the supervisory authorities competent to
monitor compliance with those legal instruments. (AM 37)

CHAPTER |11 - Cooper ation

CAS8

ARTICLE 12 - Cooper ation Group
Covers AMs 48 (rapp), 49 (rapp), 190 (RE), 191 (RE), 192 (L eft)
Fal: AMs 189 (Left), 193 (Left)

1. In order to support and to facilitate strategic cooperation and the exchange of
information among Member States in the field of application of the Directive, a
Cooperation Group is established.

2. The Cooperation Group shall carry out its tasks on the basis of biennial work
programmes referred to in paragraph 6.

3. The Cooperation Group shall be composed of representatives of Member States,
the Commission and ENISA. The European External Action Service, the European
Cybercrime Centre at Europol and the European Data Protection Board shall
participate in the activities of the Cooperation Group as an observer. The European
Supervisory Authorities (ESAS) in accordance with Article 17(5)(c) of Regulation
(EU) XXXX/XXXX [the DORA Regulation] may participate in the activities of the
Cooperation Group. Where relevant for_the performance of its tasksappropriate,
the Cooperation Group shallmay invite representatives of relevant stakeholders;
eludingacademia-and-civi-soetety;-to participate in its work_and the European
Parliament to participate as observer. The Commission shall provide the
secretariat. (AM 48, 190, 191, 192)

4. The Cooperation Group shall have the following tasks:

(@) providing guidance to competent authorities in relation to the transposition and
implementation of this Directive;

(b) exchanging best practices and information in relation to the implementation
of this Directive, including in relation to cyber threats, incidents, vulnerabilities,
near misses, awareness-raising initiatives, trainings, exercises and skills, building
capacity aswell as standards and technical specifications;

(c) exchanging advice and cooperating with the Commission on emerging
cybersecurity policy initiatives;

(d) exchanging advice and cooperating with the Commission on draft Commission
implementing or delegated acts adopted pursuant to this Directive;

(e) exchanging best practices and information with relevant Union institutions,
bodies, offices and agencies,

(f) discussing reports on the peer review referred to in Article 16(7);

(g) discussing results from joint-supervisory activities in cross-border cases as
referred to in Article 34;

(n)  providing strategic guidance to the CSIRTs network on specific emerging
issues;
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(i) contributing to cybersecurity capabilities across the Union by facilitating the
exchange of national officials through a capacity building programme involving
staff from the Member States” competent authorities or CSIRTS;

() organising regular joint meetings with relevant private interested parties from
across the Union to discuss activities carried out by the Group and gather input on
emerging policy challenges;

(k) discussing thework undertaken in relation to cybersecurity exercises, including
the work done by ENISA.

5. The Cooperation Group may request from the CSIRT network atechnical report
on selected topics.

6. By ... 24 months after the date of entry into force of this Directive and every
two years thereafter, the Cooperation Group shall establish a work programme in
respect of actions to be undertaken to implement its objectives and tasks. The
timeframe of the first programme adopted under this Directive shall be aligned with
the timeframe of the last programme adopted under Directive (EU) 2016/1148.

7. The Commission may adopt implementing acts laying down procedural
arrangements necessary for the functioning of the Cooperation Group. Those
implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 37(2).

8. The Cooperation Group shall meet regularly and at least twice a year with the
Critical Entities Resilience Group established under Directive (EU) XXXX/XXXX
[Resilience of Critical Entities Directive] to facilitate strategic cooperation and real
time information exchange. (AM 49)

CA9

Article 13 - CSIRT network
Covers AM 194 (RE)

1. Inorder to contributeto the devel opment of confidence and trust and to promote
swift and effective operationa cooperation among Member States, anetwork of the
national CSIRTs s established.

2. The CSIRTs network shall be composed of representatives of the Member
States’ CSIRTs and CERT-EU. The Commission and the European Cybercrime
Centre at Europol shall participate in the CSIRTs network as an observer. ENISA
shall provide the secretariat and shall actively support cooperation among the
CSIRTs. (AM 194)

3. TheCSIRTs network shall have the following tasks:

(@ exchanginginformation on CSIRTs’ capabilities;

(b) exchanging relevant information on incidents, near misses, cyber threats, risks
and vulnerabilities,

(c) attherequest of arepresentative of the CSIRT network potentially affected by
an incident, exchanging and discussing information in relation to that incident and
associated cyber threats, risks and vulnerabilities,

(d) attherequest of arepresentative of the CSIRT network, discussing and, where

possible, implementing a coordinated response to an incident that has been
identified within the jurisdiction of that Member State;

10
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(e providing Member States with support in addressing cross-border
incidents pursuant to this Directive;

()] cooperating and providing assistance to designated CSIRTSs referred to in
Article 6 with regard to the management of multiparty coordinated disclosure of
vulnerabilities affecting multiple manufacturers or providers of ICT products, ICT
services and ICT processes established in different Member States;

(g) discussing and identifying further forms of operational cooperation, including
in relation to:

(i)  categoriesof cyber threats and incidents;

(i)  early warnings,

(ili)  mutual assistance;

(iv) principles and modalities for coordination in response to cross-border risks
and incidents;

(v) contribution to the national cybersecurity incident and crisis response
plan referred toin Article 7 (3);

(h)  informing the Cooperation Group of its activities and of the further forms of
operational cooperation discussed pursuant to point (g), where necessary,
requesting guidance in that regard,;

(i) taking stock from cybersecurity exercises, including from those organised by
ENISA;

() a the request of an individual CSIRT, discussing the capabilities and
preparedness of that CSIRT;

(k) cooperating and exchanging information with regiona and Union-level
Security Operations Centres (SOCs) in order to improve common situational
awareness on incidents and threats across the Union;

(1) discussing the peer-review reports referred to in Article 16(7);

(m) issuing guidelines in order to facilitate the convergence of operational
practices with regard to the application of the provisions of this Article concerning
operational cooperation.

4.  For the purpose of the review referred to in Article 35 and by 24 months after
the date of entry into force of this Directive, and every two years thereafter, the
CSIRTSs network shall assess the progress made with the operational cooperation
and produce a report. The report shall, in particular, draw conclusions on the
outcomes of the peer reviews referred to in Article 16 carried out in relation to
national CSIRTS, including conclusions and recommendations, pursued under this
Article. That report shall also be submitted to the Cooperation Group.

5.  The CSIRTs network shall adopt its own rules of procedure.

CA10

ARTICLE 14 - The European cyber crisesliaison organisation network (EU -
CyCLONe)

Covers AM 195 (RE), 197 (RE)
Falls: AM 196 (ECR)

1. In order to support the coordinated management of large-scale cybersecurity
incidents and crises at operational level and to ensure the regular exchange of

11
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information among Member States and Union institutions, bodies and agencies,
the European Cyber Crises Liaison Organisation Network (EU - CyCLONe) is
hereby established.

2. EU-CyCLONe shall be composed of the representatives of Member States’ crisis
management authorities designated in accordance with Article 7, the Commission
and ENISA. The European Cybercrime Centre at Europol shall participatein the
activities of EU-CyCLONe as an observer. ENISA shall provide the secretariat of
the network and support the secure exchange of information. (AM 195)

3. EU-CyCLONe shall have the following tasks:

(&) increasingthelevel of preparedness of the management of large scale incidents
and crises;

(b) developing a shared situational awareness of relevant cybersecurity events;
(c) coordinating large scale incidents and crisis management and supporting
decision-making at political level in relation to such incidents and crisis,

(d) discussing national cybersecurity incident and response plans referred to in
Article 7(2).

4. EU-CyCLONe shall adopt itsrules of procedure.

5. EU-CyCLONe shal regularly report to the Cooperation Group on cyber threats,

incidents and trends, focusing in particular on their impact on essentia and
important entities.

6. EU-CyCLONe shall cooperate with the CSIRTs network on the basis of agreed
procedural arrangements, and with law enforcement in the framework of the EU
Law Enforcement Emergency Response Protocol. (AM 197)

CAll

ARTICLE 15 - Report on the state of cybersecurity in the Union
Covers: AMs 50 (rapp), 51 (rapp), 198 (Greens), 199 (ID), 200 (Greens)
Fal: AMs

1. ENISA shall issue, in cooperation with the Commission, an annual report on the
state of cybersecurity in the Union. The report shall be delivered in machine-
readable format and in particul ar include an assessment of the following: (AMs 50,
198, 199)

(a) the development of cybersecurity capabilities across the Union;

(b) the technical, financial and human resources available to competent authorities
and cybersecurity policies, and the implementation of supervisory measures and
enforcement actionsin light of the outcomes of peer reviews referred to in Article
16;

(c) a cybersecurity index providing for an aggregated assessment of the maturity
level of cybersecurity capabilities

(ca) the impact of cybersecurity incidents on the protection of personal data in
the Union. (AM 51)

(ca) an overview of the general level of cybersecurity awareness and use of
cybersecurity measuresamongst citizensaswell ason the general level of security
of consumer-oriented connected devices put on the market in the Union. (AM
200)
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2. The report shall include particular policy recommendations for increasing the
level of cybersecurity across the Union and a summary of the findings for the
particular period from the Agency’s EU Cybersecurity Technical Situation Reports
issued by ENISA in accordance with Article 7(6) of Regulation (EU) 2019/881.

Article 16 - Peer reviews (no AMstabled = COM text)

CHAPTER IV - Cybersecurity risk management and reporting obligations

SECTION | - Cybersecurity risk management and reporting

CA12

ARTICLE 17 - Governance
Covers AMs 52 (rapp), 202 (RE)
Fal: AM 201 (ECR)

1. Member States shall ensure that the management bodies of essential and
important entities approve the cybersecurity risk management measures taken by
those entities in order to comply with Article 18, supervise its implementation and
be accountable for the non-compliance by the entities with the obligations under
thisArticle.

2. Member States shall ensure that members of the management body and
responsible specialists for cybersecurity follow specific trainings, on a regular
basis, to gain sufficient knowledge and skills in order to apprehend and assess
evolving cybersecurity risks and management practices and their impact on the
operations of the entity. (AM 52, 20)

CA13

ARTICLE 18 - Cybersecurity risk management measur es
Covers AMs 53 (rapp), 54 (rapp), 203 (RE), 205 (Greens), 206 (ID), 207 (Greens)
Fall: AM 204 (ECR)

1. Member States shall ensure that essential and important entities shall take
appropriate and proportionate technical and organisational measures to manage the
risks posed to the cybersecurity of network and information systems used for the
provision of their services, and in view of assuring the continuity of these services,
and to mitigate the risks posed to the rights of individuals when their personal
data are processed. Having regard to the state of the art, those measures shall ensure
alevel of cybersecurity of network and information systems appropriate to the risk
presented. (AM 53, 203)

2.The measures referred to in paragraph 1 shall include at |east the following:
(@) risk analysis and information system security policies,

(b) incident handling (prevention, detection, and response to incidents);

(c) business continuity and crisis management;
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(d) supply chain security including security-related aspects concerning the
relationships between each entity and its suppliers or service providers such as
providers of data storage and processing services or managed security services;

(e) security in network and information systems acquisition, development and
maintenance, including vulnerability handling and disclosure;

(f) policies and procedures (testing and auditing) to assess the effectiveness of
cybersecurity risk management measures;

(g) theuse of cryptography and strong encryption. (AM 205)

3. Member States shall ensure that, where considering appropriate and
proportionate measures referred to in point (d) of paragraph 2, entities shall take
into account the vulnerabilities specific to each supplier and service provider and
the overal quality of products and cybersecurity practices of their suppliers and
service providers, including their secure development procedures. Competent
authorities shall provide guidance to entities on the practical and proportionate
application. (AM 54, 206)

4. Member States shall ensure that where an entity findsthat respectively its services
or tasks are not in compliance with the requirements laid down in paragraph 2, it
shall, without undue delay, take all necessary corrective measures to bring the
service concerned into compliance.

5. The Commission may adopt implementing acts in order to lay down the technical
and the methodological specifications of the elements referred to in paragraph 2.
Where preparing those acts, the Commission shall proceed in accordance with the
examination procedure referred to in Article 37(2) and follow, to the greatest extent
possible, international and European standards, as well as relevant technical
specifications.

6. The Commission is empowered to adopt delegated acts in accordance with

Article 36 to supplement the elements laid down in paragraph 2 to take account of
new cyber threats, technological developments or sectoria specificities.

6a. Member States shall give the user of a network and information system
provided by an essential or important entity the right to obtain from the entity
information on thetechnical and organisational measuresin placeto mitigatethe
risks posed to the security of network and information systems. Member States
shall define the limitations to that right. (AM 207)

CAl14

ARTICLE 19 - EU coordinated risk assessmentsof critical supply chains
Covers AM 208 (Greens)
Fal: AM 209 (RE), 210 (Greens)

1. The Cooperation Group, in cooperation with the Commission and ENISA, shall
carry out coordinated security risk assessments of specific critical ICT services,
systems or products supply chains, taking into account technical and, where
relevant, non-technical risk factors. (AM 208)

2.The Commission, after consulting with the Cooperation Group and ENISA, shall
identify the specific critical ICT services, systemsor products that may be subject to
the coordinated risk assessment referred to in paragraph 1. (AM 210)

CA15

ARTICLE 20 - Reporting obligations
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Covers AMs 55 (rapp), 56 (rapp), 57 (rapp), 58 (rapp), 59 (rapp), 211 (Greens), 212
(RE), 213 (ECR), 217 (RE)

Eal: AM 214 (1D), 215 (ECR), 216 (Greens), 218 (Greens)

1. Member States shall ensure that essential and important entities notify, without
undue delay and in_any event within 24 hours, the competent authorities or the
CSIRT in accordance with paragraphs 3 and 4 of any incident having a significant
impact on the provision of their services, and the competent law enforcement
authorities if the incident is of a suspected or known malicious nature. Those
entities shall notify, without undue delay, and in any event within 24 hours, the
recipients of their services of incidents that are likely to adversely affect the
provision of that service and provide information that would enable them to
mitigate the adver se effects of the cyberattacks. By way of exception, where public
disclosure could trigger further cyberattacks, those essential—and-Hnpeortant
entities may delay the notification. Member States shall ensure that those entities
report, among others, any information enabling the competent authorities or the
CSIRT to determine any cross-border impact of the incident. (AMs 211, 212, 213)
2. Member States shall ensure that essential and important entities are able to
notify the competent authorities or the CSIRT of any significant cyber threat that
those entities identify that could have potentially resulted in a significant incident.
(AM 55)

Where applicable, those entities shall be allowed to notify the recipients of their
services that are potentially affected by a significant cyber threat of any measures
or remedies that those recipients can take in response to that threat. Where such
notification is provided, the entities shall also notify those recipients of the threat
itself. The notification shall not make the notifying entity subject to increased
liability. (AM 56)

3. Anincident shall be considered significant if:

(@) the incident has caused or has the potential to cause substantial operational
disruption or financial losses for the entity concerned;

(b) the incident has affected or has the potential to affect other natural or legal
persons by causing considerable material or non-material |osses.

4. Member States shall ensure that, for the purpose of the notification under
paragraph 1, the entities concerned shall submit to the competent authorities or the
CSIRT:

(@ without undue delay and in any event within 24 hours after having become
aware of the incident, an initial notification, which, where applicable, shall indicate
whether the incident is presumably caused by unlawful or malicious action;

(b) upon the request of a competent authority or a CSIRT, an intermediate report
on relevant status updates;

(c) acomprehensive report not later than one month after the submission of the
report under point (a), including at least the following: (AM 58)

(i) adetailed description of the incident, its severity and impact;

(ii) thetypeof cyber threat or root cause that likely triggered the incident; (AM 59)
(iii) applied and ongoing mitigation measures or remedies. (AM 60)

Member States shall provide that in duly justified cases and in agreement with the

competent authorities or the CSIRT, the entity concerned can deviate from the
deadlines laid down in points (a) and (c).
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5. The competent national authorities or the CSIRT shall provide, within 24 hours
after recelving the initial notification referred to in point (a) of paragraph 4, a
response to the notifying entity, including initial feedback on the incident and, upon
request of the entity, guidance on the implementation of possible mitigation
measures. Wherethe CSIRT did not receive the notification referred to in paragraph
1, the guidance shall be provided by the competent authority in collaboration with
the CSIRT. The CSIRT shall provide additional technical support if the concerned
entity so requests. Where the incident is suspected to be of crimina nature, the
competent national authorities or the CSIRT shall aso provide guidance on
reporting the incident to law enforcement authorities.

6. Where appropriate, and in particular where the incident referred to in paragraph
1 concernstwo or more Member States, the competent authority or the CSIRT shall
inform the other affected Member States and ENISA of theincident. I f the incident
concerns two or more Member States and is suspected to be of criminal nature,
the competent authority or the CSIRT shall inform EUROPOL. In so doing, the
competent authorities, CSIRTs and single pointsof contact shall, in accordancewith
Union law or national legislation that complies with Union law, preserve the entity’s
security and commercia interests as well as the confidentiality of the
information provided. (AM 217)

7. Where public awareness is necessary to prevent an incident or to deal with an
ongoing incident, or where disclosure of the incident is otherwise in the public
interest, the competent authority or the CSIRT, and where appropriate the
authorities or the CSIRTs of other Member States concerned may, after consulting
the entity concerned, inform the public about the incident or require the entity to do
0.

8. At the request of the competent authority or the CSIRT, the single point of
contact shall forward notifications received pursuant to paragraphs 1 and 2 to the
single points of contact of other affected Member States.

9. Thesingle point of contact shall submit to ENISA on amonthly basisasummary
report including anonymised and aggregated data on incidents, significant cyber
threats and near misses notified in accordance with paragraphs 1 and 2 and in
accordance with Article 27. In order to contribute to the provision of comparable
information, ENISA may issue technical guidance on the parameters of the
information included in the summary report.

10. Competent authorities shall provide to the competent authorities designated
pursuant to Directive (EU) XXX X/XXXX [Resilience of Critical Entities Directive]
information on incidents and cyber threats notified in accordance with paragraphs
1 and 2 by essential entitiesidentified as critical entities, or as entities equivalent to
critical entities, pursuant to Directive (EU) XXXX/XXXX [Resilience of Critical
Entities Directive].

11. The Commission, may adopt implementing acts further specifying the type of
information, the format and the procedure of a notification submitted pursuant to
paragraphs 1 and 2. The Commission may also adopt implementing acts to further
specify the cases in which an incident shall be considered significant as referred to
in paragraph 3. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 37(2).

ARTICLE 21 - Use of European cyber security certification schemes

16



21/09/2021.v03

No compromise - AM 220 (ECR) as a consequential AM should fall

CAl6

ARTICLE 22 - Standar disation
Covers AMs 221 (Greens), 222 (RE)

1. In order to promote the convergent implementation of Article 18(1) and (2),
Member States shall, without imposing or discriminating in favour of the use of a
particular type of technology, encourage the use of European or internationaly
accepted standards and specifications relevant to the security of network and
information systems.

2. ENISA, after having consulted the EDPB and in collaboration with Member
States, shall draw up advice and guidelines regarding the technical areas to be
considered in relation to paragraph 1 aswell asregarding already existing standards,
including Member States' nationa standards, which would allow for those areas to
be covered. (AMs 221, 222)

CAl7

ARTICLE 23 - Databases of domain names and registration data

Covers AMs 62 (rapp), 63 (rapp), 64 (rapp), 65 (rapp), 224 (Left), 225 (Left), 226
(Left), 227 (RE)

Fal: AMs 223 (Greens)

1. For the purpose of contributing to the security, stability and resilience of the
DNS, Member States shall ensure that TLD have policies and proceduresin place
to ensure that accurate and complete domain name registration data is collected
and maintained in a dedicated database facility in accordance with to Union data
protection law as regards datawhich are personal data. Member States shall ensure
that such policies and procedures are made publicly available. (AM 62, 224)

2. Member States shall ensure that the databases of domain name registration data
referred to in paragraph 1 contain the information necessary to identify and contact
the holders of the domain names, namely their name, their physical and e-mail
address aswell astheir telephone number, and the points of contact administering
the domain names under the TLDs. (AMs 63, 225)

4. Member States shall ensure that the TLD registries and the entities providing
domain name registration services for the TLD publish, in accordance with Article
6(1)(c) and Article 6(3) of Regulation (EU) 2016/679 and without undue delay
after theregistration of adomain name, certain domain nameregistration data, such
asthe domain name and the name of the legal person. (AM 65)

5. Member States shall ensure that the TLD registries and the entities providing
domain name registration services for the TLD provide access to specific domain
name registration data upon lawful and duly justified requests of public authorities,
including competent authoritiesunder this Directive, competent authoritiesunder
Union or national law for the prevention, investigation or prosecution of criminal
offences, or supervisory authorities under Regulation (EU) 2016/679, in
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compliance with Union data protection law. Member States shall ensure that the
TLD registries and the entities providing domain name registration services for the
TLD reply without undue delay to al lawful and duly justified requests for access.
Member States shall ensure that policies and procedures to disclose such data are
made publicly available. (AM 66, 226, 227)

Section Il - Jurisdiction and Reqistration

CA18

ARTICLE 24 - Jurisdiction and territoriality
Covers AM 67 (rapp)
Fal: AMs 228 (Greens)

1. DNS service providers, TLD name registries, cloud computing service providers,
data centre service providers and content delivery network providers referred to in
point 8 of Annex |, as well as digital providers referred to in point 6 of Annex Il
shall be deemed to be under thejurisdiction of the Member State in which they have
their main establishment in the Union.

2. For the purposes of this Directive, entities referred to in paragraph 1 shall be
deemed to have their main establishment in the Union in the Member State where
the decisions related to the cybersecurity risk management measures are taken. If
such decisions are not taken in any establishment in the Union, the main
establishment shall be deemed to be in the Member State where the entities have
the establishment with the highest number of employeesin the Union.

3. If an entity referred to in paragraph 1 is not established in the Union, but offers
services within the Union, it shall designate a representative in the Union. The
representative shall be established in one of those Member States wherethe services
are offered. Without pregjudice to the competences of the supervisory authorities
under Regulation (EU) 2016/679, such entity shall be deemed to be under the
jurisdiction of the Member State where the representative is established. In the
absence of a designated representative within the Union under this Article, any
Member State in which the entity provides services may take legal actions against
the entity for non-compliance with the obligations under this Directive. (AM 67)

4. The designation of arepresentative by an entity referred to in paragraph 1 shall
be without prejudice to legal actions, which could be initiated against the entity
itself.

CA19

ARTICLE 25 - Registry for essential and important entities

Covers AM 229 (Greens)

1. ENISA shall create and maintain a secure registry for essential and important
entities referred to in Article 24(1). The entities shall submit the following
information to ENISA by [12 months after entering into force of the Directive at the
latest]: (AM 229)

(&) the name of the entity;

(b) the address of its main establishment and its other legal establishments in the

Union or, if not established in the Union, of its representative designated pursuant
to Article 24(3);

18




21/09/2021.v03

(c) up-to-date contact details, including email addresses and tel ephone numbers of
the entities.

2. Theentitiesreferred to in paragraph 1 shall notify ENISA about any changes to
the detail sthey submitted under paragraph 1 without delay, and in any event, within
three months from the date on which the change took effect.

3. Upon receipt of the information under paragraph 1, ENISA shall forward it to
the single points of contact depending on the indicated location of each entity’s
main establishment or, if it is not established in the Union, of its designated
representative. Where an entity referred to in paragraph 1 has besides its main
establishment in the Union further establishments in other Member States, ENISA
shall also inform the single points of contact of those Member States.

4. Where an entity failsto register its activity or to provide the relevant information
within the deadline set out in paragraph 1, any Member State where the entity
provides services shall be competent to ensure that entity’s compliance with the
obligationslaid down in this Directive.

CHAPTER V - Information sharing

CA20

ARTICLE 26 - Cybersecurity information-sharing arrangements
Covers AMs 68 (rapp), 230 (ID)
Fall: AMs 231 (ECR), 232 (ECR), 233 (ECR)

1. Without prejudice to Regulation (EU) 2016/679 or Directive 2002/58/EC,
Member States shall ensure that essential and important entities may exchange
relevant cybersecurity information among themselves, including information
relating to cyber threats, vulnerabilities, indicators of compromise, tactics,
techniques and procedures, cybersecurity alerts and configuration tools and the
location or identity of the attacker, where such information sharing: (AM 68, 230)

(@ amsat preventing, detecting, responding to or mitigating incidents;

(b) enhancesthe level of cybersecurity, in particular through raising awarenessin
relation to cyber threats, limiting or impeding such threats ‘ability to spread,
supporting a range of defensive capabilities, vulnerability remediation and
disclosure, threat detection techniques, mitigation strategies, or response and
recovery stages.

2. Member States shall ensurethat the exchange of information takes place within
trusted communities of essential and important entities. Such exchange shall be
implemented through information sharing arrangements in respect of the potentially
sensitive nature of theinformation shared and in compliance with the rules of Union
law referred to in paragraph 1.

3. Member States shall set out rules specifying the procedure, operational el ements
(including the use of dedicated ICT platforms), content and conditions of the
information sharing arrangements referred to in paragraph 2. Such rules shall also
lay down the details of the involvement of public authorities in such arrangements,
as well as operational elements, including the use of dedicated IT platforms.
Member States shall offer support to the application of such arrangements in
accordance with their policies referred to in Article 5(2) (g).

4. Essential and important entities shall notify the competent authorities of their
participation in the information-sharing arrangements referred to in paragraph 2,
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upon entering into such arrangements, or, as applicable, of their withdrawal from
such arrangements, once the withdrawal takes effect.

5. In compliance with Union law, ENISA shall support the establishment of
cybersecurity information-sharing arrangements referred to in paragraph 2 by
providing best practices and guidance.

ARTICLE 27 - Voluntary notification of relevant information
No compromise proposal as no AMs tabled

CHAPTER VI - Supervision and enfor cement

CA21

ARTICLE 28 - General aspects concerning supervision and enfor cement
Covers AMs 69 (rapp), 234 (Greens)

1. Member States shall ensure that competent authorities effectively monitor and
take the measures necessary to ensure compliance with this Directive, in particular
the obligations laid down in Articles 18 and 20.

2. Competent authorities shall work in close cooperation with supervisory
authorities when addressing incidents resulting in personal data breaches without
prejudice to the competences, tasks and powers of supervisory authorities
pursuant to Regulation (EU) 2016/679. To this end, competent authorities and
supervisory authorities shall exchange information relevant for their respective
area of competence. Moreover, competent authorities shall, upon request of the
competent supervisory authorities, provide them with all information obtained in
the context of any audits and investigations that relate to the processing of
personal data. (AM 69, 234)

CA22

ARTICLE 29 - Supervision and enforcement for essential entities

Covers AMs 70 (rapp), 71 (rapp), 72 (rapp), 73 (rapp), 74 (rapp), 75 (rapp), 76
(rapp), 77 (rapp), 78 (rapp)

1. Member States shall ensure that the measures of supervision or enforcement
imposed on essential entities in respect of the obligations set out in this Directive
are effective, proportionate and dissuasive, taking into account the circumstances
of each individual case.

2. Member States shall ensure that competent authorities, where exercising their
supervisory tasks in relation to essential entities, have the power to subject those
entitiesto:

(&) on-siteinspections and off-site supervision, including random checks;

(b) regular audits;

(c) targeted security audits based on risk assessments or risk-related available
information;

(d) security scans based on objective, non-discriminatory, fair and transparent risk
assessment criteria;

(e) requests of information necessary to assess the cybersecurity measures adopted

by the entity, including documented cybersecurity policies, as well as compliance
with the obligation to notify the ENISA pursuant to Article 25 (1) and (2);
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(f) reguests to access data, documents or any information necessary for the
performance of their supervisory tasks;

(g) requests for evidence of implementation of cybersecurity policies, such as the
results of security audits carried out by a qualified auditor and the respective
underlying evidence.

3. Where exercising their powers under points (e) to (g) of paragraph 2, the
competent authorities shall state the purpose of the request and specify the
information requested.

4. Member States shall ensure that competent authorities, where exercising their
enforcement powers in relation to essential entities, have the power to:

(a) issue warnings on the entities’ non-compliance with the obligations laid down
in this Directive;

(b) issue binding instructions or an order requiring those entities to remedy the
deficiencies identified or the infringements of the obligations laid down in this
Directive,

(c) order those entities to cease conduct that is non-compliant with the obligations
laid down in this Directive and desist from repeating that conduct;

(d) order those entities to bring their risk management measures and/or reporting
obligations in compliance with the obligations laid down in Articles 18 and 20 in a
specified manner and within a specified period,;

(e) order those entities to inform the natural or legal person(s) to whom they
provide services or activities which are potentially affected by a significant cyber
threat of any possible protective or remedial measures which can be taken by those
natural or legal person(s) in response to that threat;

(f) order those entities to implement the recommendations provided as aresult of
a security audit within areasonable deadline;

(g) designate amonitoring officer with well-defined tasks over adetermined period
of time to oversee the compliance with their obligations provided for by Articles 18
and 20;

(i) make a public statement which identifies the legal and natural person(s)
responsible for the infringement of an obligation laid down in this Directive and the
nature of that infringement;

()) impose or request the imposition by the relevant bodies or courts according to
national laws of an administrative fine pursuant to Article 31 in addition to, or
instead of, the measures referred to in points (@) to (i) of this paragraph, depending
on the circumstances of each individual case.

5. Where enforcement actions adopted pursuant to points (a) to (d) and (f) of
paragraph (4) prove ineffective, Member States shall ensure that competent
authorities have the power to establish a deadline within which the essential entity
IS requested to take the necessary action to remedy the deficiencies or comply with
the requirements of those authorities. If the requested action is not taken within the
deadline set, Member States shall ensure that the competent authorities have the
power to:
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(a) suspend or request a certification or authorisation body to suspend acertification
or authorisation concerning part or al the services or activities provided by an
essential entity;

1FFenqexeFetsu-ng4qqanager-tal—ﬁutaetlensrmthat—entttsyL (AM 71)

This sanction shall be applied only until the entity takes the necessary action to
remedy the deficiencies or comply with the requirements of the competent authority
for which such sanctions were applied. (AM 72)

6. Member States shall ensure that any natural person responsible for or acting as a
representative of an essential entity on the basis of the power to represent it, the
authority to take decisions on its behalf or the authority to exercise control of it has
the powers to ensure its compliance with the obligations laid down in this
Directive. Member States shall ensure that those natural persons may be held liable
for breach of their duties to ensure compliance with the obligations laid down in
this Directive.

7. Wheretaking any of the enforcement actions or applying any sanctions pursuant
to paragraphs 4 and 5, the competent authorities shall comply with the rights of the
defence and take account of the circumstances of each individual case and, as a
minimum, take due account of:

(@) the seriousness of the infringement and the importance of the provisions
breached. Among the infringements that should be considered as serious: repeated
violations, failure to notify or remedy incidents with a significant disruptive effect,
failure to remedy deficiencies following binding instructions from competent
authorities obstruction of audits or monitoring activities ordered by the competent
authority following the finding of an infringement, providing false or grossly
inaccurate information in relation to risk management requirements or reporting
obligations set out in Articles 18 and 20.
(b) the duration of the infringement, including the element of repeated
infringements;
(c) the actual material or non- materlal damage caused or losses incurred er
. a , insofar as they can be
determi ned Where eval uatlng thls aspect account shall be taken, amongst others,
of actual or potential financial or economic losses, effects on other services, number
of users affected or potentially affected; (AM 73)

(ca) anyrelevant previousinfringements by the entity concerned; (AM 74)

(cb) the manner in which the infringement became known to the competent
authority, in particular whether, and if so to what extent, the entity notified the
infringement; (AM 75)

(d) theintentional or negligent character of the infringement;
(e) measures taken by the entity to prevent or mitigate the damage and/or losses;
(f) adherenceto approved codes of conduct or approved certification mechanisms,

(g9) the level of cooperation with the competent authorities in order to remedy the
infringement and mitigate possible adver se effects of theinfringements; (AM 76)
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(ga) anyother aggravating or mitigating factor applicableto the circumstances
of the case, such as financial benefits gained or losses avoided, directly or
indirectly, from theinfringement. (AM 77)

8. The competent authorities shall set out a detailed reasoning for their enforcement
decisions. Before taking such decisions, the competent authorities shall notify the
entities concerned of their preliminary findings and alow a reasonable time for
those entities to submit observations.

9. Member States shall ensure that their competent authorities inform in real time
the relevant competent authorities of all Member States designated pursuant to
Directive (EU) XXXX/XXXX [Resilience of Critical Entities Directive] when
exercising their supervisory and enforcement powers aimed at ensuring compliance
of an essentia entity identified as critical, or as an entity equivaent to a critica
entity, under Directive (EU) XXXX/XXXX [Reslience of Critical Entities
Directive] with the obligations pursuant to this Directive. Upon request of
competent authorities under Directive (EU) XXXX/XXXX [Resilience of Critical
Entities Directive], competent authorities may exercise their supervisory and
enforcement powers on an essential entity identified as critical or equivalent. (AM
78)

CAZ23

ARTICLE 30 - Supervision and enforcement for important entities

Covers AMs 79 (rapp), 80 (rapp)

Fals: AM 235 (ECR)

1.  When provided with evidence or indication that an important entity is not in
compliance with the obligations laid down in this Directive, and in particular in
Articles 18 and 20, Member States shall ensure that the competent authorities take
action, where necessary, through ex post supervisory measures.

2. Member States shall ensure that the competent authorities, where exercising
their supervisory tasks in relation to important entities, have the power to subject
those entities to:

(@) on-siteinspections and off-site ex post supervision;

(b) targeted security audits based on risk assessments or risk-related available
information;

(c) security scans based on objective, fair and transparent risk assessment criteria;
(d) requests for any information necessary to assess ex-post the cybersecurity
measures, including documented cybersecurity policies, aswell as compliance with
the obligation to notify ENISA pursuant to Article 25(1) and (2);

(e) requests to access data, documents and/or information necessary for the
performance of the supervisory tasks.

3.  Where exercising their powers pursuant to points (d) or (€) of paragraph 2, the
competent authorities shall state the purpose of the request and specify the
information requested.

4. Member States shall ensure that the competent authorities, where exercising
their enforcement powers in relation to important entities, have the power to:

(a) issue warnings on the entities’ non-compliance with the obligations laid down
in this Directive;

23




21/09/2021.v03

(b) issue binding instructions or an order requiring those entities to remedy the
deficiencies identified or the infringement of the obligations laid down in this
Directive;

(c) order those entities to cease conduct that is in non-compliant with the
obligations laid down in this Directive and desist from repeating that conduct;

(d) order those entities to bring their risk management measures or the reporting
obligations in compliance with the obligations laid down in Articles 18 and 20 in a
specified manner and within a specified period;

(e) order those entities to inform the natural or lega person(s) to whom they
provide services or activities which are potentially affected by a significant cyber
threat of any possible protective or remedial measures which can be taken by those
natural or legal person(s) in response to that threat;

(f) order those entities to implement the recommendations provided as a result of
a security audit within areasonable deadline;

: ! ; 3 nRer; (AM 79)
() make a public statement which identifies the legal and-natural-person(s)
responsible for the infringement of an obligation laid down in this Directive and the
nature of that infringement; (AM 80)

(i) impose or request the imposition by the relevant bodies or courts according to
national laws of an administrative fine pursuant to Article 31 in addition to, or
instead of, the measures referred to in points (a) to (h) of this paragraph, depending
on the circumstances of each individual case.

5. Article 29 (6) to (8) shall also apply to the supervisory and enforcement measures
provided for in this Article for the important entities listed in Annex I1.

CA24

ARTICLE 31- General conditions for imposing administrative fines on
essential and important entities

Covers AMs 81(rapp), 82 (rapp)
Fall: AMs 237 (ECR), 238 (ECR)

1. Member States shall ensure that the imposition of administrative fines on
essential and important entities pursuant to this Article in respect of infringements
of the obligations laid down in this Directive are, in each individual case, effective,
proportionate and dissuasive.

2. Administrative fines shall be imposed in addition to, or instead of, measures
referred to in points (a) to (i) of Article 29(4), Article 29(5) and points (a) to (h) of
Article 30(4), depending on the circumstances of each individual case. (AM 81)
3. Deciding whether to impose an administrative fine shall depend on the
circumstances of each individual case, and when deciding on its amount in each
individual case due regard shall be given, as a minimum, to the elements provided
for in Article 29(7). (AM 82)

4. Member States shall ensure that infringements of the obligations laid down in
Article 18 or Article 20 shall, in accordance with paragraphs 2 and 3 of thisArticle,
be subject to administrative fines of a maximum of at least 10 000 000 EUR or up
to 2% of the total worldwide annual turnover of the undertaking to which the
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essential or important entity belongs in the preceding financia year, whichever is
higher.

5. Member States may provide for the power to impose periodic penaty payments
in order to compel an essential or important entity to cease an infringement in
accordance with a prior decision of the competent authority.

6. Without prejudice to the powers of competent authorities pursuant to Articles
29 and 30, each Member State may lay down the rules on whether and to what extent
administrative fines may be imposed on public administration entitiesreferred to in
Article 4(23) subject to the obligations provided for by this Directive.

CA25

ARTICLE 32 - Infringements entailing a personal data breach
Covers AMs 84 (rapp), 240 (RE), 241 (Greens), 242 (Greens)
Fall: AMs 239 (ECR)

1. Where the competent authorities have indications that the infringement by an
essential or important entity of the obligations laid down in Articles 18 and 20
entails a persona data breach, as defined by Article 4(12) of Regulation (EU)
2016/679 which shall be notified pursuant to Article 33 of that Regulation, they
shall inform the supervisory authorities competent pursuant to Articles 55 and 56
of that Regulation without undue delay, and in any case within 24 hours. (AM 84,
240, 241)

2. Where the supervisory authorities competent in accordance with Articles 55 and
56 of Regulation (EU) 2016/679 decide to exercise their powers pursuant to Article
58(i) of that Regulation and impose an administrative fine, the competent authorities
shall not impose an administrative fine for the same infringement under Article 31
of this Directive. The competent authorities may, however, apply the enforcement
actions or exercise the sanctioning powers provided for in points (a) to (i) of Article
29 (4), Article 29 (5), and points (a) to (h) of Article 30 (4) of this Directive.

3. Where the supervisory authority competent pursuant to Regulation (EU)
2016/679 is established in another Member State than the competent authority, the
competent authority shall inform the supervisory authority established in the same
Member State. (AM 242)

ARTICLE 38 - Penalties
ARTICLE 34 - Mutual assistance
No compromise as no AMs were tabled

CHAPTER VII - Transitional and final provisions

CA26

ARTICLE 35 - Review
Covers AMs 244 (RE), 245 (Greens)

The Commission shall review the functioning of this Directive every 3 years, and
report to the European Parliament and to the Council. The report shall in particular
assess to what extent the Directive has contributed to ensuring a high common

25




21/09/2021.v03

level of security and integrity of network and information systems, while giving
an optimal protection to private life and personal data, and the relevance of
sectors, subsectors, size and type of entities referred to in Annexes | and 1l for the
functioning of the economy and society in relation to cybersecurity. For this purpose
and with a view to further advancing the strategic and operational cooperation, the
Commission shall take into account the reports of the Cooperation Group and the
CSIRTs network on the experience gained at a strategic and operational level. The
first report shall be submitted by... [36 months after the date of entry into force of
this Directive]. (AM 244, 245)

ARTICLE 36-40
No compromises as no AMs were tabled

AMs 243, 246 and 247 (Greens) concerning articles 34a, 40 and 40a respectively should be
voted separately.
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