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Dear colleagues,

Please find below for your information a flash report of the workshop with air carriers organised
by Unit HOME D.1 on Tuesday 22 March regarding the revision of the Advanced Passenger
Information (API) Directive.

Kind regards,

* ok ok ok ok ok ok ok ok k%

In the context of the stakeholder consultation leading to the Impact Assessment for a
revision of the Advance Passenger Information Directive, an informal workshop with air
carriers industry representatives was organised on Tuesday 22 March 2022 by the
Commission services. Participants included associations (IATA, A4E, ERA, EBAA), air carriers
(e.g. Lufthansa, KLM, Air France, Emirates, etc) and service providers (Amadeus, SITA).
Participants welcomed the initiative from Commission to gather the views of industry
representatives in the context of the preparation of the impact assessment.

The workshop started with a presentation from eu-LISA on the state of play of the
implementation of the carrier interface. eu-LISA also informed that a carrier working group
will be organised on 30 March to discuss specifically carrier interface and connectivity
issues with carriers and their indicated services providers.

The services of the Commission presented some preliminary ideas for the future of the revised
API Directive. Feedback from the industry went as follows:

. The idea for a single window/API router was welcomed overall positively, with
comments from participants on the need for additional system enhancements and
therefore implementation costs. It would be easiest for the industry to establish one
connection to the API router. This would allow all carriers and national authorities (e.g.
PlUs) to be connected to the same router and that the router manages queries and
responses to all relevant stakeholders. Standardisation of timing of submission of API-
batch is currently an issue and the industry welcome the opportunity to standardise it.

. Participants were divided between supporting the idea of a consistent approach for
sending the information for all types of flights (i.e. inbound/outbound/intra-EU) vs a
tailor-made approach per type of flight.

. Participants highlighted the need for a single set of APl data, as well as
harmonisation on the timing of submission and number of submissions.
Commission informed that one of the policy options could be to find a single common
set of APl data ideally corresponding to MRZ information contained in the travel
document.

. Concerning the use of both interactive APl and API-batch, the industry indicated
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Legal context

LU-LISA™ [ees 2U-LISA

EU regulations: 2021/1217 (the “EES Regulation”) and 2021/1224 (the “ETIAS Regulation”) set out
the necessity to query EES and ETIAS in order to receive details regarding the status of third
country nationals travellers arriving to Member States territory.

| ETIAS

» The Entry/Exit System (EES) will replace the manual stamping of passports of third country-
nationals, within the scope of the system, with an electronic record of entries and exits. As of
September 2022 (planned EiQO), carriers will need to verify whether third-country nationals
travelling to the EU on a short-stay, be it a single or double entry visa, have already used the
number of entries authorised by their visa.

» From May 2023 onwards (planned EiO), the European Travel Information and Authorisation
System (ETIAS) will require carriers to verify, prior to boarding, that their visa-exempt
passengers have a valid travel authorisation to enter Member States territory.
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Carrier Interface

EU Central System
—

FESand ETIAS [ Carrier Interface
Read only DB Web Portal and Mobile

for carriers Application <
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Carrier Web Portal and Mobile Application

oo

Carrier’s query up
to 99 passengers

Manually

— Passenger details can be

Via an import of csv file
Via MRZ scanner (optical

s

Carrier scanning) for ICAO

Carrier Interface

Authorised Staff Passports

Web Portal and Mobile ((\\
Application —
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System to System Communication Protocol Options

Communication

Protocol Options

MQ protocol
over VPN for
UN/EDIFACT messages

eu-LISA
Central Site 1

eu-LISA
Central Site 2

Carrier Interface

4

REST connection
with mTLS protocol
for XML and JSON messages

Carrier’s system

IBM MQ over Ipsec VPN:

* An IPsec VPN must be set up between the DCS/Carrier and the Carrier Interface
before exchanging the UN/EDIFACT messages over the IBM MQ

* The Carrier Interface shall issue a private certificate 2048-bit Rivest-Shamir-Adleman
(RSA) keys to the Carrier for each eu-LISA primary site (including secondary site)

* Both eu-LISA and the Carriers shall provide the communication means and technical
details during the implementation phase (such as Internet Protocol (IP)
addresses/Uniform Resource Locators (URLs), IBM MQ addresses/queues numbers
to be contacted and certificates).

i<l

§

REST APl over mTLS:

* The Carrier Interface supports the REST standard for the transmission of JSON or
XML based messages between the Carrier and the Cl

* These messages must be exchanged over a secure connection based on the mTLS
* Both eu-LISA and the Carriers shall provide the communication means and technical
details during the implementation phase (including IP addresses/URLs to be

contacted and certificates)

* To ensure data privacy and integrity between eu-LISA and the Carriers, TLS 1.3 shall
be used as the communication standard.

cuU-LiIsne
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System to System message formats

The carrier Interface manages the below message formats:

. WCO PAXLST (version 15B) and CUSRES (12B) definitions by IATA
implementation guidelines

. XML 1.0 (Fifth Edition) as published at https://www.w3.org/TR/xml/ ;
J JSON the baseline standard is STD90 (RFC8259) as published at

https://tools.ietf.org/html/std90 ;

cuU-LiIsne 9
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Query — Passenger Data

Attribute description

Mandatory (M) or Optional (0)

Surname (family name) M

First name or names (given names) M

Date of birth M

Sex M

Nationality M

Type of the Travel Document M

Number of the Travel Document M

Three letter code of the issuing country of the TD M
Date of expiry of the validity of the TD M

cuU-LiIsne





Query — Itinerary Data

Attribute description Mandatory (M) or Optional (O)
10 Scheduled location of entry M
11 Scheduled local date and time of arrival at a location M
12 Scheduled local date and time of departure M
13 Identification number of scheduled means of transportation M
14 Carrier operator M ( applicable for Sys2Sys channel)
15 Traveller in transit flag 0 (if applicable)
16 Traveller out of scope flag 0 (if applicable)
17 Query submission date and time in UTC time M ( applicable for Sys2Sys channel)
18 Passenger request identifier M ( applicable for Sys2Sys channel)
19 Notification request identifier M ( applicable for Sys2Sys channel)
20 Multiple entries required M (if applicable) for land and maritime carriers only

cuU-LiIsne





Carrier Interface replies

In scope - EES

e :
Visa
'/‘ R > single or
. double
entries
In scope - ETIAS
[ 4

* Nationals from visa exempt countries and not under any of
ETIAS out of scope cases

Carrier Interface

Web Portal and Mobile ((x‘)
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Carrier Interface replies

In scope - EES

e :
Visa
'/‘ R > single or
. double
entries
In scope - ETIAS
[ 4

* Nationals from visa exempt countries and not under any of
ETIAS out of scope cases

Carrier Interface

Web Portal and Mobile ((x‘)
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Carrier Interface replies

Out of scope -
EES and ETIAS

@
m Nationals
- from AND,
q MCO, SMR
and VAT
\»\\__‘__t,«
Out of scope -
EES and ETIAS
@
m Nationals
; from
. Member

States

Carrier Interface

Web Portal and Mobile

Application
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Carrier’s queries during the online check-in

 During , carriers may decide to send

receive a Not OK EES or Not OK ETIAS for out of scope passengers

* In case a Not OK EES or Not OK ETIAS is returned, carriers
to clarify if they

Proposed option by no means

required by legal base

data to the carrier interface and

o |If of travel documents reveal that traveller has no such documents (example: Resident Permit,
. And by receiving a
a single and double entry visa

All passengers

Long stay Visa...etc), meaning traveller is
previous Not OK, it would mean that the traveller has
therefore

Carrier online Carrier’s
@ check-in system

interfaces All passengers
q

——
g === o

o/

—

ETIAS and

Carrier Interface
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Carrier’s queries during the online check-in

 During the

Proposed option by no means

required by legal base

, carriers may decide to ask the passenger if he/she

to the carrier interface

 Carriers may decide to submit or not queries with out of scope passengers. If the carrier sends a query for
out of scope passengers, the query should

A—

Carrier online

check-in Passenger out
interfaces of scope
—

=

Carrier’s
system

=

=

Out of scope
indicator

—

Carrier Interface
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lllustrations (Proposed option by no means required by legal base)

B

(J
Booking Check-in Departure verification Take-off
4 and Boarding

Passenger - Single or double - Booking confirmed - The passenger provide - Travel documents - Flight take off with
;ﬁfhlevilﬁd entries visa applied the passport details with verification boarded
2 China nationality to the - Boarding accepted passengers (H)

double entries

Wisa carrier

- The carrier submit the
guery to the carrier
interface

Departure Control System (g

Query 1:
Passenger
reference XX001
Chinese passport
details with no
in/out of scope
flag

Carrier Interface
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lllustrations (Proposed option by no means required by legal base)

B

[
Booking Check-in Departure verification Take-off
and Boarding

Passenger of - Single or double - Booking confirmed - The passenger provide - Travel documents - Flight take off with
zlélfé?eo;mries entries visa applied the passport details with verification boarded
visa with Moroccan nationality to - Boarding not passengers (H)
number of the carrier accepted
entries - The carrier submit the
consummed query to the carrier

interface

Departure Control System (g

Query 1:
Passenger
reference XX002
Moroccan
passport details
with no in/out of
scope flag

Carrier Interface
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lllustrations (Proposed option by no means required by legal base) *
L
-

"0
S 4

B

®
. Departure verification
A) > Booking > Check-in pand Sl Take-off

Essegen - Not prepared - Booking confirmed - The passenger provide - Travel documents - Flight take off with

Xlst:arilodvrfgd the passport details with verification boarded

valid ETIAS Tunisian natio_nality to - Boarding not passengers (H)
the carrier accepted

- The carrier submit the
guery to the carrier
interface

Departure Control System (g

Query 1:
Passenger
reference YY002
Tunisian passport
details with no
in/out of scope
flag

Carrier Interface
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lllustrations (Proposed option by no means required by legal base)

O €
[ ]
’K ) > Booking
Passenger - Valid resident permit - Booking confirmed
from Visa issued by EU member
holders
countries with state
Resident
Permit

7

)

Departure verification
and Boarding

Check-in Take-off

- The passenger provide -
the passport details with
Indian nationality to the

- The carrier submit the
query to the carrier

Query 1:
Passenger
reference AAQOT
Indian passport
details with no
in/out of scope
flag

Flight take off with
boarded
passengers (H)

Travel documents =
verification with presence
of valid Resident Permit
Boarding accepted as
passenger is considered
out of scope of EES and
ETIAS verifications

carrier -

interface

Departure Control System

L

Carrier Interface

-

L

e

S5 4

Option if carriers
decide to not send
the “out of scope”

flag in the query
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lllustrations (Proposed option by no means required by legal base)

B

J
Booking Check-in Departure verification Take-off
' and Boarding

Passenger - Valid MS passport - Booking confirmed - The passenger provide - Travel documents - Flight take off with
com Member the passport details with verification boarded
French nationality to the - Boarding accepted passengers (H)
carrier

- The carrier submit the
query to the carrier
interface

Departure Control System (g

Query 1:
Passenger
reference EE0QO1
with French
passport details
with no in/out of
scope flag

Carrier Interface

-

L

e

S5 4
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THANK YOU!

eu-LISA

European Union Agency for the Operational
Management of Large-Scale IT Systems in
the Area of Freedom, Security and Justice

Vesilennuki 5, 10415 Tallinn, Estonia

www.eulisa.europa.eu




http://www.eulisa.europa.eu/
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Welcome and introduction

State of play of the carrier interface (eu-LISA)
Introduction to the API router

Extending the collection of API data to intra-EU and outbound extra-EU flights

Modes of capture and API data quality
Conclusions
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« Thomas Anderson goes on a trip »

Thomas travels from Washington to Paris and back to New York

Thomas requested an ETIAS (European Travel Information and Authorisation System)

Thomas booked a ticket on United Airlines: Carrier sends PNR data to French PIU (but also PNR data to the USA)
Thomas checks-in online: Carrier queries ETIAS to make sure Thomas has required authorisation

Thomas boards the plane: Carrier (via ground-handler) sends batch-API to France

PNR to Passenger Information Unit

for the prevention, detection, investigation of terrorism and serious crime
PNRGOV l

“Single window’

Reservation
System

Departure

Batch-API
Border management I

PAXLST

Control
System

United Airlines
.________________>.

_ EES
ETIAS (/VIS/EES) query Carrier ETIAS

Interface VIS
extract

Response OK/NOK/NA

European
Commission






ETIAS/EES/VIS query = =
Implementing Act C(2021) 4902

Article 5
Queries
1. In order to send the verification query, the carrier shall provide the following traveller data:
@ surname (family name); first name or names (given names);
(b) date of birth, sex and nationality;
(© the type and number of the travel document and the three letter code of the issuing country of the travel document;
(d) the date of expiry of the validity of the travel document;
(e) the scheduled day of arrival at the border of the Member State of entry;
()] one of the following:
(i) the scheduled Member State of entry;
(i) where possible to identify the scheduled Member State of entry, an airport in the Member State of entry.
(0) the details (local date and time of scheduled departure, identification number where available or other means to identify the transport) of the means of

transportation used to access the territory of a Member State.

For the purposes of providing the information referred to in paragraph 1, points (a) to (d), carriers may scan the machine-readable zone of the travel document.

Where the passenger is exempt from the scope of Regulation (EU) 2018/1240 in accordance with Article 2 of that Regulation or is in airport transit, the carrier shall be able to specify

it in the verification query.

query.

Carriers shall be able to send a verification query for one or more passengers. The carrier interface shall include the reply referred to in Article 6 for each passenger included in the





Situation after ETIAS/EES/VIS

Surname: ANDERSON

First Names: THOMAS

Gender: M

D.O.B.: 460614

Nationality: USA

Travel Document: P<USA<E99765367
Expiry Date: 250316

Arrival Date: 220126

‘ Arrival Port: CDG

ETIASIVIS query | Details: 220125 17:40 UA915

All passengers

TCNs EES

Carrier ETIAS

Interface VIS

extract

* Inbound to Schengen only

Check-in

+ Article 4 Access to carrier interface: system to system; web interface; mobile
application
 Article 7 Message formats: UN/EDIFACT; PAXLST/CUSRES; XML; JSON

* Query sent at check-in (max 48h prior to departure)
« Carriers may send queries for all passengers (this excludes crew)
» Carriers include business aviation & charter

» Trains are excluded

European
Commission






APl router
Building upon’ the ETIAS query

EES/ETIAS/VIS

query

MS A
C

Border

\\\
N

E SA All passengers

Carrier

s

&
<

Check-in

Interface

Surname: ANDERSON

First Names: THOMAS

Gender: M

D.o.b.: 460614

Nationality: USA

Travel Document: P<USA<E99765367
Expiry Date: 250316

Arrival Date: 220126

Arrival Port: CDG

Details: 220125 17:40 UA915

EES/ETIAS/VIS query

MS B

API
Router

+

Border

EES
TCNs ETIAS
VIS
extract

Arrival Time: 06:55
Departure Port: IAD (Washington Dulles)
PNR Record Locator: GP843A

Seat: 2A

Baggage: 2 18kg;22kg Details in
Implementing Acts!

Crew data

Full Passenger & Crew List at departure
(or deviations from check-in)

(API) add-ons

European
Commission






‘maximum use of the Carrier Interface’

—_——— e ——— e —

Air
Carrier

T Buys ticket

-
Lo "

poe

ALL
PASSENGERS

Check-in

PNR

lq PNRGOV

()5

=1

Baggage drop

»

Departure
Fixed
Uniform
Batch-API L
-confirm persons on board For all
-baggage details

5 SA

Carrier

IAPI
-EU Inbound = EES/ETIAS/VIS query
-EU Outbound = new API
-Intra EU = new API

A 4

Interface
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Additional APl data fields

Current API Directive

Flight data

Identity data

border crossing point of entry
code of transport

departure and arrival time of

the transportation dates
total number of passengers
initial point of embarkation

Full name

Date of birth

Nationality

Travel document n°
Travel document type

Gender

Issuing State or
organisation of the official
travel document

Travel document
expiration date

Additional (mandatory) data fields

departure and arrival

_________________________________________________________________

Machine Readable Zone

UTOPIA

Paszrory Voo Ton  Goey el Comeachr Pyt e A 8 petwicnt
Fassepot » um LEECRTS

PCUTOERIKSSONCCANNACNARIACCCCLCCLCCCdaadas
LB98902c36UT07408122r12041592E184226B<<<<<10

S

» PNR locator
» Seating information
» Baggage information

Unique, fixed, mandatory list of API fields
Compliant with PAXLST (15B), XML/JSON

standards
No fields that require manual filling-in

European
Commission





Exchange of views

1.Any major problems (show-stoppers) that would prevent you from
complying with these ‘ideas’

2.Any alternative solutions to implement batch-API differently (under the
assumption that you will have sent API data at check-in (iAPI) already)

3.Any alternative solutions that would ‘make your lives easier’ while still
complying with these ‘ideas’

European
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Inbound extra-EU

* We are analysing the option where all Inbound flights (from outside the EU) to the EU, capture and deliver iAPI
(as part of the ETIAS/VIS/EES query) and deliver API to the carrier interface

» The carrier interface will ‘forward’ this (iIAPI and API) data to the competent authorities in our Member States
 ‘Direct delivery’ from carrier to competent authorities will no longer take place

» The ‘API attachment’ (as a PAXLST container) in the PNR push(es) will remain untouched

PNR to Passenger Information Unit

for the prevention, detection, investigation of terrorism and serious crime
PNRGOV

}

“Single window”
]

Reservation

System

Departure
Control
System

ETIAS (/VIS/EES) query

PAXLST PAXLST -
Batch-API . h SA
> Carrier

Interface

extract

Response OK/NOK/NA

European
Commission





Intra-EU routes

. . . o 3 m Donmund m 7 UUll.lcl’lgt‘H ===
Flight Paris — Frankfurt — Paris > Eindhoven \ b+ 0 €7 ; =
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 £403 | €313} Keulen . A
* to French PIU e Brussel S o o 5 o
« to German PIU oSl n LN LR O W U Bonn 7
Rijsel C kL - i
S ta A/ - > »
o . Bﬂ e T = 4 ? a
Through the Carrier Interface, s Bergen Belgie o d 8 o 0
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Intra-EU routes

« We are analysing the option where all intra EU flights (from any country within the EU to any other country within
the EU) capture and deliver iAPI (captured and delivered during check-in — no CUSRES) and deliver API to the
carrier interface

» The carrier interface will ‘forward’ this (IAPl and API) data to the competent authorities in our Member States

‘Direct delivery’ from carrier to competent authorities will no longer take place
* The ‘APl attachment’ (as a PAXLST container) in the PNR push(es) will remain untouched

s

Reservation
System

Departure
Control

System

PNR to Passenger Information Unit

for the prevention, detection, investigation of terrorism and serious crime

PNRGOV

PAXLST

PAXLST PAXLST
iIAPI Batch-API

}

' “Single window”
L

Carrier

Interface

EES

ETIAS
VIS
extract

European
Commission





APl router subscription

Subscription to data:

« Competent authorities subscribe
to destination ports (departure
ports) and means of transport to
receive specific API data

« Multiple authorities may subscribe
and receive the same data for
different purposes

» Router could ‘translate’ from/to
other formats (XML->PAXLST)

Fining

Web-page & APP
data input

Subscription to data

Logging DE-

S E SA IATA=FRA:ICAO=EDDF
Interface IATA=MLH:ICAO=LFSB
Etc.

iIAPI & PAXLST

A\ 4

Logging

FR:
IATA=CDG;ICAO=LFPG
IATA=BSL;ICAO=LFSB
IATA=MLH;ICAO=LFSB
IATA=EAP;ICAO=LFSB
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Outbound extra-EU

« We are analysing the option where all outbound EU flights (from any country within the EU to any other country

outside the EU) capture and deliver iAPI (captured and delivered during check-in — no CUSRES) and deliver API to
the carrier interface

» The carrier interface will forward’ this (iIAPl and API) data to the competent authorities in our Member States
‘Direct delivery’ from carrier to competent authorities will no longer take place

* The ‘APl attachment’ (as a PAXLST container) in the PNR push(es) will remain untouched

PNR to Passenger Information Unit

for the prevention, detection, investigation of terrorism and serious crime
PNRGOV

}

t “Single window”
L

PAXLST

Reservation

System

Departure
Control
System

PAXLST PAXLST
iAPI Batch-API Cartiller

Interface

extract
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Exchange of views

1.Any major problems (show-stoppers) that would prevent you from complying with
these ‘ideas’

2.Any alternative solutions that would ‘make your lives easier’ while still complying
with these ‘ideas’

European
Commission
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Mandatory MRZ OCR capture ' vischine Reagable sone of e ravel -
POSSIble RFI D Ch|p_data Capture document ...but they rarely are, the quality of

data is limited

P<USAANDERSON<THOMAS<<<<<cccccc<<<<<< = |dentity data captured from the passport/identity-card/
L898902C36USA4606142M1210415<<<<<<<<<<<10 residence-permit chip by the passenger, at check-in,
using a smartphone

» Carrier self-check-in web-interfaces and mobile
applications to include the mandatory reading of
MRZ/RFID chip

PASSPORT

Check-in
[

« ldentity data from the chip is authenticated. API identity data will

Reservation be of high quality and complete.
System « All EU Residence Permits have an RFID chip

~ Departure  All EU identity cards will in the future have an RFID chip

Control
System « All currently produced smartphones can read RFID chip

United Airlines

« Unable to use a smartphone? check-in at the airport

(0]

« Facial-image is not cryptographically protected
(not needed for API but potentially useful for contactless
boarding processes)

Passeng

facilitati

» Fingerprints ARE cryptographically protected

On passenger’s agreement:
Carriers process facial-
image

European
Commission






Mandatory MRZ OCR capture
Possible RFID chip-data capture

» We are analysing the option where all passengers (themselves) on all flights (Inbound EU, Intra EU,
Outbound EU) need to scan the Machine-Readable Zone of their own travel document (only one!),
followed by reading the RFID chip data, using a smart-phone

» The passengers will perform this action at CHECK-IN

* Where possible, the carrier will authenticate the chip data using a Masterlist (ICAO, Germany,
Schengen)

» The captured identity-data will be used for the (i)API delivery to the carrier interface

* Where passengers are unable to use a smart-phone, the identity data will be captured at check-in at the
airport

* Where passengers do not have an eMRTD (electronic/biometric passport), only the MRZ will be
scanned

 For Intra EU, the RFID chip data of a passport, a (new) Identity Card or a Residence Permit will be read

European |
Commission





Exchange of views

1. Is automated capture of data a solution you are already
envisaging/implementing?
a) If yes, what is the added value?
b) If no, what are the challenges?

2.Are you envisaging/using biometric information of passengers? If so,
what is the added value?
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that their preferred option would be to either use only interactive transmission or only
batch. Transmitting both would entail further adjustments and costs.

e Concerning differences between crew and passengers’ data transmission: participants
explained it would not be possible to send crew data via an interactive query as crew
data is running in a different system and API batch is the most preferred solution for
crew data. (Note: crew members are exempt from ETIAS/EES/VIS query).

. Participants also flagged that collecting APl data on intra-EU flights will have an
important impact on how the industry handles flights and the impacts will have to be
analysed in accordance with the policy option that is kept. However, the participants
highlighted the increase in message impact, especially on intra-EU routes.

. Regarding ways to improve API data quality and capture, COM presented the
option to use automated capture of the MRZ of the travel documents. This could be
envisaged by capturing data by either using a mobile app using the optical character
recognition (OCR) of the MRZ or extracting the data from the RFID chip of the travel
document. Participants flagged that many travellers do not use smartphones or apps
for the check-in. The option to mandate automated means to collect APl data would
imply strong investment for carriers which may not be planned for so far or even out of
their planning. Participants insisted on the need for flexibility on the modes to
capture API data and that the ways to collect personal data from passengers should
be left to airline’s decisions to accommodate with the realities of the industry.

Participants were invited to send further reactions in writing by 8 April (IATA offered to send a
consolidated reaction).





