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Subject:

Proposal for a Regulation of the European Parliament and of the Council laying

down rules to prevent and combat child sexual abuse

- comments from delegations on Articles 25 to 39 (Chapter III) and Articles 7 to 10

Delegations will find attached the compilation of comments received from Members States on the

abovementioned proposal following the meeting of the LEWP (Police) on 19 October 2022.
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Doc. 12354/22: 
The data protection comments, sent to the Presidency on 27 July 2022, are maintained, especially 
concerning Article 7 (see WK 10235/2022 ADD 2 REV 1)  
Articles 10, 12 and 18: 
1. By means of different articles in different sections, providers are obliged to establish mechanisms 
allowing users to submit complaints or flag relevant content. In light of probably overlapping goals 
of these sections (cf. Art. 10 in Chapter II, Section 2 „Detection obligations“, Art. 12 in Chapter II 
Section 3 „Reporting obligations“, and Art. 18 in Chapter II Section 5 „Blocking obligations“), it 
might be a good idea to integrate these paragraphs of different articles into one single new article; 
this would also help to make the obligations of the providers more visible and give them a more 
prominent place.  
 

Article 10 

Technologies and safeguards 

(4)  The provider shall: 

(d)  establish and operate an accessible, age-appropriate and user-friendly mechanism that 

allows users to submit to it, within a reasonable timeframe, complaints about alleged 
infringements  of  its  obligations  under  this  Section,  as  well  as  any  decisions  that  the 
provider  may  have  taken  in  relation  to  the  use  of  the  technologies,  including  the 
removal  or  disabling  of  access  to  material  provided  by  users,  blocking  the  users’ 
accounts  or  suspending  or  terminating  the  provision  of  the  service  to  the  users,  and 
process such complaints in an objective, effective and timely manner;  

 

Article 12 

Reporting obligations 

(3)  The  provider  shall  establish  and  operate  an  accessible,  age-appropriate  and  user-friendly 

mechanism that allows users to flag to the provider potential online child sexual abuse on the 
service.  
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[bookmark: 4]Article 18 

Redress, information and reporting of blocking orders 

(3)  The provider shall establish and operate an accessible, age-appropriate and user-friendly 

mechanism that allows users to submit to it, within a reasonable timeframe, complaints 
about alleged infringements of its obligations under this Section. It shall process such 
complaints in an objective, effective and timely manner.“ 

 
2. In Art. 10/4/d and Art. 18/3 it is unclear what the wording „submit … complaints …. within a 
reasonable timeframe“ exactly means and if it has an added value in light of „in a timely manner“ 
in the next phrase or sentence. Therefore, „within a reasonable timeframe“ could simply be deleted, 
or should be rephrased. In case it is not deleted or rephrased in Art. 10/4/d and Art. 18/3, it could be 
added to Art. 12/3 (if this makes sense), for purposes of coherence.  
 

Doc. 13514/22: 
In general: 
The text should be brought into line with the DSA.  
 
Article 25: 
The name of the “Coordinating Authorities” should be as follows: “Coordinating Authorities on 
issues for the prevention of child sexual abuse”. 
Para. 1: The period of time should be 18 month. Six month is much too short.  
Para. 1 (and throughout the text): Is “application” the correct term or should it be “supervision” (as 
it is in the DSA).   
Para. 1, in brackets (“competent authorities”): Does this also apply to the competent authority for 
the blocking and removal orders as newly inserted into the text by the Presidency (see par. 9)?     
Para. 3: Instead of “more than one” it should read “one or more”. 
Para. 5: What is the added value of this contact point? Should it be a contact point for the EU 
Centre. The tasks of this contact point have to be determined and written down in more detail.   
Para. 7 c and d: It should be better reflected that the opinion of the EU Centre has only an advisory 
function. The opinion of the EU Centre does not replace the decision of the national Coordinating 
Authority and is not binding for the national Coordinating Authority. 
Para. 9: If the newly added “competent authority” is covered too all authorities have to meet the 
same requirements. However, according to the Art. 13 TCO lower requirements are specified 
(necessary and sufficient resources to achieve the aims and fulfill their obligation; objective and 
non-discriminatory manner while fully respecting fundamental rights; shall not seek or take 
instructions). 
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[bookmark: 5]Article 26: 
Para. 2 and para. 3: Austria has a scrutiny reservation. The complete deletion of requirements is 
not acceptable. A minimum set of requirements has to exist especially when taking into account the 
tasks of these authorities and their intervention intensity. It is also not conclusive that the Digital 
Services Coordinator (see DSA) is independent while this authority acts much more in detail and its 
encroachment on fundamental rights is more intense. Further: In the following provisions the tasks 
and powers are identical with the DSA!           
 
Article 34: 
In Art. 34/2 the wording „child-friendly“ (mechanisms) is surprising: does it have a meaning 
different from „age-appropriate“ (mechanisms) in Art. 12/3 or 18/3? Furthermore, various articles 
make age verification (tools) mandatory (cf. Art 3/2/b third indenture; Art. 4/3; Art. 6/1 lit. b and c): 
how is the interplay between these provisions supposed to work? Is Art. 34/2 based on the 
assumption that age verification measures are either not at all in place or insufficient, because 
otherwise „children“ would not be able to see relevant content? 
 

Article 34 

Right of users of the service to lodge a complaint 

1. 

Users  shall  have  the  right  to  lodge  a  complaint  alleging  an  infringement  of  this  Regulation 
affecting  them  against  providers  of  relevant  information  society  services  with  the 
Coordinating  Authority  designated  by  the  Member  State  where  the  user  resides  or  is 
established.  

2. 

Coordinating  Authorities  shall  provide  child-friendly  mechanisms  to  submit  a  complaint 
under this Article and adopt a child-sensitive approach when handling complaints submitted 
by children, taking due account of the child's age, maturity, views, needs and concerns. 

3. 

The  Coordinating  Authority  receiving  the  complaint  shall  assess  the  complaint  and,  where 
appropriate, transmit it to the Coordinating Authority of establishment.  
Where the complaint falls under the responsibility of another competent authority of the 
Member State that designated the Coordinating Authority receiving the complaint, that 
Coordinating Authority shall transmit it to that other competent authority.  

 
Article 39: 
A number of issues arise in connection with the establishment of the information sharing systems: 
What kind of information will be shared via the EU wide database? 
Will data be stored in it? 
Will personal data be processed in it? If yes, which categories of personal data and for what 
purpose? 
Will also personal data in connection with suspect cases be shared with the said authorities in it? 
Will these data remain available in the database? If yes, how long will these data remain available 
in the database? 
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Revised Chapter III 

We welcome the proposal to prolong the period in Article 25(1) and are still studying whether this 
period  would  be  sufficiently  realistic  to  designate  the  competent  authorities  and  a  Coordinating 
Authority. 
We wonder why ‘removal order’ has been deleted in Article 25(7)(d). We find it useful that the EU 
center can help evaluate the effectiveness of removal orders upon request of the issuing authority, 
because this enables  a better evaluation  of whether blocking order should be considered by other 
Member States. 
Belgium believes it is beneficial to clarify the relation between the Coordinating Authorities and the 
Digital Service Coordinators in the text, especially in the event that those entities are not the same. 
The  cooperation  as  well  as  the  information  exchange  between  those  two  entities  should  be  made 
more explicit and concrete. 
In general, the changes made to Article 26(2) are welcomed, because it is indeed necessary to be 
less strict when it concerns the requirements for the Coordinating Authority and/or the competent 
authorities. They are studied further for their impact.  
Article  32  on  notification  of  CSAM  would  benefit  from  a  reference  to  Article  14  of  the  Digital 
Service Act, which describes the notice and action mechanism of the provider. It is also important 
to better streamline the text to avoid any differences or duplication. 
With regard to Article 33(2) we think there is value in studying the benefits of a role for the EU 
center in case a Member State decides to exercise its jurisdiction.  
Belgium  prefers  the  original  wording  in  Article  36(1)(a)  and  we  propose  to  add  ‘Coordinating 
Authorities’  again  in  the  text.  There  is  an  important  role  for  law  enforcement  authorities  and 
prosecutors in determining CSAM to be taken up in the URL lists created by the EU center. Adding 
‘Coordinating Authorities’ again enables a delegation of this task to those entities. It is important to 
provide enough flexibility here because we need an efficient procedure. Tasking courts only with 
confirming the material  would be too  stringent  and too  time-consuming and would create a large 
administrative burden. 
In  Article  37(1)  we  would  like  to  know  why  the  Commission  is  given  the  task  to  recommend  a 
Coordinating Authority to assess an infringement if at least three Member States are involved. How 
would the Commission become aware of the related information? Why is the EU center not better 
placed for this? Which services of the Commission would be tasked with this? 
Belgium  reiterates  the  request  to  amend  Article  38  on  joint  investigations  and  to  make  it  more 
concrete  and  explicit  concerning  the  potential  partners,  the  leading  authorities,  etc.  Also,  the 
coexistence with Joint Investigation Teams and other cooperation mechanisms should be clarified. 
A Coordinating Authority could, via the delegation of certain tasks to competent authorities, be also 
a  law  enforcement  agency  or  the  prosecutor’s  office.  Therefore  clarity  is  needed  on  coexistence 
with cooperation as coordinated by Europol and Eurojust.  
In relation to Article 38(2) we note that the Commission is listed to receive the results of those joint 
investigations.  We  would  appreciate  some  clarification  about  the  reasons  for  this  and  about  the 
nature of those results to be shared. Joint investigations seem to be able to deal with for example the 
issuance of orders but  also  about  infringements  of the Regulation  as well as concrete requests of 
victims. 
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[bookmark: 7]A similar request  concerns the reasons  for including the Commission  in Article 39. What  are the 
specific  tasks  for  which  the  Commission  requires  for  example  access  to  the  information  sharing 
systems?  
Further  streamlining  of  the  specific  text  with  the  Digital  Service  Act  is  necessary  throughout  the 
proposal, for example in relation to Articles 32, 37 and 38. 
 

Articles 7 to 10 on the detection order process  
We understand that some voluntary measures focus on prevention (in general terms, e.g. including 
the  deletion  of  profiles  and  making  services  inhospitable)  using  meta  data.  Once  the  Interim 
Regulation expires and the proposal under discussion enters into force, those meta data will only be 
able to be used in the event of a detection order and thus only to detect CSAM and grooming – and 
not for the purposes of prevention. We wonder if this would be something we need to study further; 
the  benefits  and  risks  of  a  system  where  under  EU  guarantees  those  meta  data  can  be  used  for 
prevention purposes.  
We look forward to the opinion of the Council Legal Service and would welcome ideas to further 
clarify concepts such as ‘significant risk’ (in Articles 6 and 7) and ‘appreciable extent’ (in Article 7 
and 16). 
We are still studying whether it would be useful and beneficial to include audio communications in 
the proposal, because of the limited current use of these communications for child sexual abuse and 
the far-reaching consequences of including them in the detection process. 
We strongly support the fact that the proposal is technology-neutral and future-proof and does not 
explicitly mention encryption. Technical possibilities are studied by the EU center and the provider 
is consulted during the process of the adoption of a detection order, but the ultimate decision  lies 
with the competent judicial authority (or independent administrative authority). If a detection order 
is  judged  to  be  necessary  and  proportionate  in  a  specific  case,  it  should  be  upon  the  provider  to 
implement it effectively, while respecting the obligations and guarantees provided in Article 10 of 
the proposal. 
We still hope that the Commission could clarify a bit further the following questions in order to 
ensure that we will create an effective procedure to issue a detection order:  

-  We  wonder  how  the  solutions  of  Annex  9  are  to  be  considered  in  relation  to  the 

Commission’s comments that “if solutions that lower privacy do not exist, then a detection 
order will not be issued”, because all these solutions have less ‘privacy stars’ on page 309 of 
the impact assessment than E2EE itself. In this regard, is it possible to discuss about how the 
balance  could  and/or  should  be  found  in  relation  to  Article  7(4)(b)?  What  about  the 
arguments  against  client-side  scanning?  Could  these  survive  a  balance  between  all 
fundamental rights? Are there insights, maybe based on jurisprudence of the Court of Justice 
of  the  EU,  on  how  the  impact  on  encryption  would  be  judged  in  a  balance  between  all 
fundamental rights affected? 

-  Which solutions are considered to be feasible and acceptable in practice, also in relation to 

E2EE?  What  about  also  the  providers  who  use  E2EE  not  only  for  the  content  of  the 
conversation but also for the meta data such as traffic data? We are interested to learn more 
about the reaction of the providers that use E2EE, also in relation to the costs this will entail 
or the timing of creating those solutions which would be extensive.  
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Ministry of Economic Affairs and Communications 

COMMISSION PROPOSAL 

DRAFTING SUGESTIONS 

COMMENTS 

Article 4 Risk mitigation  

Article 4 Risk mitigation  

 

 
1. Providers of hosting services and  1.Providers of hosting services 

Service  providers  should  not  be 

providers of interpersonal 

and providers of interpersonal 

discouraged  from  using  other 

communications services shall take  communications services shall 

possibly 

more 

suitable 

or  

reasonable mitigation measures, 

take reasonable mitigation 

effective risk mitigation measures, 

tailored to the risk identified 

measures, tailored to the risk 

which  could  better  protect  the 

pursuant to Article 3, to minimise 

identified pursuant to Article 3, to  privacy  and  the  fundamental 

that risk. Such measures shall 

minimise that risk. Such measures  rights of the users. 

include some or all of the 

shall include some or all of the 

 

following: 

following: 

3. Providers of interpersonal 

 

We  are  concerned  about  how 

communications services that have 

gathering large amounts of data or 

identified, pursuant to the risk 

identifying  users  to  determine 

assessment conducted or updated in 

their  age  could  affect the right  to 

accordance with Article 3, a risk of 

privacy  and  the  principal  of  data 

use of their services for the purpose 

minimisation. 

Therefore, 

we 

of the solicitation of children, shall 

especially 

support 

the 

take the necessary age verification 

introduction  of  age  recognition 

and age assessment measures to 

technologies where the age of the 

reliably identify child users on their 

user is identified in a reliable way 

services, enabling them to take the 

by  a  third  party,  providing  only 

mitigation measures 

information on whether the user is 
a  child  user  to  a  specific  service 
provider. 

 

4a. Any requirement to take 

Important  to  preserve  the  no 

risk mitigation measures shall 

general 

monitoring 

principle 

be without prejudice to Article 

stated  in  the  DSA,  which  rules 

8 of Regulation (EU) 2022/2065 

this regulation does not affect. 

and shall entail neither a 

The  requirement  to  implement 

general obligation for 

risk  mitigation  measures  should 

intermediary services providers  not lead to a general obligation to 
to monitor the information 

monitor  or  to  engage  in  active 

which they transmit or store, 

fact-finding or to an obligation to 

nor a general obligation actively  use  automated  tools.  However,  it 
to seek facts or circumstances 

should 

be 

possible 

for 

indicating illegal activity. Any 

intermediary  service  providers  to 

requirement to take specific 

use  automated  tools  if  they 

measures shall not include an 

consider this to be appropriate and 

obligation to use automated 

necessary  to  effectively  address 

tools by the hosting service 

the misuse of their services. Same 

provider. 

provision  as  art  5(8)  in  the  TCO 
regulation.  

Article 7 Issuance of detection 

Article 7 Issuance of detection 

General  comments:  We  are  still 

orders 

orders 

analysing the file and whether the 
detection  order  breaches  the 
prohibition  of  the  no  general 
obligation  to  monitor  principle. 
We  would  like  to  hear  the  CLS 
opinion,  whether  this  order 
breaches the no general obligation 
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[bookmark: 9]to  monitor  principle.  The  no 
general  monitoring  principle  also 
applies  to  orders  issued  by 
national  authorities.  During  the 
negotiations  of  the  General 
Product  Safety  Regulation,  the 
CLS expressed its opinion that the 
obligation for online marketplaces 
to check the products and services 
offered  on  the  platform  against 
the 

RAPEX 

database 

for 

dangerous  products  constitutes  a 
general  monitoring  obligation, 
which is prohibited. 
 
Later  case-law  emphasizes  that 
the provider must not be required 
to  carry  out  an  independent 
assessment  to  evaluate  whether 
the content is illegal.  How  is  this 
requirement  provided  in  this 
article, especially in cases of new 
content and solicitation? 

5. (b) there is evidence of the 

5. (b) there is evidence of the 

The issuing of the detection order 

service, or of a comparable service 

service, or of a comparable 

must  be  based  on  concrete 

if the service has not yet been 

service if the service has not yet 

evidence  about  the  specific 

offered in the Union at the date of 

been offered in the Union at the  service.  It  should  not  be  possible 

the request for the issuance of the 

date of the request for the 

to 

issue 

detection 

orders 

detection order, having been used 

issuance of the detection order, 

preemptively  without  there  being 

in the past 12 months and to an 

having been used in the past 12 

evidence that the service is  being 

appreciable extent for the 

months and to an appreciable 

used for child sexual abuse.  

dissemination of known child 

extent for the dissemination of 

The  detection  order  is  aimed  at 

sexual abuse material. 

known child sexual abuse 

two  specific  types  of  services 

material. 

found  to  be  especially  at  risk  - 
hosting services and interpersonal 
communications  services.  Are  all 
these types of services considered 
comparable  services  to  which 
detection orders could be issued?   

6. As regards detection orders 

 

Which  indicators  would  be  used 

concerning the dissemination of 

to indicate new child sexual abuse 

new child sexual abuse material, 

material?  If  the  abuse  material  is 

the significant risk referred to in 

new,  then  how  could  it  be 

paragraph 4, first subparagraph, 

assessed  that  the  service  is  used 

point (a), shall be deemed to exist 

for this kind of dissemination.  

where the following conditions are 
met: (a) it is likely that, despite any 
mitigation measures that the 
provider may have taken or will 
take, the service is used, to an 
appreciable extent, for the 
dissemination of new child sexual 
abuse material; 
6. (b) there is evidence of the 

6. (b) there is evidence of the 

See comments for sec 5(b). 

service, or of a comparable service 

service, or of a comparable 

if the service has not yet been 

service if the service has not yet 
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[bookmark: 10]offered in the Union at the date of 

been offered in the Union at the 

the request for the issuance of the 

date of the request for the 

detection order, having been used 

issuance of the detection order, 

in the past 12 months and to an 

having been used in the past 12 

appreciable extent, for the 

months and to an appreciable 

dissemination of new child sexual 

extent for the dissemination of 

abuse material; 

known child sexual abuse 
material. 

7. As regards detection orders 

7. (c) there is evidence of the 

See comments for sec 5(b).  

concerning the solicitation of 

service, or of a comparable 

Regarding  the  detection  orders 

children, the significant risk 

service if the service has not yet 

concerning  the  solicitation  of 

referred to in paragraph 4, first 

been offered in the Union at the  children, the age of sexual consent 

subparagraph, point (a), shall be 

date of the request for the 

in  Estonia  is  16.  Also,  it  is  not  a 

deemed to exist where the 

issuance of the detection order, 

crime if acts of sexual nature take 

following conditions are met: (a) 

having been used in the past 12 

place between a child 14-16 years 

the provider qualifies as a provider  months and to an appreciable 

of  age  and  an  adult  up  to  five 

of interpersonal communication 

extent for the dissemination of 

years older than the child (19-21). 

services;  

known child sexual abuse 

Therefore,  in  Estonia,  there  is  no 

(b) it is likely that, despite any 

material. 

legal  basis  to  monitor  the 

mitigation measures that the 

communications  between  16–17-

provider may have taken or will 

year-olds and adults.  

take, the service is used, to an 

Additionally, solicitation is a very 

appreciable extent, for the 

nuanced crime taking place over a 

solicitation of children;  

prolonged  period  and  involving 

(c) there is evidence of the service, 

many  different  episodes.  We  are 

or of a comparable service if the 

concerned 

whether 

such 

service has not yet been offered in 

prolonged  monitoring  of  personal 

the Union at the date of the request 

messages  is  proportional  and 

for the issuance of the detection 

respects fundamental rights.  

order, having been used in the past 

“Solicitation”  under  directive 

12 months and to an appreciable 

2011/92/EU Article 6, as referred 

extent, for the solicitation of 

in  the  Article  2(o)  of  the  CSA, 

children.  

consists  of  three  independent 

The detection orders concerning 

elements  –  the proposal, intent to 

the solicitation of children shall 

commit  an  offence  and  a 

apply only to interpersonal 

following  material  act  (such  as  a 

communications between where 

meeting).  For  a  service  provider 

one of the users is a child user and 

to  identify  a  proposal  as 

an adult. 

solicitation (or attempt thereof) is 
to  place  independent  assessments 
and  to  determine  evidence  for  a 
criminal  offence  without  the 
authority  or  even  a  criminal 
proceeding concerning the user. 
Which  indicators  would  be  used 
to  indicate  the  solicitation  of 
children? Also, there are no tools 
available  at  the  moment,  which 
are  able  to  detect  solicitation  in 
Estonian.  How  could  service 
providers  comply  with  the 
obligation  to  stop  the  solicitation 
of children in Estonia?  

9. The competent judicial authority   

According  to  this  paragraph  the 

or independent administrative 

period  of  application  of  detection 

authority shall specify in the 

orders shall not exceed maximum 

WK 10235/2022 ADD 7 

9 

LIMITE 



[bookmark: 11]detection order the period during 

of  12  or  24  months.  Could  after 

which it applies, indicating the start 

this period another detection order 

date and the end date. The start 

be  issued?  What  measures  are 

date shall be set taking into account 

taken  in  that  period  to  reduce 

the time reasonably required for the 

CSAM on these services?  

provider to take the necessary 

We  are  concerned  it  would  be 

measures to prepare the execution 

disproportional 

to 

make 

of the detection order. It shall not 

obligations  permanent  through 

be earlier than three months from 

orders.  This  would  make  them 

the date at which the provider 

legal 

obligations, 

which 

received the detection order and 

proportionality  and  impact  needs 

not be later than 12 months from 

to be properly assessed.  

that date. The period of application 
of detection orders concerning the 
dissemination of known or new 
child sexual abuse material shall 
not exceed 24 months and that of 
detection orders concerning the 
solicitation of children shall not 
exceed 12 months 
 

10. The detection order shall not  End-to-end  encryption  is  an 
prohibit or weaken end-to-end 

important  tool  to  guarantee  the 

encryption or oblige the service 

security and confidentiality of the 

provider to provide encryption 

internet  infrastructure  and  the 

backdoors. 

communications  of  users.  Any 
weakening  of  encryption  could 
potentially 

be 

abused 

by 

malicious third parties. Therefore, 
end-to-end  encryption  should  not 
be weakened.  
Estonia  does  not  support  the 
possibility 

of 

creating 

backdoors 

for 

end-to-end 

encryption  solutions.      At  the 
same time, we can support the use 
of privacy enhancing technologies 
(PETs)  that  allow  the  analysis  of 
encrypted 

content 

without 

decryption,  so  that  the  reliability, 
security  and  integrity  of  digital 
services  relying  on  encryption  is 
preserved. 

Article 8 Additional rules 

 

 

regarding detection orders 
2. The order may also be 

 

Unclear why this provision would 

transmitted in the language of the 

be  necessary  since  the  detection 

authority issuing the order,  

order  is  issued  by  the  competent 

provided that it is accompanied by 

authorities  of  the  countries  of 

a translation of at least the most 

establishment.  

important  
elements necessary for the 
execution of the order into the 
language declared by the  
provider in accordance with article 
23(3). 
Article 10 Technologies and 
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1. Providers of hosting services and   

What  are  the  technologies  for 

providers of interpersonal 

detecting  solicitation  in  e2e 

communication services that have 

encrypted  services?  Are  there 

received a detection order shall 

technologies  available  today, 

execute it by installing and 

which  would  enable  monitoring 

operating technologies to detect the 

e2e  encrypted  content  without 

dissemination of known or new 

compromising the security and the 

child sexual abuse material or the 

integrity of these services? 

solicitation of children, as 

 

applicable, using the corresponding 

Does the service provider have to 

indicators provided by the EU 

presume that it will be the subject 

Centre in accordance with Article 

of  a  detection  order  and  thus, 

46. 

already  when  designing  and 
developing  a  service,  must 
implement  backdoors  for  itself  to 
monitor 

any 

and 

all 

communications  or  is  the  service 
provider  allowed  to  design  and 
develop  services  with  absolute 
confidentiality  for  its  users  and 
worry  about  breaking  this  down 
only  after  receiving  a  detection 
order? 
 
In  the  cases  in  which  gaining 
access 

to 

service’s 

communication  data  would  be 
technologically  impossible  due  to 
the way the service is built (which 
might  be  the  case  for  some  e2e 
encrypted 

communications), 

would  the  service  provider  be  at 
fault for not being able to comply 
with 

the 

detection 

order? 

Especially  when  the  technologies 
made  available  by  the  EU  Centre 
prove to be ineffective? 

Article 12 Reporting obligations 

 

 

1. Where a provider of hosting 

 

How does this obligation relate to 

services or a provider of 

the obligation in art 18 of the 

interpersonal communications 

DSA regulation to notify law 

services becomes aware in any 

enforcement authorities of a 

manner other than through a 

criminal offence involving a 

removal order issued in accordance 

threat to the life or safety of a 

with this Regulation of any 

person or persons?  

information indicating potential 

 

online child sexual abuse on its 
services, it shall promptly submit a 
report thereon to the EU Centre in 
accordance with Article 13. It shall 
do so through the system 
established in accordance with 
Article 39(2). 
2. Where the provider submits a 

 

How does this obligation relate to 

report pursuant to paragraph 1, it 

the  obligation  in  art  17  of  the 
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[bookmark: 13]shall inform the user concerned, in 

DSA regulation to provide a clear 

accordance with the following sub-

and  specific  statement  of  reasons 

paragraphs providing information 

to  the  users  of  any  restrictions 

on the main content of the report, 

imposed  regarding  the  content  or 

on the manner in which the 

the  user  account?  According  to 

provider has become aware of the 

this paragraph it could take up to 

potential child sexual abuse 

six  months  before  the  user  is 

concerned, on the follow-up given 

informed.  How  does  it  affect  the 

to the report insofar as such 

user  transparency  and  effective 

information is available to the 

means  for  redress?  If  the  user 

provider and on the user’s 

does  not  know  why  their  use  of 

possibilities of redress, including 

the  services  is  restricted,  they 

on the right to submit complaints to 

cannot contest it.   

the Coordinating Authority in 
accordance with Article 34.  
 
The provider shall inform the user 
concerned without undue delay, 
either after having received a 
communication from the EU 
Centre indicating that it considers 
the report to be manifestly 
unfounded as referred to in Article 
48(2), or after the expiry of a time 
period of six months from the date 
of the report without having 
received a communication from the 
EU Centre indicating that the 
information is not to be provided as 
referred to in Article 48(6), point 
(a), whichever occurs first. The 
time period of six months refered 
to in this subparagraph shall be 
extended by up to 6 months where 
so requested by the competent 
authority referred to in Article 
48(6), point a.  
 
Where within the three months’ 
time period referred to in the 
second subparagraph the provider 
receives such a communication 
from the EU Centre indicating that 
the information is not to be 
provided, it shall inform the user 
concerned, without undue delay, 
after the expiry of the time period 
set out in that communication. 
3. The provider shall establish and 

 

How does this obligation relate to 

operate an accessible, age-

the obligation in art 16 of the 

appropriate and user-friendly 

DSA regulation to set up a 

mechanism that allows users to flag 

notification mechanism? Are the 

to the provider potential online 

providers obliged to set up two 

child sexual abuse on the service. 

separate notification mechanisms 
– one for CSAM and another for 
other types of illegal content?  
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[bookmark: 14]Article 14 Removal orders 

 

 

1. The competent authority of each   

According to this article, only the 

Member State shall have the power 

Coordinating 

Authority 

of 

to issue a removal order requiring a 

establishment can issue a removal 

provider of hosting services under 

order.  How  does this relate  to  art 

the jurisdiction of that Member 

9  of  the  DSA  regulation  where 

State to remove or disable access in 

national judicial or administrative 

all Member States of one or more 

authorities  from  all  Member 

specific items of material that, after 

States  could  order  the  service 

a diligent assessment, the 

provider  to  act  against  illegal 

competent authority or the judicial 

content?  Why  was  a  different 

authorities or other independent 

approach  chosen  here  compared 

administrative authorities referred 

to the DSA and TCO regulations? 

to in Article 36(1) identified as 
constituting child sexual abuse 
material. 
Article 16 Blocking orders 

 

 

1. The competent authority 

1. The competent authority 

Internet  access  service  providers 

Coordinating Authority of 

Coordinating Authority of 

should  only  be  obliged  to  block 

establishment shall have the power  establishment shall have the 

access to the material provided to 

to request the competent judicial 

power to request the competent 

them  by  competent  authorities. 

authority of the Member State that 

judicial authority of the Member 

They  should  not  be  obliged  to 

designated it or an independent 

State that designated it or an 

monitor  and  block  new  CSAM 

administrative authority of that 

independent administrative 

since  they  only  provide  access  to 

Member State to issue a blocking 

authority of that Member State to 

the internet and have no means of 

order requiring a provider of 

issue a blocking order requiring a 

controlling 

the 

content 

of 

internet access services under the 

provider of internet access 

websites.  

jurisdiction of that Member State to  services under the jurisdiction of 

 

take reasonable measures to 

that Member State to take 

It  must  be  considered  that  it  is 

prevent users from accessing 

reasonable measures to prevent 

technically  impossible  for  ISPs 

known child sexual abuse material.  users from accessing known child  (internet  service  providers)  to 

sexual abuse material. 

block  access  to  a  specific  post, 
subsection  or  subpage  of  the 
website  containing  CSAM  and 
they  can  only  block  the  whole 
website or service. Is it considered 
proportionate  for  ISPs  to  block 
access  to  the  whole  webpage  or 
service in case it contains CSAM? 
How  is  it  provided  that  the 
blocking 

of 

access 

is 

proportionate? 

6. The Coordinating Authority 

 

Does  the  deletion  of  par  6  mean 

shall specify in the blocking order 

that  blocking  orders  could  be 

the period during which it applies, 

issued 

permanently? 

What 

indicating the start date and the end 

measures  are  taken  to  reduce 

date. The period of application of 

CSAM  on  these  services?  What 

blocking orders shall not exceed 

measures  are  envisaged  in  this 

five years. 

regulation?  Need  to  assess  the 
proportionality  of  a  permanent 
obligation.  

Article 17 Additional rules 

 

 

regarding blocking orders 
1.(a) (a) In case of known child 

1.(a) (a) In case of known child 

Concerned  that  this  point  is 

sexual abuse material the reference  sexual abuse material the 

moving in the wrong detection as 

to the list of uniform resource 

reference to the list of uniform 

ISPs  should  be  obliged  to  only 
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[bookmark: 15]locators, provided by the EU 

resource locators of known child 

remove  known  CSAM  and  the 

Centre, and the safeguards to be 

sexual abuse material, provided 

limits 

of 

their 

blocking 

provided for, including the limits 

by the EU Centre, and the 

capabilities  must  be  taken  into 

and safeguards specified pursuant 

safeguards to be provided for, 

account.  

to Article 16(5) and, where 

including the limits and 

applicable, the reporting 

safeguards specified pursuant to 

requirements set pursuant to Article  Article 16(5) and, where 
18(6); 

applicable, the reporting 
requirements set pursuant to 
Article 18(6); 

Estonian Police and Border Guard Board 

Article 7 Issuance of detection 

Proposal: in Article 7 (1)  Replace   

orders 

the word  coordinating authority  
by  competent authority  in Article 
7 (1) based on the analogy with  
Article 14 (Removal Orders) and 
in Article 17  (Blocking orders). 

Art 7 (7)  section: „/…/  between  

 

Do  we  are  agree  with    the  new 

a child user  and an adult“ 

wording and do not support/ reject 
the existing ones where on the  of 
the users is a child? 
 
If an adult person pretends to be a 
child    in  cases  of  solicitation 
and/or  grooming,  i.e  the  person 
continuously creates false identity 
(a  minor  in  the  user  profile),  so 
potential  child  victim    may 
therefore  have  an  incorrect 
perception  that  a  person  is 
commutating with her or his peer.  
In that case, according to the new 
wording,  would  the    detection 
order apply? 
 
How  does  the  service  provider 
identify  and  on  what  basis  is  the 
belief    in  the  context  of  this 
proposal for a regulation,  that: 
 
a)  an  adult  who  pretends  to  be  a 
child  (child  user  –  a  natural 
person below the age of 17 years) 
b)  A  child  is  a  user  and  not  an 
adult,  i.e.  if  the    enticer/groomer 
is a minor? 
 
Hence  may  rise  the  risk  that 
minors  will  remain  undetected 
and measures (including a child in 
need  of  assistance)  will  not  be 
applied. 

Article 9 

 

The  analogy    with    Art  15  p  2  ,  

Redress, information, reporting 

Art 18 p 2 ; Art 18  p 2  - there the 

and modification of detection 

word copy is used.  
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Article 9 ( 2)  -  the transmission 
of  the  copy  has  been  replaced  by 
information  —  what  is  the  point 
of  it?  Whereas  the  coordinating 
authority  must  transmit  it  to 
another  coordinating  authority 
without undue delay. 

Article 13 

 

The addition in Article 13 (1)f) is 

Specific requirements for 

welcomed! 

reporting 

Ministry of the Interior 

Article 12 

 

According to article 12, paragraph 

Reporting obligations 

2 of the proposal, the user must be 
informed of the restriction of the 
material immediately if the EU 
considers the information 
inappropriate, or after three 
months if the EU center has not 
been notified within that time. 
This is according to whichever 
condition comes first. That is why 
the current situation in practice 
where the user of the EU center is 
not prohibited, but the relevant 
competent authority of the 
relevant member states, or vice 
versa - the EU center informs, but 
the users are already notified 
during the domestic procedure. 
We believe that the initiative must 
be clear, specific and must not 
interfere excessively with the 
criminal proceedings of the 
member states. 

 

 

 

WK 10235/2022 ADD 7 

15 

LIMITE 



[bookmark: 17]FINLAND 

Please find attached Finland´s written comments on Chapter III (Articles 25 to 39). 

CHAPTER III 

SUPERVISION, ENFORCEMENT AND COOPERATION 

Article 26 

Requirements for Coordinating Authorities 

1. 

Member  States  shall  ensure  that  the  Coordinating  Authorities  that  they  designated 
perform  their  tasks  under  this  Regulation  in  an  objective,  impartial,  transparent  and 
timely  manner,  while  fully  respecting  the  fundamental  rights  of  all  parties  affected. 
Member  States  shall  ensure  that  their  Coordinating  Authorities  have  adequate 
technical, financial and human resources to carry out their tasks. 

2. 

When  carrying  out  their  tasks  and  exercising  their  powers  in  accordance  with  this 
Regulation, the Coordinating Authorities shall act with complete independence. To that 
aim, Member States shall ensure, in particular, that they:  

(a) are legally and functionally independent from any other public authority; 
(b)  have a status enabling them to  act  objectively and impartially when carrying out 
their tasks under this Regulation; 
(c) are free from any external influence, whether direct or indirect; 
(d)  neither  seek  nor  take  instructions  from  any  other  public  authority  or  any  private 
party;  
(e) are not charged with tasks relating to the prevention or combating of child sexual 
abuse, other than their tasks under this Regulation. 

3. 

Paragraph  2  shall  not  prevent  supervision  of  the  Coordinating  Authorities  in 
accordance with national constitutional law, to the extent that such supervision does not 
affect their independence as required under this Regulation. 

4. 

The  Coordinating  Authorities  shall  ensure  that  relevant  members  of  staff  have  the 
required qualifications, experience and technical skills to perform their duties. 

5. 

The  management  and  other  staff  of  the  Coordinating  Authorities  shall,  in  accordance 
with Union or and national law, be subject to a duty of professional secrecy both during 
and  after  their  term  of  office,  with  regard  to  any  confidential  information  which  has 
come to their knowledge in the course of the performance of their tasks. Member States 
shall ensure that the management and other staff are subject to rules guaranteeing that 
they  can  carry  out  their  tasks  in  an  objective,  impartial  and  independent  manner,  in 
particular as regards their appointment, dismissal, remuneration and career prospects. 

It  is  important  that the requirement for independence does not  prevent  the most procient national 
authorities from performing tasks under this regulation in particular considering the technical and 
special expertise required in this subject matter. Thus, we greatly support particularly the removal 
of  the  requirement  (e)  that  [national  authorities]  “are  not  charged  with  tasks  relating  to  the 
prevention or combating of child sexual abuse, other than their tasks under this Regulation”.   
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[bookmark: 18]Besides the fact that the requirements for national authorities should not hinder these authorities to 
perform their tasks under this Regulation, it should also be avoided that the establishment of a new 
national authority would be necessary. Therefore, we propose that recital 46 should also be removed 
or  amended  as  well  as  other  references  (p.  18)  in  which  it  is  noted  that  the  rules  and  assurances 
applicable  to  courts  and  tribunals  should  also  apply  to  national  administrative  authorities 
performing tasks under this Regulation. Considering the distinct and special nature and position of 
courts as for their independence in a legal system, this requirement would impose serious challences 
in  national  implementation  of  this  Regulation  if  those  distinct  rules  and  assurances  should  be 
applied also to national administrative authorities, which differ from courts as for their nature and 
functions.  In  order  to  fulfil  this  high  standard  of  independence  similar  to  courts,  it  could  in  fact 
require  the  establisment  of  a  new  national  administrative  authority.  The  Finnish  national 
administrative  authorities  are  subjected  to  the  rule  of  law,  legality  control,  judicial  review,  high 
standard  good  governance  principles  as  well  as  liability  for  acts  in  office,  including  criminal 
liability and liability for damages. 

28 Article 

Enforcement powers 

1. 

Where  needed  for  carrying  out  their  tasks,  Coordinating  Authorities  shall  have  the 
following  enforcement  powers,  in  respect  of  providers  of  relevant  information  society 
services under the jurisdiction of the Member State that designated them: 
(a)  the  power  to  accept  the  commitments  offered  by  those  providers  in  relation  to 

their compliance with this Regulation and to make those commitments binding; 

(b)  the power to  order the cessation  of  infringements  of  this Regulation  and, where 

appropriate, to impose remedies proportionate to the infringement and necessary 
to bring the infringement effectively to an end; 

(c)  the power to impose fines, or request a judicial authority in their Member State to 

do  so,  in  accordance  with  Article  35  for  infringements  of  this  Regulation, 
including non-compliance with any of the orders issued pursuant to Article 27 and 
to point (b) of this paragraph; 

(d)  the power to impose a periodic penalty payment in accordance with Article 35 to 

ensure that an infringement of this Regulation is terminated in compliance with an 
order issued pursuant to point (b) of this paragraph or for failure to comply with 
any of the orders issued pursuant to Article 27 and to point (b) of this paragraph; 

(e)  the power to adopt interim measures to avoid the risk of serious harm. 

2. 

Member  States  may  grant  additional  enforcement  powers  to  the  Coordinating 
Authorities. 

 

According to Article 28 paragraph 1 subparagraph (c) coordinating authority has the power impose 
fines or request a judicial authority in their Member State to do so. However, subparagraphs (d-e) 
does not have a similar sentence “or request a judicial authority in their Member State to do so”. Is 
there a reason for this difference? 
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[bookmark: 19]Article 30 

Common provisions on investigatory and enforcement powers 

1. 

The  measures  taken  by  the  Coordinating  Authorities  in  the  exercise  of  their 
investigatory  and  enforcement  powers  referred  to  in  Articles  27,  28  and  29  shall  be 
effective, dissuasive, necessary and proportionate, having regard, in particular, to the 
nature,  gravity,  recurrence  and  duration  of  the  infringement  of  this  Regulation  or 
suspected  infringement  to  which  those  measures  relate,  as  well  as  the  economic, 
technical  and  operational  capacity  of  the  provider  of  relevant  information  society 
services concerned, where applicable. 

2. 

Member  States  shall  lay  down  specific  rules  and  procedures  for  the  exercise  of  the 
powers pursuant to Articles 27, 28 and 29  and shall ensure that any exercise of  those 
the  investigatory  and  enforcement  powers  referred  to  in  Articles  27,  28  and  29  is 
subject to adequate safeguards laid down in the applicable national law in compliance 
with  the  Charter  and  with  the  general  principles  of  Union  law  to  respect  the 
fundamental  rights  of  all  parties  affected.  In  particular,  those  measures  shall  only  be 
taken in accordance with the right to respect for private life and the rights of defence, 
including the rights to be heard and of access to the file, and subject to the right to an 
effective judicial remedy of all parties affected. 

It  is  essential  to  have  enough  leeway  to  nationally  regulate  with  sufficient  precision  about  the 
powers  (including  sanctions)  of  national  authorities  in  order  to  comply  with  the  requirements 
deriving from constitutional principles such as precision of legislation, principle of proportionality 
or principle of legality. The Digital Services Act (DSA) includes the following sentence according 
to which member States shall lay down specific rules and procedures for the exercise of the powers. 
DSA also includes a reference to the EU Charter and general principles of EU law. We propose that 
Article 30 paragraph 2 of this Regulation should be amended to respond to similar DSA provision. 

Article 32 

Notification of known child sexual abuse material 

Coordinating Authorities shall have the power to notify providers of hosting services under 
the jurisdiction of the Member State that designated them of the presence on their service of 
one or more specific items of known child sexual abuse material and to request them to 
remove or disable access to that item or those items, for the providers’ voluntary 
consideration. 
The request shall clearly set out the identification details of the Coordinating Authority 
making the request and information on its contact point referred to in Article 25(5), the 
necessary information for the identification of the item or items of known child sexual abuse 
material concerned, as well as the reasons for the request. The request shall also clearly state 
that it is for the provider’s voluntary consideration.  

 

It  is  unclear  what  is  the  relationship  of  this  Article  to  the  provisions  of  DSA  which  precisely 
regulate how illegal  content can  and should be informed to  the providers of hosting  services  and 
how these providers may lose their exemption from liability if they do not remove illegal content 
that  they  have  become  aware.  Thus,  the  question  is  whether  Article  32  of  this  Regulation  is 
necessary  taking  into  consideration  the  provisions  of  DSA  or  rather  expresses  somewhat 
misleadingly  that  the  removal  of  such  a  serious  material  is  depended  on  the  provider’s  voluntary 
consideration? 
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[bookmark: 20]Article 34 

Right of users of the service to lodge a complaint 

1.  

Users shall have the right to lodge a complaint alleging an infringement of this 
Regulation affecting them against providers of relevant information society services 
with the Coordinating Authority designated by the Member State where the user resides 
or is established. 

2.  

Coordinating Authorities shall provide child-friendly mechanisms to submit a complaint 
under this Article and adopt a child-sensitive approach when handling complaints 
submitted by children, taking due account of the child's age, maturity, views, needs and 
concerns. 

3.  

The Coordinating Authority receiving the complaint shall assess the complaint and, 
where appropriate, transmit it to the Coordinating Authority of establishment. 

 

Where the complaint falls under the responsibility of another competent authority of the 
Member State that designated the Coordinating Authority receiving the complaint, that 
Coordinating Authority shall transmit it to that other competent authority. 

4.  

The right of users to lodge a complaint under this Article shall be without prejudice to 
the right of the data subject to lodge a complaint with a supervisory authority under 
Article 77 of Regulation (EU) 2016/679. 

 

The right provided for in Article 34 is linked with the contents of Article 10, paragraph 5. We 
propose a fourth paragraph to be added to Article 34 as follows, to clarify its relationship with the 
GDPR. 
It  is  unclear  what  are  the  legal  consequenceas  of  this  complaint  under  Article  34  and  can  users 
complain about the provider’s technological choises and their possible misuse if users consider that 
the chosen technologies e.g. to detect certain content infringes the requirements of Article 10 of this 
Regulation, and if so, what kind of legal remedies, if any, can the national authorities provide under 
Article 34? 
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[bookmark: 21]Finland´s comments on CSAM-proposal: Protection of personal data 

Article 7 

According to Article 7(4), a detection order is issued where there is evidence of a significant risk of 
the service being used for the purpose of online child sexual abuse. The existence of a significant 
risk is further defined in paragraphs 5, 6 and 7. Despite that, the criteria of a significant are still 
somewhat vague. In particular, the expression “to an appreciable extent” linked to the dissemination 
of known or new CSAM, and the solicitation of children, leaves it unclear when the significant risk 
would exist. Similarly, in paragraph 6(c)(2), the criterion of a “significant number” of reports is 
somewhat vague. A more concrete and verifiable criterion should be used. 

For example, Article 7(7), points (b) and (c), applicable in the case of solicitation of children, could 
read as follows: 

(b)   it is likely that, despite any mitigation measures that the provider may have taken or will 

take, the service is used, to an appreciable extent, to a significant extent  for the 
solicitation of children;  

(c)  there is evidence of the service, or of a comparable service if the service has not yet 

been offered in the Union at the date of the request for the issuance of the detection 
order, having been used in the past 12 months and to an appreciable extent, repeatedly 
for the solicitation of children, and there is a significant increase in that use when 
compared with the previous period of 12 months. 

Reasons: We share the concern of the EDPB and EDPS, particularly as regards the solicitation of 
children where the risk of false positives is higher. Furthermore, the solicitation of children is a 
criminal offence which, in principle, is known by the victims despite their young age. Therefore, the 
threshold for interfering with the private life and protection of personal data should be relatively 
high. Occasional and isolated cases of CSAM could be left to be dealt with through other measures, 
particularly reporting to the competent law enforcement authority. 

 

Article 10 

We maintain a scrutiny reservation on Article 10, including the deletion proposed by the 
Presidency. Before taking a position on the drafting, it would be crucial to have a clarification of the 
relationship between the use of automated detection technologies referred to in Article 10 and the 
automated individual decision-making referred to in Article 22 of the GDPR. 

It is unclear what the intention of the Commission has been. In the light of the provision in the 
proposal according to which there would be human intervention in certain situations, it seems to us 
that the Commission’s understanding has been that the automated detection would fall within the 
scope of Article 22, in which case human intervention as a safeguard is necessary. Upon the 
deletion of that safeguard, the new drafting in Article 10, paragraph 4, point (c), might more clearly 
mean that we are speaking of automated individual decision-making, including profiling. 

The new drafting in Article 10, paragraph 4, point (c), might also make it challenging to comply the 
established case law of the European Court of Human Rights and the European Court of Justice, 
particularly as regards the storage of materials relating to persons other than potential abusers, if 
there is no human intervention to reduce false positives. 
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[bookmark: 22]First, we draw attention to the scope of Article 22 of the GDPR, which is wide. The meaning of 
automated individual decision-making is explained in recital 71 of the GDPR. According to recital 
71, such processing includes ‘profiling’ that consists of any form of automated processing of 
personal data evaluating the personal aspects relating to a natural person, in particular to analyse 
or predict aspects concerning the data subject's performance at work, economic situation, health, 
personal preferences or interests, reliability or behaviour, location or movements, where it produces 
legal effects concerning him or her or similarly significantly affects him or her. 

It seems that the use of the technologies referred to in Article 10 could mean entirely automated 
profiling, the purpose of which would be to detect potential abusers, i.e. without human 
intervention. This is also suggested by the fundamental rights impact assessment (page 14 of the 
proposal). It is important to bear in mind that while detecting (profiling) potential abusers, the 
algorithms at the same time detect victims. At least, stronger safeguards should be in place to 
protect the rights of the victims as data subjects. 

Article 10, paragraph 4, point (c) requires that the provider shall ensure regular human 
oversight as necessary to ensure that the technologies operate in a sufficiently reliable 
manner and, where necessary, in particular when potential errors and potential solicitation 
of children are detected, human intervention; 

If the Commission has considered that the use of the technology referred to in Article 10 means 
automated individual decision-making or profiling, the legal basis would be the proposed 
Regulation in accordance with Article 22, paragraph 2, point (b) of the GDPR. Suitable safeguards 
would be required.  

Article 22, paragraph 2, point (b) leaves it for the legislator to determine the suitable safeguards in 
the case of automated individual decision-making, including profiling. Guidance is found in recital 
71, which explains that, in any case, such processing should be subject to suitable safeguards, which 
should include specific information to the data subject and the right to obtain human intervention, 
to express his or her point of view, to obtain an explanation of the decision reached after such 
assessment and to challenge the decision. The specific information is further defined in Articles 13 
to 15 of the GDPR. The data subject must be informed of the existence of automated decision-
making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, 
meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject (see. e.g. Article 15 of the GDPR). Recital 71 
further explains that such measure [automated individual decision-making] should not concern a 
child. 

The Presidency has proposed that the last part of Article 10, paragraph 4, point (c) be deleted, and 
be included in a recital instead. For the time being, until the relationship between Article 10 of the 
proposal and Article 22 of the GDPR is clarified, we maintain a scrutiny reservation on the deletion. 
A recital is not legally binding, which means it is not sufficient as a legal safeguard. Also, if human 
intervention is not automatically required, it is our understanding that the data subject would have 
the right to require it directly under the GDPR. 

It is not that clear if and how the safeguards listed in recital 71 of the GDPR would work in the case 
of automated detection of CSAM and its reporting. In particular, the data subject’s right to express 
his or her view and the right to require human intervention, if the data subject does not know of the 
detection of CSAM and the reporting of CSAM to the Centre, would not work that well. Therefore 
it would be important to consider whether it was better to have it included in Article 10, paragraph 
4. 
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[bookmark: 23]Furthermore, if automated detection (at least as a result of the deletion proposed by the Presidency) 
means automated individual decision-making, Article 10, paragraph 5, should most likely be 
supplemented, e.g. as follows: 

5. 

The  provider  shall  inform  users  in  a  clear,  prominent  and  comprehensible  way  of  the 
following:  

(a)  the  fact  that  it  operates  automated  technologies  (automated  profiling)  to  detect 

online  child  sexual  abuse  to  execute  the  detection  order,  the  ways  in  which  it 
operates those technologies, meaningful information about the logic involved, and 
the impact on the confidentiality of users’ communications; 

(b)  the  fact  that  it  is  required  to  report  potential  online  child  sexual  abuse  to  the  EU 

Centre in accordance with Article 12; 

(c)  the users’ right of judicial redress referred to in Article 9(1) and their rights to submit 

complaints to the provider through the mechanism referred to in paragraph 4, point 
(d) and to the Coordinating Authority in accordance with Article 34; 

(d)  the users’ rights as data subjects under the GDPR.  

 

In any case, given that child victims are particularly vulnerable, there should be additional 
safeguards to protect the rights of the data subject. This would be necessary even if the automated 
detection was only considered to be profiling other than that referred to in Article 22 of the GDPR 
(i.e. there would be human intervention to assess whether the material detected means online child 
sexual abuse). This also seems to be the view of the EDPS and the EDPB. 

(In paragraph 5, point (c), we also propose a technical alignment with our proposal in Article 9(1).) 

 

Article 12 

The relationship between Article 12 and the data protection legislation should be clarified. We draw 
attention in particular to the reporting obligation in Article 12, paragraph 2. It is unclear what the 
relationship of this paragraph is with the requirements imposed on the controller under the GDPR to 
inform the data subject of recipients of personal data. It is further unclear how the reporting 
obligation would work together with the provisions of Directive (EU) 2016/680 (LED) that apply to 
the competent authorities, particularly Articles 14 and 15 thereof, as implemented by the Member 
States. Those Articles concern the right of access of the data subjects and the limitations on that 
right. 

For the time being, we maintain a scrutiny reservation on the appropriate time limits for the reason 
that the relationship with LED is unclear. LED only applies to the competent authorities, whereas 
the provisions of the GDPR would apply to the service providers. 

It is important that Article 12 take into account both the interests of investigation and the interests 
of the data subjects, including those of child victims. 

We will be happy to propose drafting that takes into account those interests, once we have a 
clarification from the Commission on the relationship between Article 12, paragraph 2, and the 
provisions on the right of access of the data subject and the limitations on that right under the data 
protection legislation. In particular, is Article 12, paragraph 2, meant to adapt the provisions of the 
GDPR and LED concerning the right of access of the data subject? 
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[bookmark: 24]Article 34 

The right provided for in Article 34 is linked with the contents of Article 10, paragraph 5. We 
propose a fourth paragraph to be added to Article 34 as follows, to clarify its relationship with the 
GDPR: 

Article 34 

Right of users of the service to lodge a complaint 

1.  

Users shall have the right to lodge a complaint alleging an infringement of this 
Regulation affecting them against providers of relevant information society services 
with the Coordinating Authority designated by the Member State where the user resides 
or is established. 

2.  

Coordinating Authorities shall provide child-friendly mechanisms to submit a complaint 
under this Article and adopt a child-sensitive approach when handling complaints 
submitted by children, taking due account of the child's age, maturity, views, needs and 
concerns. 

3.  

The Coordinating Authority receiving the complaint shall assess the complaint and, 
where appropriate, transmit it to the Coordinating Authority of establishment. Where 
the complaint falls under the responsibility of another competent authority of the 
Member State that designated the Coordinating Authority receiving the complaint, that 
Coordinating Authority shall transmit it to that other competent authority. 

4. 

The right of users to lodge a complaint under this Article shall be without 
prejudice to the right of the data subject to lodge a complaint with a supervisory 
authority under Article 77 of Regulation (EU) 2016/679. 
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[bookmark: 25]GERMANY 

General 

  Germany welcomes the possibility to discuss the articles of Chapter III based on the 

Presidency’s compromise text (13514/22).  

  As the Federal Government has not yet completed its examination, we would like to enter a 

general scrutiny reservation. 

Chapter III 

  The requirements relating to the coordinating authorities and to their organisation need to be 

examined  more  closely,  especially  with  regard  to  the  ongoing  considerations  surrounding 
the determination of a regulatory authority within the meaning of the Digital Services Act. 
We  should  seek  to  utilise  synergies  to  the  greatest  extent  possible  when  it  comes  to 
designating or forming the regulatory authority/authorities.  

  We  kindly  ask  the  Commission  to  explain  which  data  protection  regime  it  regards  as 

applying  to  the  coordinating  authorities  –  the  GDPR  or  the  Law  Enforcement  Directive 
(2016/680)?  

 
Article 25 

  Germany  believes  that  the  extended  time  limit  of  six  months  to  designate  the  competent 

authorities is appropriate.  

  We kindly ask the Presidency to explain the proposed revisions in Article 25 (7) (c) and (d) 

regarding assistance from the EU Centre.  
 

Article 26 

  In Germany’s view, making the requirements for coordinating authorities more flexible is a 

good  idea.  As  Germany  noted  at  the  meeting  on  6 September  2022,  we  believe  that  it  is 
hardly practical for the coordinating authority and all competent authorities to be completely 
independent and neither seek nor take instructions from any other public authority or private 
party, as originally proposed. National  law enforcement authorities play  a key role during 
CSAM  assessments,  a  role  also  reflected  by  the  Commission’s  proposal.  In  line  with  the 
proven  practice  of  Regulation  2021/784  (TCO  Regulation),  for  example,  they  should 
therefore be enabled to act as competent authorities. For this reason, we have expressed our 
support  for  bringing  the  CSA  Regulation  into  line  with  the  requirements  of  the  TCO 
Regulation.  
We kindly ask the Commission for its assessment of the proposed deletions in Article 26 (2) 
and (3). 

 
Article 30 

  We are open to the addition to Article 30 (“necessary”). 
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[bookmark: 26]Article 36 

  We ask the Presidency to explain why the coordinating authorities have been deleted from 

Article 36 (1) (a) and (b). Does the proposed revision mean that the assessment too is to be 
conducted only by courts or similar judicial authorities? Or should they also be able to refer 
to previous assessments by the law enforcement authorities? 
In  Germany,  national  law  enforcement  authorities  currently  identify  CSAM  and  URL 
addresses  of  CSAM  and  submit  them  to  databases.  Germany  believes  that  national  law 
enforcement  agencies  (see  above)  should  also  play  a  key  role  in  the  reporting  and 
assessment process set out in the CSA Regulation. We believe it could create a great deal of 
additional effort if positively identified CSAM can only be submitted by courts or similar 
judicial  authorities.  In  Germany’s  view,  coordinating  authorities  should  therefore  also  be 
able to identify CSAM and URL addresses.  

- 

Germany stands by its positions stated on 6 September 2022.  
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[bookmark: 27]HUNGARY 

General written comments from Hungary regarding the Presidency compromise texts:  
Article 25-39 (13514/22) 
 

Hungary fully supports the objectives of the draft regulation; however, we have some general and 
specific comments regarding its approach on certain important elements.  

Presidency compromise texts Article 25-39 
As a general remark, the text in Chapter III is a step in the right direction in a sense that it tries to 
create  a  flexible  situation  for  Member  States  to  set  up  their  national  structure,  but  the  current 
wording still contains a strong mix of competences of different natures. Hungary is not able to set 
up  a  hybrid  organisation  that  is  independent  and  tries  to  manage  administrative  tasks  and 
competences, but also law enforcement and judicial tasks and competences, in one authority. 
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[bookmark: 38]IRELAND 

Article 25 – support for change from 2 to 6 months (and will support proposals to further increase 
this period). 
 
Article 26 – support for deletion of paragraph 2, particularly sub-sections (c) and (e).  We would be 
open to including a reference to independence in paragraph 1 and reinstating paragraph 3. 
 
Article 34 – scrutiny reservation on 34(3).  The Commission has not provided any detail of the 
assessment envisaged in this provision, nor of the “appropriate” circumstances in which the 
Coordinating Authority of the user’s residence would transmit the complaint to the Coordinating 
Authority of establishment.  This provision should include details of these matters, to ensure 
consistent application across the Union and to ensure that the Coordinating Authority of 
establishment does not become responsible for unsubstantiated complaints.   
 
Article 36 – scrutiny reservation on this Article.  We are concerned about the practical difficulties 
of requiring the judicial authorities to identify CSAM in order to populate the EU Centre’s 
databases of indicators, both for the Centre and for Member States.  Paragraph 3 would require a 
procedure that would enable the Irish Courts to rapidly assess and verify CSAM/grooming material 
as illegal, in the absence of a criminal trial.  We note the Commission’s explanation that this 
provides an important safeguard; nonetheless, at this point we would like to explore the scope to 
allow law enforcement experts to perform this task.   
 
The meaning of paragraph 2 is not clear – what kind of clarification/information could be sought by 
the EU Centre in respect of paragraph 1(a)?  And how will the Coordinating Authority be able to 
provide this if it is the judicial authorities that are identifying the material? 
 
Article 38 – this Article could benefit from the inclusion of further details of how joint 
investigations will operate and the circumstances in which they are envisaged.  For example, what 
role will there be for the CA of establishment?  Are joint investigations envisaged as 
complementing/preceding cross-border cooperation as set out in Article 37? 
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[bookmark: 39]ITALY 

These are the questions of the Italian delegation, unanswered or needing a clarification: 
Regarding document 13514/22 
- Article 37 letter A) and B) isn’t better to change the judiciary authority and the independent 
administrative authority with the term “Competent Authority”?  
- Article 25 paragraph 6 isn’t it better to enhance the two weeks’ notice terms, foreseeing one month 
term? 
- Article 38 paragraph 1. Wouldn’t it be better to rephrase the paragraph? The risk is that could 
ingenerate confusion and impede the normal developing of the inquiry led by the judicial authority. 

Regarding document 13981/22 
In the workflow it is foreseen that the providers can simultaneously send information both to the 
national coordinating authority and to the European centre that could create an overlapping 
information. 
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[bookmark: 40]THE NETHERLANDS 

The Netherlands is a major proponent of a joint European approach to combat child sexual abuse 
material, particularly given the fact that the Internet so easily crosses national boundaries. We are 
therefore pleased that the European Commission has published a proposal that should enable the 
Member States to fight child sexual abuse more effectively and jointly, all across Europe. The 
Netherlands looks forward to the Presidency document with the conclusions of the CSA online 
technical workshop. The Netherlands also thanks the Presidency for the compromise text of Chapter 
III. We are currently studying the text. At this moment we would like to uphold a general scrutiny 
reservation. 

Chapter II: General remarks 

Detection CSAM 

The Netherlands regards Chapter II as important, hence we still have questions concerning the 
detection order. The questions regarding the detection order mainly focus on how such an order fits 
into a proportionate and efficient approach to prevent the storage and dissemination of CSAM and 
the security implications of communication and other data. The Netherlands supports the premise of 
the proposal that both member states and internet service providers have a joint responsibility in 
preventing and combating CSA. At the same time, the Netherlands has concerns about a number of 
aspects of the proposal because the proposal not only appears to infringe on the right of private life, 
the rights defined in the GDPR and the communication confidentiality of citizens, but may also 
harm the security of internet. These concerns focus specifically on the detection order imposed on 
providers of hosting services and interpersonal communication services, identified as being at high 
risk for being used for the dissemination of CSAM and grooming. The Netherlands wants to tackle 
CSAM effectively, but it is essential that end-to-end encryption will not be made impossible. 
According to the Netherlands, it is therefore necessary to specify this in the regulation. We would 
like to offer our contribution to think of suggestions on how to properly include this in article 10 (3) 
in the regulation. 

Detection grooming 

Detection of grooming is very sensitive, as this process involves text in which the content is subject 
to interpretation. The technology to detect grooming is still in development but is expected to 
generate a large number of false positives. This could significantly infringe on the right of private 
life, the rights defined in the GDPR and the communication confidentiality of citizens. The 
Netherlands advocates that detecting of grooming should be a task reserved exclusively for law 
enforcement agencies. 

Removal order 

The Netherlands supports the obligation for hosting services to remove CSAM, once discovered and 
reported, within 24 hours.  

The Netherlands is in favor of simplifying the process of the removal order. However, the question 
is whether the proposed process of the Presidency in article 14 is legally possible and does not 
violate our constitution. Please note the earlier comments of the Netherlands to the revised text of 
article 14. 
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[bookmark: 41]Chapter III: Questions art. 25 – art. 39 

The Netherlands supports the proposal to designate a national Coordinating Authority responsible 
for the implementation and enforcement of the CSAM Regulation in each Member State. The 
Netherlands endorses the importance of a national authority that is not hierarchically subordinated 
to any political office holder, so that independent judgement is guaranteed and the possibility of 
government censorship is prevented. 

The Netherlands would appreciate it, if the Commission and Presidency can clarify on some matters 
regarding the following articles. 

 
Article 25 

(1) 

According to our information, the amendment to 6 months deviates from TCO regulation. We 
would like to do a proposal to include: ‘from the date of application’ instead of six months: 

1. 

Member States shall, by [Date - two six months from the date of entry into force from 
the date of application of this Regulation], designate one or more competent authorities 
as  responsible  for  the  application  and  enforcement  of  this  Regulation  (‘competent 
authorities’) 

 
This does also mean a minor amendment to paragraphs (4) and (6). 

Article 26  

(1)(2) 
The Netherlands welcomes the flexibility and opportunity to use the current structures by 
amending Article 26. It welcomes the removal of paragraph 2(e), but would like to make the 
suggestion that paragraph 2(d), which has now been removed, be included in paragraph 1: 

 

1. 

Member  States  shall  ensure  that  the  Coordinating  Authorities  that  they  designated 
perform  their  tasks  under  this  Regulation  in  an  objective,  impartial,  transparent  and 
timely  manner,  while  fully  respecting  the  fundamental  rights  of  all  parties  affected. 
Competent authorities  shall not seek or take instructions from any other body in 
relation to the carrying out of their tasks under this Regulation. Member States shall 
ensure that their Coordinating Authorities have adequate technical, financial and human 
resources to carry out their tasks. 

 
(3) 
Can the Presidency please clarify why paragraph 3 has been deleted? After all, this is also included 
in the TCO. 
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[bookmark: 42]Article 27 

 

  (1)(b) 

Can the Commission explain what is meant by 'on-site inspection'? Does this mean that the 
Coordinating Authority will visit datacenters for an investigation? Or is it meant to be an 
investigation on the Internet?   
 

  (1)(c)  

These are extensive special investigative powers which are subject to strong safeguards. Can the 
Commission please clarify on how the Coordinating Authority will be able to meet these 
safeguards? As far as the Netherlands is concerned, this is a task for the enforcement authorities. 
 

  (2) 

This is a broad provision. The word 'investigative' also indicates that only criminal investigative 
powers can be used. Can the Commission please clarify if this means that only criminal 
investigative powers can be used? 
 

Article 33 

  (2) 
-  Article 33, paragraph 2 states that if a provider did not appoint a legal representative, all 

Member States have jurisdiction. Does this apply only to providers of relevant information 
society services who have an establishment outside the European Union? 

-  Article 33(2) states that when a Member State decides to execute jurisdiction under this 

subparagraph it shall inform all other Member States. Can or should the EU Centre play a 
coordinating role in this kind of situation? Should the EU Centre be added here as an institution 
to be informed? 
 

Article 38 

  (2) 

The participating Coordinating Authorities shall make the results of the joint investigations 
available to other Coordinating Authorities, the Commission and the EU Centre, through the 
system established in accordance with Article 39(2), for the fulfillment of their respective tasks 
under this Regulation. Can the Commission please clarify on why ‘the Commission’ is included 
in this list? 

 
Article 39 

  (2) 

Why is the Commission included in this list? Could the sharing of information with the 
Commission be more efficient (e.g. the obligation to report to the Commission once a year on 
certain relevant aspects) instead of including it in all information management and information 
sharing? 
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[bookmark: 43]POLAND 

Please find below Polish written comments to chapter III. 
- Article 25 (7c) - we note the link to changes made in other drafting units concerning the issuance 
of removal orders in Article 14 and blocking orders in Article 16. Taking into account the change in 
procedure from - requesting the coordinating authority to the court to issue the above-mentioned 
orders - to the procedure for issuing orders by the competent authority, it seems pertinent to adjust 
the wording of Article 25(7c). In the case of removal and blocking orders, the coordinating bodies 
will not request their issuance, so the Center will not issue an opinion on the need for them to make 
such a request. Q: Do we understand this correctly?  
 
- Article 26 (2) - we support the deletion of paragraphs 2 and 3 containing the list of requirements 
for coordination bodies. This is in response to the expectations formulated by MS, including PL, to 
leave more freedom in the appointment of coordination bodies.  
   
- Article 36 (1a and b) - what is the justification for deleting coordination bodies from these items? 
We have doubts about whether the evaluation of elements of materials and transcriptions of 
conversations, can be done by judicial authorities. Will these bodies have sufficient expertise to do 
so?  
 

 

 

WK 10235/2022 ADD 7 

42 

LIMITE 



[bookmark: 44]SLOVAKIA 

General remarks 
The  Slovak  Republic  recalls  its  general  scrutiny  reservation  on  the  proposal  as  the  national 
processes of examining the proposal have not yet been finalised. The following comments are to be 
regarded as preliminary.  
The Slovak Republic would like to thank the Czech Presidency for the compromise texts, which, 
according  to  our  preliminary  assessment,  are  a  step  in  the  right  direction.  In  particular,  we 
appreciate the changes made to Article 25 regarding the timeframe for designation of one or more 
competent  authorities  and  Article  26  para  2  regarding  the  requirements  of  independence  of  the 
coordinating authorities, as has been requested by many Member States, Slovakia included. 
Article 25 

  Para  1:  While  we  appreciate  extending  the  timeframe  for  designation  of  one  or  more 

competent authorities as responsible for the application and enforcement of this Regulation 
from two months to six months from the date of entry into force of this Regulation, we still 
consider  this  insufficient.  In  line  with  our  previous  comments,  it  is  clear  that  the 
establishment of a new authority or the endowing of an existing authority with the powers 
necessary  to  implement  this  Regulation  or  the  setting  up  of  a  network  of  cooperating 
national authorities requires significant legislative work on the part of the MS, even given 
the overlap between the tasks and powers of the proposed Coordinating Authority and the 
Digital  Services  Coordinator  to  be  established  under  the  Digital  Services  Act  (being  a 
horizontal instrument only). We recall that in the case of designation of the Digital Services 
Coordinator, the timeframe was agreed at 15 months from the date of entry of the DSA. We 
suggest  adopting  an  approach  closer  to  the  one  of  the  DSA,  which  we  consider  more 
realistic, and extend the timeframe to 9 months at minimum. 

  At the same time, we suggest that the COM's previous oral statements to the effect that the 

preferred  option  would  be  for  the  coordinating  authority  under  this  regulation  and  the 
Digital  Services  Coordinator  under  the  DSA  to  be  one  and  the  same  authority,  be 
reflected in the text of the recitals. 

Article 26 

  Para 2: Slovakia supports the deletion of the paragraph. 
  Para 4: Given the nature of the tasks of the members of staff , i.e. coming into contact with 

CSAM  and  the  corresponding  level  of  risk,  we  would  like  to  suggest  the  following 
amendment:  

4.  

The  Coordinating  Authorities  shall  ensure  that  relevant  members  of  staff  have  the 
required  qualifications,  experience,  integrity  and  technical  skills  to  perform  their 
duties. 
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