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Objective

¢ Detail opportunities for sustained
development of the BESECURE
method and tools

Valuable continuation directions
Key collaboration partners
Relevant funding options
Opportunities to contribute to this
research domain from an
European perspective
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Description of the work

e Summary of four main
established approaches to crime
prevention
e Identification for potential to
improvement of established
approaches
¢ Identification of relevant
European Union funded projects
since May 2013
e Analysis of European urban
security landscape on the basis
of FP7 urban security projects
o Analysis of FP7 Security
projects relevant to urban
security

o Review of core FP7 urban
security projects

o Assessment of foreground
results published from
completed FP7 urban security
projects

o ldentification of the factors
which would seem to be the
subject of the most / least
research, development and
innovation (RD&I)

¢ None confidential explanation of
the project foreground results
and partners plans for their use

e |dentification of European Union
funding opportunities to develop
and/or transfer BESECURE
results.

e Indication of partner ideas to
utilise the funding opportunities.

Results and conclusions (outtake)

¢ Established approaches to urban security do not
provide a wide-ranging holistic approach

e Many EP7 European projects could contribute to
strengthening urban security in the future

e All factors related to urban security seem
covered by FP7 urban security projects but the
institutional domain most

e Potential gaps in urban security RD&l: access to
housing, health, social service provision, social

infrastructure  provision, income levels,
employment levels,
infrastructure, lighting and architecture

e Foreground results a basis for service provision
with further funding “Public” platform could be

updated

e Number of funding opportunities to develop /
transfer BESECURE results further

equality, transport
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Disclaimer

The information appearing in this document has been prepared in good faith and represents
the opinions of the authors.

The authors are solely responsible for this publication and it does not represent the opinion
of the European Commission or its Research Executive Agency. Neither the authors nor the
European Commission or its Research Executive Agency are responsible for any use that
might be made of data including opinions appearing herein. The reader is encouraged to
investigate whether professional advice is necessary in all situations.

The authors reserve the right not to be responsible for the topicality, correctness,
completeness or quality of the information provided.



1. Introduction

1.1.Purpose and outline of the BESECURE project

The project BESECURE (Best practice enhancers for security in urban environments)
worked towards a better understanding of urban security through examination of different
European urban areas. By examining eight urban areas throughout Europe and literature,
BESECURE built a comprehensive and pragmatic knowledge base that supports policy
making on urban security challenges by sharing best practices and by providing visualization
and assessment tools and guidelines that help local policy makers to assess the impact of
their practices, and improve their decision making.

1.2.Objective and Outline of D7.6

The definitions used for the key terms in the report title are provided in Table 1.
Table 1 Working definitions / orientations

Word/Term Definition |
Foreground Results, including information, whether or not they can be protected, which are
generated under the “project”. Such results include rights related to copyright;
design rights; patent rights; plant variety rights; or similar forms of protection’.

Use The direct or indirect utilisation of foreground in further research activities other
than those covered by the project, or for developing, creating and marketing a
product or process, or for creating and providing a service.

R&D (Research Creating new knowledge about topics for the purpose of uncovering and
and enabling development of valuable new products, processes, measures,
Development) services

Policy support Supporting the design and implementation of policy”

Sustained An approach including the financial resources (at least potentially) to enable
development the already developed results to be developed further

The objective of the report is to provide an analysis of the potential and opportunities for
sustained development of the BESECURE foreground following the completion of the
project. This includes a consideration of other relevant projects to identify potential synergies
and partners for future cooperation. It considers the research landscape concerning urban
security research, development and innovation and future needs from a broader perspective
than the report D7.5°. It does this by providing the following:

e A summary of the current state of affairs of urban security management
o Present assessment of urban security management
o Relevance to EU Agenda

e An update on sections from the deliverable D7.7 (which was originally completed in
May 2013)

' As described in D7.7 Overview of the R&D landscape concerning policy support for urban security (D7.7), p.5
see Chapter 2 of Deliverable 7.7 for further discussion
® D7.5 Opportunities for commercial exploitation of the BESECURE methods and tools




o Potentially relevant research, development and innovation in progress or
recently completed

e An analysis of the European urban security research landscape*

o Analysis of organisations involved in projects relevant to urban security under
the FP7° Security theme

o Analysis of core projects relevant to urban security management under the
FP7 Security theme

o Analysis of foreground results from completed core projects® relevant to
urban security under the FP7 Security theme

o An evaluation of areas to focus upon in future urban security R&D and
Innovation.

e A summary of the key content from the confidential report D7.5 Opportunities for
commercial exploitation of the BESECURE methods and tools
o Exploitable foreground
o Strategy and activities for the exploitation of the foreground following the
completion of the project

o Notable sources of funding potentially suitable to support the implementation and
development of the BESECURE approaches / results

1.3. Deliverable 7.6 Methodology

This report was outlined and drafted by work package leader CCLD. This draft was then
discussed and agreed upon with the consortium members. Consortium members were also
asked to contribute to the report as described in Table 2.

Table 2 Chapters, Contents, Main contributors

Chapter / Annex Name / Content Main contributors
Chapter 1 Introduction CCLD
Chapter 2 Urban security management — current state of ALU, CCLD
affairs
Chapter 3 European and national research, development | EU: CCLD
and innovation projects Germany: ALU, EMI,
CCLD
Ireland: FAC
Italy: CNR
Netherlands: TNO
Poland: ITTI
UK: JVM, UU
Chapter 4 Analysis of FP7 urban security research CCLD
landscape
Chapter 5 Valuable continuation directions for CCLD / ALL
BESECURE
Chapter 6 Funding opportunities and partner activities CCLD /ALL
Chapter 7 Conclusions CCLD /ALL
Annex 1 Notable funding schemes within consortium Germany: ALU, EMI,
countries CCLD

* As identified in Septmebr 2014

® The European Union's framework 7 programme for research and technological development (FP7), see
http://cordis.europa.eu/fp7/home_en.html, last accessed 31 March 2015.

® As of December 2014




Ireland: FAC

Italy: CNR
Netherlands: TNO
Poland: ITTI
UK: JVM, UU
Annex 2 National research, development and innovation | Germany: ALU, EMI,
project profiles CCLD
Ireland: FAC
Italy: CNR
Netherlands: TNO
Poland: ITTI
UK: JVM, UU
Annex 3 Research, development and innovation project | CCLD / ALL
results and approaches which have influenced
BESECURE development
Annex 4 List of FP7 Security projects identified as CCLD
relevant to urban security
Annex 5 Four general themes in FP 7 Security project CCLD
projects relevant to urban security
Annex 6 Assessment of the FP7 Security projects with CCLD
urban security management at their core
Annex 7 Assessment of the 9 completed FP7 Security CCLD
projects with urban security at their core
Annex 8 EU co-funded research, development and CCLD

innovation project profiles




2. Urban security management — current state of affairs

This chapter provides an overview of the current urban security management, particularly in
crime prevention methods. It offers a brief assessment of instruments, processes, and
models, which shape BESECURE foreground and its exploitation strategies. The content of
this Chapter is primarily based on Chapter 2 of the confidential BESECURE Deliverable 7.5
Opportunities for commercial exploitation of the BESECURE methods and tools which was
summarised from D3.1 Overview of relevant process models, indicators and methods for
urban security enhancement — How to BE SECURE?

2.1. BESECURE’s urban security management focus

BESECURE mainly focuses on security issues connected with general crime and instability
such as street-crime, incivilities, and anti-social behaviour (ASB). Other threats, such as
terrorism and ideological conflicts, are not a focus of the project. However, it is important to
note that positive knock-on effects of urban security at local levels could also support
security management at national level, for example strong community actions in a
neighbourhood can prevent growth of radicalism or terrorist groups’

BESECURE case studies in Belfast (UK), The Hague (NL), Freiburg (GER), London Tower
Hamlets (UK), London Lewisham (UK), Naples (IT), Reggio di Calabria (IT), Poznan (PL)
highlight ASB, organised crime, and theft as the most common issues affecting urban
security in these areas. In the case of ASB, provision of facilities and programs for youth to
express their creative activities and improve their interpersonal skills are for example one of
the best practices from London Tower Hamlets, Belfast, and Freiburg. We also assessed the
implementation of Information and Communication Technology (ICT) such as XLAW
software in the Aracne Project in Naples that helps the police force to identify crime trends in
the streets. Many successful policy initiatives from the case studies also point out the
importance of civil partnership or collective actions in achieving sustainable urban security
such as in Belfast and The Hague.

Urban security management is a complex multi-dimensional process with both short- and
long-term strategic decision making that involves many stakeholders in different levels.
There are many factors that influence urban security management, from the daily practices
in the area, physical layout, to socio-economical makeup of different urban zones. In reality,
many policy-makers make decisions based on local and long-standing best practices rather
than evidence. Policy makers would be well advised to be aware of the interdependency of
different indicators and factors affecting urban security.

By sharing European best practices, BESECURE has developed a range of comprehensive
methods, user-friendly tools, and guidance that will improve urban security policy making for
local policy makers. By approaching urban security from a problem based perspective,
BESECURE expects to facilitate, support, and assist evidence-based policy making and the
enhancement of security in the urban area. This offers to be a significant contribution to
urban security management as knowledge, time, and budget are scarce and getting scarcer
in such complex decision making processes

" see D1.1 Boundary Conditions and Options for Urban Security Enhancement, Chapter 2.1.3 and Table 4 for
more details.
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2.2. Relevant process models, indicators and methods for urban security
enhancement

Among many process models and methods for urban security management, there are four
main established approaches to crime prevention. They are the European Standard on
Urban Crime Prevention EN14383, Predictive Policing Technologies, the Matrix of Evidence-
based Policing, and Safety Indexes. Each of the different approaches has been developed
and implemented by different EU Members, however there are limited tools to share best
practices in Europe that could improve policy making in urban security. This section is
primarily based on Deliverable 3.1 Overview of relevant process models, indicators and
methods for urban security enhancement — How to BE SECURE?.

2.21. European Standard on Urban Crime Prevention EN14383

The European Standard on Urban Crime Prevention EN14383, or “The Standard”, is a
comprehensive crime prevention method that focuses on urban design. It covers both
contents (strategies and measures) and processes (effective and feasible contents’
implementation) in designing a comprehensive urban security policy as defined by
stakeholders. Initiated by eight EU Member States (the Netherlands, Belgium, Denmark,
France, Norway, the United Kingdom, Sweden, and Austria), the Standard is the first
transnational urban security guideline in Europe.

The Standard guides policy- or decision- makers through three main steps. First, the
identification of the type of urban zone and delimitation of area boundaries, such as postal
codes, to determine the level of intervention. Secondly, the identification of the crime
problem through a prospective crime assessment and a retrospective crime review. The
former assessment sees potential problems as consequences of planning mistakes, while
the latter assesses existing problems based on statistical information and subjective
appraisal such as fear, opinion, and experiences. Lastly, the Standard also identifies the
most relevant stakeholders in the management process: the owners (such as local
administrators, public transport, contractors), the specialists (such as police, social workers,
research consultants), and the residents of the area.

The main strength of the Standard is the comprehensive policy planning and design for
urban security by involving all the relevant stakeholders. By providing a standardised set of
measures, it offers different approaches and follows a strict and detailed 1SO risk
management: identification, analysis, evaluation, and treatment. The standardised guidelines
also point out numerous environmental factors that influence crime, e.g. the presence of
thick bushes that could assist burglars to hide.

However, the downside of having such strict guidelines is the danger of standardising
mistakes and it leaves no room for creativity and (technological) innovation. The Standard
relies on strict technical understanding of what causes crime and how we can prevent it. It
also overlooks the possibility to adapt to changing social configurations, such as social trust
and cohesion in a neighbourhood. Despite the usefulness of the Standard, not all EU
Members and practitioners are aware of it. Furthermore, the Standard is not the only
standard available in Europe. There are numerous and redundant compendiums, reports,
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manuals, guides, handbooks, and other online resources available written by different EU
Members?®.

Currently, the Standard offers merely general checklists with indicators to avoid planning
mistakes in the layout, interior, and exterior design of a building that could encourage crime.
The New Zealand police has adopted a similar approach to the Standard with “Guidelines for
Crime Prevention through Environment Design (CPTED) for Licensed and Off-licensed
Premises”. However, they have taken an extra step by developing different crime prevention
measures for different types of urban zones, particularly crime hot spots such as bars and
night-time entertainment areas. This could be another meaningful improvement to the
Standard.

The Standard may also benefit from the US Federal Emergency Management Agency
(FEMAA425) that differentiates different responses based on the threat and the incorporation
of a standalone software application ‘Risk Assessment Database’. The software serves as a
collection and management tool that helps users to evaluate crime prevention measures,
responses, and data analysis from multiple assessments. More importantly, it integrates
certain geographic Information System (GIS) products as part of record assessment.

In order to look beyond theoretical and empirical validation, The Standard could combine its
technical measures with the ISAN Prevention Model, which offers practical applicability of
crime prevention measures. ISAN emphasises on four crucial fields of urban security policy;
social Infrastructures (e.g. good schools, day care, youth centres); Social management (e.qg.
concierge service, neighbourhood management office); Architecture and urban design, and
Neighbourly community (e.g. social trust, cohesion). Hence, rather than simply focusing on
detailed technical planning, it includes the active role of the society in crime prevention
measures. °

2.2.2. Predictive Policing

Another crime prevention approach is Predictive Policing. It is a set of integrated practices
and methods that are used to collect, analyse and respond to collected metrics data.
Predictive policing relies on geographical information about the crime through crime mapping
technologies. Moving beyond conventional crime pin maps, advanced mobile and cloud
computing allows smart cities to monitor and analyse Big Data through GIS. However we
should be aware that predictive policing does not mean crime prevention or intervention. The
most important aspect of predictive policing is the application of computerised spatial
analysis as part of a comprehensive approach to crime prevention.

The application of GIS and crime mapping technologies in Europe is still limited compared to
the United States where there are numerous and comparable software applications
available. Many of these software companies also organise events and free training courses
to attract consumers. The most prominent software are ArcGIS, “Regional Analysis and
Information Data Sharing” (RAIDS), CrimeStat, and ‘PredPol’. Through highly advanced
algorithm and statistical methods, ‘PredPol’ allows spatial analysis of crime patterns that
include crime prediction by providing the ‘likelihood’ of certain crime to happen in a specific
area. The company claims 13% crime decline when compared to a control site following the

8 Deliverable 3.1 Overview of relevant process models, indicators and methods for urban security enhancement —
How to BE SECURE?, p.15
% Ibid., p.17
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implementation of the software. Since 2013 the UK police force has been implementing
predictive policing using ‘PredPol’, such as in London, Manchester, and Leeds'™.

Two instruments of these software packages have clear benefits, “Risk Terrain Mapping”
(RTM) and “Kernel Density Estimation” (KDE). RTM is a risk assessment based on multiple
geospatial factors. RTM from ArcGIS creates a unique map with “risk terrain” which displays
different layers of spatial units with their values, such as anti-social behaviour with different
colour coding. The only limitation of RTM is its incapability to calculate crime risks in relation
to additional spatial factors. This is where KDE from CrimeStat is useful. A hotspot map of a
city may point high crime risk around the city centre due to its high human activity but it may
not be the case if we include educational background of the population as another factor to
spatial analysis. KDE can help policy makers to draw a much more complete picture of the
urban environment for a comprehensive analysis.

The application of predictive policing technologies continuously draws pros and cons among
different stakeholders. The benefits of providing comprehensive urban data analysis for
crime prevention raise many concerns about privacy issues and civil rights, especially in
connection with low income and minority populations. In some European countries, the
implementation of some technologies are impossible due to constitutional reasons. The most
important aspect of predictive policing that we should take into consideration is how GIS and
Big Data can help resource allocations and policy making in enhancing security in urban
regions.

2.2.3. Matrix of Evidence Based Policing

The third crime prevention approach is the matrix of evidence based policing, which puts its
emphasis on better identification of crime prevention measures for practitioners. The
intervention paradigms focuses on the offender-, location-, and victim level. It is a user-
friendly and interactive online data repository with more than 125 evaluation studies and it is
being continuously updated.

“The matrix categorises and visualises these evaluations according to three common
attributes or dimensions of crime prevention in a 3D axis of cuboid. They are the nature of
the target (x-axis; such as individuals, groups, neighbourhood, jurisdiction, nation state),
specificity (y-axis; whether the prevention measures are general or target-specific/focused),
and the proactivity (z-axis; reactive, proactive, and highly proactive)’'". Based on these three
different dimensions, the effectiveness of each different measure can be determined (non-
significant-, mixed-, significant effect)'?.

As an interface between research and practice, the matrix serves as an evaluation tool
which can be expanded and adjusted relatively easily to help many practitioners. However it
is still evaluated pragmatically while in many cases, policy making is inherently political and
strongly influenced by organization culture and practices. There is a strong need of a tool
that can answer for loaded policy questions, both pragmatically and practically, with quick
and appropriate references or case studies.

9 BBC News, http://www.bbc.com/news/technology-20068722, last accessed 30 January 2015
" _ see Deliverable 3.1 Overview of relevant process models, indicators and methods for urban security
<132nhancement — How to BE SECURE?, p.15, Chapter 3.3, Figure 4, p.26 for further details.

Ibid. p.25
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2.24. Safety Indexes

One more useful approach in security management is the implementation of urban metrics
or indicators for crime prevention measures. The Rotterdam Safety Index and Amsterdam
Safety Index (Veiligheidsindex) are indexes based on measurable indicators, both
quantitatively (objective) and qualitatively (subjective) related to urban security (e.g. number
of recorded crime and victims) and perceived security (e.g. fear of crime, residential
satisfaction, and perceived threat). These indicators consist of three main data components:
crime data, urban data, and survey data.

Crime data is the most common data available which is defined as “number of crimes per
capita ratio (per 100,000 inhabitants)”®. This means the larger the city, the more one could
expect crime to happen. It is not enough to have a recorded x number of crime in a city but it
needs to be broken down further by identifying which type of crime and in which area of the
city. As a whole, it may be taken as prevalence or incidents, but to make a proper use of the
data as meaningful information, crime data must be accompanied by other data components
(urban data and survey data). Such detailed information provides stakeholders with a much
more complete understanding of what needs to be done.

Urban data adds another dimension to the index. This includes three main social-spatial
factors: risk factors (the possibility of the crime to happen such as ASB), protective factors
(existing crime deterrent such as a strong social cohesion), and symptoms of crime (how
often it happens). To provide a better context, these indicators should also be classified
based on types of crime and socio-cultural profile of the urban area. Both Rotterdam and
Amsterdam Safety Indexes have different urban data although they can be considered
similar Dutch metropolitan cities.

Safety indexes only fulfil the quantitative assessment of urban security. There are also
informal ways to achieve urban security, for example through collective efficacy. Dubbed as
“agent of resilience”, collective efficacy represents the potential of a neighbourhood
community to “achieve communal goals through informal social control’™ (in this case urban
security/crime prevention). It depends on qualitative factors such as social cohesion and
social trust within a community. Increasing social efficacy has been emphasised as a more
realistic goal to achieve urban security than reducing poverty in a poor neighbourhood. The
proposed assessment of collective efficacy is through survey data. However, the main
challenge of collecting survey data is “the lack of standardised survey for specific indicators
of collective efficacy (social cohesion and social trust) or fear of crime (anxieties, worries,
anger, and aversive emotions towards crime)”*®.

2.2.5. Conclusion

The approaches described previously only provide instruments to analyse and monitor crime
(such as crime-mapping tools) or offer crime interventions analysis (evidence-based policing
matrix). The Standard combines both monitoring and prevention, however it leaves no room
for improvements. Rotterdam and Amsterdam Safety Indexes are also valuable for crime
monitoring and in highlighting the importance of public perception of security (perceived
security). Nevertheless it offers no solution to crime intervention or policy evaluation.

" Ibid., p. 31
" Ibid., p. 34
" Ibid., p. 36
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Unfortunately, none of the crime prevention approaches described are sufficient to provide a
wide-ranging approach to enhance urban security. As discussed earlier, each of the
approaches has advantages, disadvantages, potentials, and limitations. In terms of
implementation, it also depends on the objective of the organisations, their management and
organisational culture, and their attitude towards new (technological) development or
innovations. This brings us to the importance of developing one unified approach in which
new developments and tools are integrated.

2.3. Potential for improvements

From this brief overview, it becomes clear that a holistic urban security management is a
complex task covering different stakeholders and activities within organisational,
administrative, budgetary, and socio-political constrains. With current methods and tools, it is
difficult to evaluate urban security practices as they are generally biased, political in nature,
and not based on scientific evidence. Therefore, dissecting and disseminating experience
and best practices from other cities provide cues about the development of certain urban
security scenarios. Moreover, greater integration of urban security in Europe could also be
achieved and improved by sharing the available data with relevant policy makers and
stakeholders at local, regional, national, and European levels.

In responding to the current ‘state of affairs’, BESECURE sees much potential for
improvements especially in a greater transfer of knowledge and expertise from the available
information. The Standard, Predictive Policing, and the Matrix of Evidence Based Policing
have failed in maximising the knowledge sharing of urban security. There is a strong need to
have one unified portal which harnesses data, scientific knowledge, local practices and
experience to their full extent for the decision making process. One of the most suitable
general frameworks for such a unified approach is the ISO standard on risk management
(ISO 31000) coupled with a relevant safety index such as the Rotterdam Safety Index. It
analyses risk based on five steps: establishing the context, risk identification, risk analysis,
risk evaluation, and risk treatment. It is a user-friendly process model, which could also be
adapted and improved from the Matrix of Evidence Based Policing, for any stakeholders with
GIS to visualise relevant information. This internationally-accepted risk management process
has a similar nature to predictive policing without the concerns of privacy issues and civil
rights.

BESECURE exploits these potentials through the application of sophisticated software
packages to collect the evidence-based data, knowledge, and experience. This software
package could inspire, inform, and innovate urban policy development. It facilitates
performance monitoring and policy evaluation beyond a standard database of best practices.
Furthermore, there is also a strong need to develop an online learning platform, which is
accessible to different urban security stakeholders.

2.4. Relevance to EU agenda

Under the Europe 2020 Strategy'®, the EU Cohesion Policy'’ (2014-2020) has a focus on
strengthening governance for urban development by establishing a common strategy for
more coordination and less overlaps with European Regional Development Funds (ERDF) to
be spent on integrated projects in cities and cross-borders cooperation. The EU has

16 ‘Europe 2020: A strategy for smart, sustainable and inclusive growth’ - COM(2010) 2020, 3.3.2010
"7 http://ec.europa.eu/regional_policy/what/future/index_en.cfm, last accessed 3 November 2014
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advocated the need of digital technology - “e-cohesion”'® that facilitates this coordination
within the low carbon economy context.

The EU Cohesion Policy and ERDF significantly shift the strategy of Innovation and
Environment Regions of Europe Sharing Solutions (INTERREG) programme. The
programme aims to improve the effectiveness of (regional and interregional) policies and
instruments. INTERREG-IV (2007-2013) focussed on typical approaches for exchange of
experience by e.g. thematic workshops, conventional meetings, surveys, and study visits'®.
The new INTERREG-V (2014-2020) emphasises the importance of digital technology such
as “e-cohesion” in identifying and sharing good practices between European partners to
achieve sustainable regional development®.

In the R&D and Innovation framework of Horizon 2020, protecting freedom and security of
Europe and its citizens is an important part under the societal challenge “Secure Societies”.
Central themes such as urban security, crisis management, and fighting against terrorism
have been continued from the previous Framework Programme 7 (FP7). Horizon 2020
“Secure Societies” calls also place the importance of digital technology in urban security to
assist stakeholders and policy makers in urban security management?' (see section 6.1.1).

BESECURE has offered a step in responding to “e-cohesion” as part of EU Social Cohesion
Policy 2014-2020. With its urban security best practices database, user-friendly online
application, and e-learning platform, BESECURE is a relevant tool for knowledge and
experience sharing between regions, particularly in urban security management.
Furthermore, the BESECURE platform offers an evaluation tool for policy makers, a feature
that many argue current approaches have failed to address. Under Horizon 2020,
BESECURE approaches also have potential for implementation beyond urban security
management, such as in the areas of the protection of critical infrastructures and crisis
management (see Chapter 6 for further discussions).

'8 http://europa.eu/rapid/press-releaseMEMO-13-1011_en.htm, last accessed 3 November 2014

"9 http://www.interreg4c.eu/programme/, last accessed 4 November 2014

2 http://www.corridor2.eu/fileadmin/daten/corridor2/pdf/Downloads/Funding_Possibilities.pdf, last accessed 4
November 2014

" “We thus see a convergence of traditional security needs and the digital world. Whilst many infrastructures and
services are privately owned and operated, protection of public safety and security are the responsibility of the

public authorities. Therefore security is an issue that can only be tackled effectively if all stakeholders cooperate.”
‘Horizon 2020 Work Programme 2014-2020: Secure societies — Protecting freedom and security of Europe and
its citizens’, C (2014)4995 of 22 July 2014, p.7

2
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3. European and national research, development and

innovation projects

The D7.7 report provided details on research, development and innovation projects relevant
to_urban security as identified up to March 2013. This chapter provides an update on
projects which commenced after this date. These projects offer potential for further synergy
and cooperation in the sustainable development of the BESECURE approaches and results.

As in the D7.7 report, for each of the projects identified we have made an assessment,
where possible, regarding:

1) The four security domain(s) to which a project is likely to contribute®

2) The inclusion / none inclusion of issues around “perceptions of security”

3) The category of support to policy design to which a project is likely to contribute®

3.1.EU funded R&D projects relevant to urban security

Annex 8: EU co-funded research, development and innovation project profiles, includes
individual European project profiles for all projects listed.

Note that the assessments are good faith assessments based on the public
knowledge available to the partners to assess the projects.

3.1.1. FP7 Security projects

Security of the Citizens

Perception
Relevant Urban of security Type of

Sl e Security domains: included support

(Yes/No):

Information
provision

Tactical Approach to
1 TACTICS Counter Terrorists in Urban environment No
Cities

Security of Infrastructures and Utilities

Perception
Relevant Urban of security Type of
Security domains: included support
(Yes/No):

Nr. Acronym Project

Creating an Agenda for Institutional.  Urban Information
CARONTE Research ON . ’ No provision,
1 . . environment .
Transportation sEcurity training

2 Security domains as determined in: BESECURE Deliverable D1.1 Boundary Conditions and Options for Urban
Security Enhancement: Institutional, Urban Environment, Economic and or Societal

% Category of support to policy design as discussed in BESECURE Deliverable 7.7 Overview of the R&D
landscape concerning policy support for urban security, Chapter 2; namely: Process support, Information
provision, and/or Training and networking
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Perception

P Proiect Relevant Urban of security
y ! Security domains: included
(Yes/No):
European Control
ECOSSIAN Sy§tem Securlt.y Instltutlopal, No Infor_mghon
2 Incident Analysis | Economic provision
Network
Ezl;e;g%zting fools f(t)c: Institutional, - Urban Information
FORTRESS . . environment, No ..
3 cascading effects in a . provision
. Societal
crisis
Holistic Approach to Process
Resilience and — support,
Systematic Actions to Institutional, information
HARMONISE | Y, Economic,  Urban Yes m
4 make Large Scale environment provision,
UrbaN Built training and
Infrastructure Secure networking
Situation AWare Institutional Information
SAWSOC Security Operations - ’ Yes s
5 Societal provision
Center
a Virtual Studio  for Urban environment Information
VASCO Security Concepts and : ’ no .
6 : Societal provision
Operations

Restoring Security and Safety in Case of Crisis

Acronym

Project

Relevant Urban
Security domains:

Perception
of security
included

(Yes/No):

Evidence based policy
CAERUS for =~ post  crisis | i tional No Information
1 stabilization: bridging provision
the gap
Modelling of
dependencies and | Institutional,
CASCEFF cascading effects for Eco'nomlc, Urban No Infor_mghon
2 emergency environment, provision
management in crisis | Societal
situations
Community Based :Ensct)l:lt:)trlrclmal, Urban Information
COBACORE Comprehensive ) Y: No -
3 environment, provision
Recovery -
Societal
DRiving InnoVation in Institutional Information
DRIVER crisis management for e No .
4 " Economic, Societal provision
European Resilience
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Acronym

Project

Relevant Urban
Security domains:

Perception
of security
included
(Yes/No):

Operationalising Institutional Information
5 | OPSIC Psychosocial Support in . ’ No -
Crisi Societal provision
risis
Population Alerting: | Institutional, Urban Information
6 | POP-ALERT Linking  Emergencies, | environment No -
o . . provision
Resilience and Training | Societal
. I Information
7 | PsYCRIS PSYchq-SOC|aI Support Instl_tutlonal, No provision,
in CRISis Management | Societal .
networking
PREparing  for the Institutional Information
8 PREDICT Domino effect in Crisis s No provision,
. . Economic, Societal "
siTuations training
Reconstruction and
REcovery Planning: Process
Rapid and Continuously | Institutional, Urban Support,
10 | REASS Updated COnstruction | environment No Information
Damage, and Related provision
Needs ASSessment
Lower the impact of .
- . Information
aggravating factors in T -
crisis situations thanks Institutional, provision,
12 | SNOWBALL . . Economic, Urban No Training
to adaptive foresight .
g environment and
and decision-support .
networking
tools
Tools, methods And
training for Institutional Information
13 | TACTIC CommuniTles and ) ’ No -
. Societal provision
Society to better
prepare for a Crisis

Security Systems Integration, Interconnectivity and Interoperability

Perception
: Relevant Urban of security = Type of
GEl HTEES Security domains: included support
(Yes/No):
Establish Pan-European
EPISECC Information Spape to Institutional No Infor_mghon
1 Enhance seCurity of provision
Citizens
Harmonized Evaluation, Institutional Information
HECTOS Certification and Testing c No L
2 . Economic provision
of Security Products
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REDIRNET

Emergency Responder
Data Interoperability
Network

I Information
Institutional, .
. No provision,
Economic -
training

Security and Society

Perception
— Proiect Relevant Urban of security Type of
y J Security domains: included support
(Yes/No):
1 ATHENA ATHENA Inst!tutlonal, Urban No Inform_atlon
environment provision
The COntribution of | Institutional, Urban Information
2 | COsSMIC Social Media In Crisis | environment, No -
. provision
management Societal
early Pursuit against
Organized crime using Institutional. Urban Information
3 | EPOOLICE envirOnmental . ’ No provision,
. environment L
scanning, the Law and Training
IntelligenCE systems
The evolving concept of
4 EVOCS securlt){: A critical Institutional Yes Inform_at|on
evaluation across four provision
dimensions
5 | FORCE FOResight Coordination Institutional No Inform_at|on
for Europe provision
Online  and Mobile
6 ISAR+ Co_mmumcahons for Inst!tutlonal, Urban No Inform_atlon
Crisis Response and | environment provision
Search and Rescue
LArge Scale Information Information
7 LASIE Exploitation of Forensic | Institutional No -
provision
Data
PrivAcy pReserving | Institutional, Urban Information
8 PARIS Infrastructure for | environment, No .
X . provision
Surveillance Societal
PReventing, Interdicting
and Mitigating Extremist | Institutional, Urban Information
9 PRIME events: Defending | environment, No -
. ] provision
against lone  actor | Societal
extremism
Security System  for I .
10 | SLANDAIL language and image Inst!tutlonal, Urban No Infor.rn'atlon
) environment provision
analysis
11 | SOTERIA Online  and Mobile o No Process
L Institutional,
Communications for support,
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Nr. = Acronym

Project

Relevant Urban
Security domains:

Perception
of security
included
(Yes/No):

Emergencies Societal Information
provision,
Training
and
networking
Social sensors  for
secUrity Assessments | Institutional, Urban Information
12 | SUPER and Proactive | environment, No -
. ) provision
EmeRgencies Societal
management
Process
Visual  Analytics for support,
13 | VALCRI Ser)se?—making . in Institutiopal, No inform_ation
CRiminal Intelligence | Economic provision,
analysis training and
networking

Security Research Coordination and Structuring

Perception
Acronvm Proiect Relevant Urban of security
y J Security domains: included
(Yes/No):
Critical Infrastructure T Process
Preparedness and Institutional, - Urban support
1 | CIPRNET be environment, No Support,
Resilience Research . information
Societal .
Network provision
Forward Looking
2 FLAGSHIP Ana!yS|s of Grand Instl.tutlonal, No Informatlon
Societal cHallenges and | Societal provision
Innovative Policies
Awareness and
Prevention Solutions Process
GRAFFOLUTI . .. | Institutional, Urban support,
3 against Graffiti - No ) .
ON . . . Environment information
Vandalism in Public rovision
Areas and Transport P
Law Enforcement Institutional. Urban Information
4 | LEILA Intelligence Learning . ’ No provision,
LI environment .
Application training
Petty cRiminality
diminution through I Process
sEarch and Analysis in Institutional, support
5 P-REACT . ) Economic, Urban No . .
multi-source video . information
. L environment .
Capturing and archiving provision
plaTform
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Perception

Acronym Project Relevant Urban of security
Security domains: included
(Yes/No):
Simulation Platform for
the Analysis of Crowd Process
Turmoil in Urban | Institutional,
6 | SAFECITI Environments with | Societal No su_pport,
Training and Predictive raining
Capabilities
Smart Video-
SMARTPREY | Surveillance System o | i ional,  Urban Information
7 Detect and Prevent . No .
ENT L . . environment provision
ocal Crimes in Urban
Areas
Process
SOURCE -  Virtual support,
centre of excellence for Institutional Information
8 | SOURCE research support and Soci ’ No provision,
L . ocietal -
coordination on societal Training
security and
networking

3.1.2. Other EU co-funded projects / projects at European Level

Acronym Project Relevant Perception Programme
Urban of security

Security included
domains: (Yes/No):

CITINES Design of a Institution, FP7-ICT Information
decision support | Economic, provision,
tool for Urban process
sustainable, Environment, support
reliable and cost- | and Societal
effective energy
strategies in
cities and
industrial
complexes

CityPulse Real-Time loT Institutional, No FP7-ICT Information
Stream Economic provision,
Processing and Process
Large-scale Data support
Analytics for
Smart City
Applications

GEOSMARTCITI | Open geo-data Institutional, No FP7-ICT Information

ES for innovative Urban provision,
services and Environment, process
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Acronym Project Relevant Perception Programme

Urban of security
Security included
domains: (Yes/No):
user applications | Societal and support,
towards Smart Economic Training
Cities
MOVESMART Renewable Institutional, No FP7-ICT Information
Mobility Services | Urban provision,
in Smart Cities Environment, process
Societal support
RERUM REliable, Institution, No FP7-ICT Information
Resilient and Economic, provision,
secUre loT for Urban process
sMart city Environment, support
applications and Societal
SMARTENC Smart Video Institutional, No FP7-ICT Information
Encoders for Economic, provision,
Wireless Urban process
Surveillance Environment support
Networks
SMARTIE Secure and Institution, No FP7-ICT Information
sMArter ciTles Economic, provision,
data Urban process
management Environment support,
Training
and
networking
VITAL Virtualized Institution, No FP7-ICT Information
programmable Economic, provision,
InTerfAces for Societal process
innovative cost- support
effective loT
depLoyments
in smart cities
CATCH_MR Cooperative Institutional, Yes INTERREG Information
approaches to Urban IVC provision,
transport Environment, process
challenges in Societal and support,
Metropolitan Economic Training
Regions (“Urban
security is
integral part of
transport
management”
-CM24)
FLIPPER? Flexible Institutional, Yes INTERREG Information
Transport Urban IVC provision,

2 hitp://www.catch-mr.eu/, last accessed 3 November 2014

% “The FLIPPER proposal addresses a key factor of eco-sustainable and competitive development and social
cohesion of European areas and Regions, through the investigation, experience exchange, good practices
transferring and profitable co-operation in the area of Flexible Transport Services (FTS). The project outcomes
and durable results include: technological, operational and organisational experiences exchanging on FTS at
regional and international level to improve the effectiveness of policies for regional development, cohesion and
co-operation; disseminating good practices and establishing a network for improving accessibility, transport
services and life quality.”, from http://www.interreg4cflipper.eu/, last accessed 3 November 2014
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Acronym Project Relevant Perception Programme

Urban of security

Security included

domains: (Yes/No):
Services and ICT | Environment, process
platform for Eco- | Societal and support,
Mobility in urban | Economic Training
and rural
European areas

GRISI PLUS Geomatics Rural | Institutional, No INTERREG Information
Information Urban IVC provision,
Society Initiative | Environment, process
PLUS Societal and support,

Economic Training

HYBRID PARKS Hybrid Parks: Institutional, Yes INTERREG Information
Combining Urban IvC provision,
abilities, creating | Environment, process
synergies and Societal and support,
enhancing the Economic Training
performance of ("Parks as a
parks for component
sustainable local | from risk
and regional prevention
development strategies” —
policies HP?®)

URMA Urban-rural Institutional, Yes INTERREG Information
partnerships in Urban IVC provision,
metropolitan Environment, process
areas Societal and support,

Economic Training

3.2.Notable national research, development and innovation projects relevant
to urban security within the Consortium Countries

As stated at the beginning of this chapter, the D7.7 report provided details on research,
development and innovation projects relevant to urban security as identified up to March
2013. This section provides an update on projects which commenced after this date. Annex
2 includes individual project profiles for all projects listed.

Acronym Project Relevant Perception Type of Country
Urban of security support

Security included
domains: (Yes/No):

ENSURE ENablement of Urban Institutional, Process Germany
Citizen SUpport for Crisis | Urban Support,
Response Improved crisis | environment, Information
management in urban Societal provision,
areas by situational helper Training
concepts and warning
systems

INREAKT Integrated help reaction Urban Yes Process Germany
chains to increase the environment, Support,
public transport safety Information

2 hitp://www.hybridparks.eu/project/, last accessed 4 November 2014
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Acronym Project Relevant Perception Type of
Urban of security support
Security included
domains: (Yes/No):
provision,
Training
Interkom Inter-communal concepts | Societal Yes Process Germany
to strengthen the Support,
resilience of urban areas Information
provision,
Training
Multikosi Inter-communal concepts | Urban Yes Process Germany
to strengthen the environment, Support,
resilience of urban areas Information
provision,
Training
SENSIKO Safety of elderly people in | Urban Yes Process Germany
residential district environment, Support,
Societal Information
provision
SiKomFan Germany Safer Football - | Institutional, Yes Process Germany
Improving communication | Urban Support,
structures and environment, Information
optimisation of fan Economic, provision,
dialogues Societal Networking
SKOBB Security Cooperation for Institutional, Yes Process Germany
bus and train Urban Support,
environment, Information
Economic, provision,
Societal Networking
TARGET Incident and case Institutional, Yes Process Germany
analysis of highly Urban Support,
expressive targeted environment, Information
violence Economic, provision,
Societal Networking
TRANSIT Crime Prevention for a Institutional, Yes Process Germany
safe living environment - Urban Support,
transdisciplinary security environment, Information
strategies for police, Economic, provision,
housing associations and | Societal Networking,
local authorities Training
VERSS Aspects of a fair Institutional, Yes Process Germany
distribution of security in Urban Support,
the city environment, Information
Economic, provision,
Societal Networking
- National Plan of Anti- Institutional, Yes Process Italy
Corruption Urban Support,
environment, Information
Economic, provision,
Societal Training
SINTESYS Security and INTElligence | Institutional, Yes Process Italy
SYSstem Economical, Support,
Societal Information
provision,
Training
HSD The Hague Security Delta | Urban Yes Process The
environment, Support, Nether-
Societal, Information lands
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Acronym Project Relevant Perception Type of
Urban of security support
Security included
domains: (Yes/No):
Institutional, provision,
Economic Training
- Big Data Value Center Urban Yes Process The
Almere environment, Support, Nether-
Societal, Information lands
Institutional, provision,
Economic Training
DUN Defence, Uncertainty, Institutional, Yes Process UK
Now Media (D.U.N): Societal Support,
Mapping Social Media in Information
Strategic Communications provision,
Training
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4. Analysis of FP7 urban security research landscape

This chapter provides a summary assessment of the European research landscape related
to urban security management under the European Union’s Framework 7 programme for
research and technological development (RTD) (FP7). It focuses on the following questions:
How many FP7 Security projects are contributing to urban security research? How is
participation divided between countries? How is participation divided between institution
types? How many institutions are contributing to this research landscape? Which are the key
institutions contributing? What can be learnt for future urban security research? Are there
gaps in urban security research? How far can the implementation of project foreground
results contribute to urban security? It also identifies how the BESECURE platform can help
to coordinate the analysis and communication of FP7 urban security results and to
determine future urban security research, development and innovation needs. We broke this
work down into three main steps (Figure 1):

1) Analysis of how many FP7 Security projects seem(ed)®’ relevant to urban security. We
then analysed the geographical distribution and institutional background of the project
participants (chapter 4.1)

2) Analysis of how many of the FP7 Security projects relevant to urban security seem(ed) to
have urban security management at their core. We then analysed which urban security
domains and factors they seem to be working on / have worked on (chapter 4.2).

3) Analysis of the completed FP7 core urban security management project results to
understand how far the project results actually will or could contribute to urban security
(chapter 4.3).

17 completed

Fore- projects

ground
Analysis

Core
Projects

Relevant

265 Projects 91 Projects 40 Projects

Projects

(per
01.10.2014)

Figure 1 Overview of the methodology
4.1. Analysis of FP7 projects relevant to urban security

41.1. Methodology

In April 2014, the European Parliament Directorate General for Internal Policies published an
assessment of FP7 security research in general”®. We have analysed urban security
research by organising our data similarly to the European Parliament report to be consistent

" “seem(ed)” reflects that most projects are still running, a small number completed, at the time of assessment.

European Parliament, DG Internal Policies, Review of Security Measures in the 7th Research Framework
Programme FP7 2007-2013, April 2014,
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/509979/IPOL-LIBE_ET(2014)509979 EN.pdf,
last accessed 16 November 2014.
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and comparable. BESECURE examined all security projects under the FP7 Security theme
(FP7-ST) identified on CORDIS? up to September 2014. We selected projects that directly
focussed on urban security policy making, general crime and instability. We did not focus on
physical and operational security such as surveillance systems, physical protection systems,
explosive detection technology, terrorist attack prevention, and so on. Nevertheless many
projects though not focussed on urban security were included because of the possibility for
their technologies and approaches to impact on urban security policy design opportunities
and implementation. Keywords such as “urban security”, “crime/risk prevention”, “protection
against crime”, “urban management”, and “best practices sharing” helped to identify the
projects. We then created a database of projects with information such as the name of
participating institutions including the coordinators, country of origins®, total project costs,
EU contributions, participants’ contributions®' and the head-line topics from the work
programme. In analysing the key actors in European urban security research, we classified
the participating institutions following four broad categories used in the FP7 project proposal
submission forms: enterprises, secondary or higher education institutions, non-profit and
R&D organisations and public bodies™.

4.1.2. Results and discussion

In September 2014 we identified 265 FP7 Security projects on the CORDIS website®. The
total funding available for FP7 Security projects was €1.4 billion. Our assessment found that
approximately a quarter of this total funding with €357.735.747 went to 91 projects
(approximately 30% of the total projects) whose results could be relevant to urban security
(see Annex 4: List of FP7 Security projects identified as relevant to urban security). These
projects were spread out between all the main headline topics, except for “Intelligent
Surveillance and Border Security”. Most of the identified projects were under “Security and
Society” (38 projects) to which BESECURE also belonged (see Figure 2). The fragmentation
of projects relevant to urban security in different head-line topic areas also confirms that
urban security covers a multi-dimensional process that involves various stakeholders. Many
of the identified projects worked on specific challenges but with differences in focus.
DESURBS* and PROACTIVE® focussed on tools and technology platforms to respond to
crisis management in urban settings. While some projects, such as OPSIC* and
PSYCRIS¥, evaluated psychological factors influencing public security in crisis
management.

29 hitp://cordis.europa.eu/fp7/security/projects_en.html, last accessed 17 November 2014.
%0 We also included European Economic Area (EEA), EU candidate countries, and non-EU member countries.
% Calculated from the difference between total project cost and EU contribution, also described as “community
contribution”.

In the case of ambiguity, we classified institutions based on their website formal description in the ‘About us’
section.
% According to data released by the EC in March 2015 a total of 319 projects were funded, https://open-
data.europa.eu/en/data/dataset/cordisfp7projects, last accessed on 9 March 2015
% DESURBS (Designing Safer URBan Spaces), http://cordis.europa.eu/project/rcn/97637 en.html, last accessed
9 January 2015
% PROACTIVE (PRedictive reasOning and multi-source fusion empowering AntiCipation of attacks and Terrorist
actions In Urban EnVironmEnts), http://cordis.europa.eu/project/rcn/103500 en.html, last accessed 9 January
2015
% oPsic (Operationalising Psychosocial Support in Crisis), http://cordis.europa.eu/project/rcn/108235 en.html,
last accessed 27 November 2014
% PSYCRIS (PSYcho-Social Support in CRISis Management),
http://cordis.europa.eu/project/rcn/109098 en.html, last accessed 27 November 2014
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—— = #1 Security of the Citizens;
#7 Security 8%
research
coordination and
structuring; 10%
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Figure 2 Thematic distribution of the identified projects

#1 Security of the Citizens, 7 projects; #2 Security of infrastructures and utilities, 17 projects; #3 Intelligent
Surveillance and Border Security, 0 projects; #4 Restoring Security and Safety in case of Crisis, 17 projects; #5
Security Systems Integration, Interconnectivity, and Interoperability, 3 projects; #6 Security and Society, 38
projects; #7 Security Research Coordination and Structuring, 9 projects. Percentage was calculated and rounded
without decimals from the total 91 relevant projects.

4.1.2.1. Geographical distribution of FP7 Security projects relevant to
Urban Security

All EU Member States participated in the 91 FP7 urban security related projects (see Figure
3), however the geographical distribution was unequal with most project participants from the
larger EU Member States, such the UK (76%, 69 projects), Germany (67%, 61 projects),
Italy (53%, 48 projects), France (49%, 45 projects), the Netherlands (47%, 43 projects), and
Spain (45%, 41 projects). This means that for every ten projects, the UK participated in at
least seven, and Germany in six and ltaly, France, the Netherlands, and Spain in four
projects. This also implies a strong urban security RTD network between these six
countries.

Similar rankings could also be observed for project coordination. However, despite the UK
participating in the most projects, Germany takes the lead as coordinator of 18 projects,
followed by the UK, the Netherlands, Spain, Italy, and France (see Figure 4). Again these six
countries coordinated almost 70% of urban security research. It is also important to point out
the active participation of non EU Member States, which were higher than smaller EU
Member States, such as Norway (29%), Switzerland (13%), Israel (23%), and Turkey (8%).
EU candidates (Macedonia and Serbia) and countries outside Europe (the USA, Canada,
India, and Australia) participated in at least one project.
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Figure 3 Project Participation per Country
The project participation per country (pie chart) percentages were calculated and rounded without decimals from
the total 91 relevant projects.
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Figure 4 Number of Coordinated Projects per Country.
The number of coordinated projects per country percentages were calculated and rounded without decimals from
the total 91 relevant projects.

4.1.2.2. Participating Institutions in FP7 Security projects relevant to
Urban Security

From 91 projects, there were 681 participating institutions, including the coordinators.
Similarly to the country participation ranking, approximately 60% of the participating
institutions came from the top six largest countries, with the UK (13%, 91 institutions),
Germany (10%, 69), Italy (10%, 65), Spain (9%, 59), France (8%, 55) and the Netherlands
(8%, 52) — see Figure 5. The European Commission FP7 assessment report 2014 suggests
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that the unequal geographical distribution may be explained by certain Member States’ or
institutions” experience, expertise, and capabilities*®.

m Netherlands u Belgium
8%
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Turkey, Czech Republic, Romania,
Slovenia, Croatia, Estonia, Cyprus,
Lithuania, Malta, Serbia,
Macedonia, Canada, USA, Latvia)

® Germany
10%

m United Kingdom
13%

Figure 5 Distribution of institutions per country of origin
The number of institutions per country percentages were calculated and rounded without decimals from the total
681 participating institutions. Below 4% indicates 20 institutions or less.

Interestingly in the context of urban security, these main six Member States have
metropolitan cities and urban areas with lower crime rates and good urban management
according to UN-HABITAT®, the City Mayors Foundation®’, and EUROSTAT*'. Moreover,
these countries are ranked highly in the global competitiveness index 2014 according to the
World Economic Forum. On the other hand, other EU Member States such as Bulgaria,
Croatia, Hungary, Romania, Slovakia, and Slovenia are behind in the global competitiveness
index*? and experiencing increased crime activities in urban area®.

General FP7 urban security project network analysis** observed a high centrality of security
firms and applied research organisations while higher education and public bodies were less
prominent*. Our analysis also showed that almost half (40%) of the participating institutions

% http://ec.europa.eu/research/evaluations/pdf/archive/fp7_monitoring_reports/6th_fp7 _monitoring_report.pdf, p.
60 — the discussion was brought forward in the context of nuclear fission research.
% http://sustainabledevelopment.un.org/content/documents/745habitat.pdf, p. 101, last accessed 20 November
2014
0 hitp://www.citymayors.com/sections/rankings_content.html, last accessed 20 November 2014
! http://epp.eurostat.ec.europa.eu/portal/page/portal/region_cities/regional_statistics/data/database, last
accessed 18 November 2014
“2 hitp://www3.weforum.org/docs/WEF _GlobalCompetitivenessReport 2014-15.pdf, p.11, last accessed 20
November 2014
3 hitp://epp.eurostat.ec.europa.eu/statistics_explained/index.php/Crime_statistics, last accessed 20 November
2014
4 hitp://mappingsecurity.net/wp-content/uploads/2014/07/Top-28-Institutions-security-researchF P7.jpg, last
accessed 20 November 2014

European Parliament, DG Internal Policies, Review of Security Measures in the 7th Research Framework
Programme FP7 2007-2013, April 2014,
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/509979/IPOL-LIBE_ET(2014)509979 EN.pdf,
p.19, last accessed 16 November 2014
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were enterprises*®, followed by secondary or higher education institutions (HEI, 26%), non-
profit & R&D organisations (22%), and public bodies (11%). 75% of participating institutions
were only involved in single projects (see Figure 6). Three institutions played a big role in
urban security RTD both as coordinators and as active participants in more than 60% of
identified projects. They were the Fraunhofer Society*” with 28 projects (8 as coordinator),
TNO*® with 19 projects (8 as coordinator), and FOI*® with 10 projects (2 as coordinator).
Moreover, Figure 7 also indicates that there are about 70 core urban security RTD actors
that participated in three or more projects.
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W o
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S =]

Number of Institutions
S
o

100 %
Oliﬁ»ﬁrbb&bb
1 2 3 4 5 6 7 8 >8

Number of projects

Figure 6 Project participation by institutions (including as coordinators)
The breakdown was from the total 681 participating institutions in 91 FP7 Secuirty projects related to urban

security
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Figure 7 Participation of institutions as coordinators
From 681 participating institutions, 70 institutions were coordinators in one or more projects.

6 Government-owned companies or companies with majority of shares owned by government were considered
as enterprises.

4 Germany, Fraunhofer-Gesellschaft zur Férderung der angewandten Forschung e. V. It is important to note that
the Fraunhofer Society is composed of 67 specialised research institutions in Germany. In this paper, we counted
Fraunhofer as a single institution according to the CORDIS website, however our breakdown analysis showed
that 16 Fraunhofer institutes participated in urban security research. Fraunhofer-EMI was the most active with 4
projects, while Fraunhofer IAIS, ISI and INT each had 3 projects.

“8 The Netherlands, Nederlandse Organisatie voor Toegepast Natuurwetenschappelijk Onderzoek (Netherlands
Organisation for Applied Scientific Research), https://www.tno.nl/en/

*9 Sweden, Totalforsvarets Forskningsinstitut (Swedish Defence Research Agency), http://www.foi.se/en/
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Figure 8 Breakdown of participating institutions
The number of institutions per country percentages were calculated and rounded without decimals from the total
681 participating institutions.

The major role of enterprises could indicate a large potential to implement project results into
the market. The main enterprises in the assessed projects were Trilateral Research &
Consulting, AIT, ITTI, Selex®, ATOS Spain, and Thales Communications & Security SAS®'
with involvement in almost 50% of projects. These companies are also leading security
companies in the security market with the financial means to cover their proportion of cost
not funded. Similar observation was discussed extensively in the European FP7 review®”.
Enterprises (Figure 9) and public bodies (Figure 10) from United Kingdom, Germany, ltaly,
Spain, France, and the Netherlands were again ranked in the top six countries for project
participation although with different proportions (see Table 3). Although the FP7 Security
workprogramme considered security public bodies as end-users, the involvement of public
bodies as partners was rather limited®®. Public bodies from the UK, Spain, Germany, ltaly,
France, and the Netherlands were again ranked in the top six for project participation (Figure
10). National policies that endorse participation in large scale research projects with support
from central government could be one of the reasons why these six countries had higher
public body participation compared to other EU Members States®. Smaller EU Member
States may not have similar financial and structural support.

%0 Selex ELSAG and Selex ES were considered the same entity as Selex ES, see http://www.selex-

es.com/about-us/heritage, last accessed 24 November 2014

*T Thales Communications and Security SAS (FR) had 6 project participations, however if we consider Thales SA

(FR) and Thales BV (NL) with each 3 projects participations Thales would take over the leading project

Eartncnpatlons (12) as Trilateral Research & Consulting had “only” 9 project participations.
http://ec.europa.eu/research/evaluations/pdf/archive/fp7 monitoring_reports/6th fp7 monitoring_report.pdf,

see Chapter 2.3.3. and http://www.ceps.eu/system/files/book/2010/02/INEX%20PB5%20e-version.pdf, p.4, last

accessed 24 November 2014

% The analysis only included public bodies that are formally listed as partners on the CORDIS website. It did not

take into account partnership with local governments through participating organizations within the consortium.

This is evident from the BESECURE project which has strong cooperation with local governments through its

artners.
? http://ec.europa.eu/research/evaluations/pdf/archive/fp7 monitoring reports/6th_fp7 monitoring_report.pdf, p.
19, last accessed 21 November 2014
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In contrast, different patterns were observed in the distribution of higher education
institutions (Figure 11) and non-profit and R&D organisations (Figure 12). Austrian and
Polish universities have slightly more participation than the Dutch and French counterparts.
However, it is important to note that there were also several participating Dutch university
foundations such as Utrecht University of Applied Sciences Foundation® (2 projects), Tilburg
University Foundation®® (2 projects), and Zuyd University of Applied Sciences Foundation®
(1 project) which makes the distinction between non-profit and R&D organisations and
higher education institutions difficult to make. Moreover, many non-profit R&D institutions
have strong collaboration with universities. In the category of non-profit and R&D
organisations, the United Kingdom has only few organisations (3%, 5 organisations). This is
an interesting observation, particularly since many British enterprises, universities, and
public bodies were ranked first. It suggests that this is not a typical form of legal entity in the
UK in which Universities often fulfil also this role. Belgian non-profit organisations entered
the top six in this category (see Table 3). One could argue that many of Belgian
organisations have better access in European policy research due to their closer proximity to
Brussels.

Table 3 Comparison of the top six countries based on institution participation
Proje Pup ghe O DI'o andg
arprise
D on Bodle O 0 R&LU

UK | 183% | 91 [UK | 14% [ 39 | UK | 17% |13 | UK | 19% | 34 | NL | 14% | 21

DE | 10% | 69 [FR | 12% [ 33 | ES | 14% |11 | DE | 12% | 21 | IT 1% | 17

IT 10% | 65| DE | 10% |27 [DE | 9% | 7[IT 8% |14 [FR | 11% | 16

ES 9% | 59 | IT | 10% | 27 | IT 9% ES | 6% | 11| DE 9% | 14

OO WIN|—~

7
FR 8% | 55| ES | 10% |27 [NL | 8% | 6 [AT | 5% | 9|BE 9% | 13
NL 8% | 52| NL | 6% |17 |[FR| 5% | 4|PL 5% | 9[ES 7% | 10

PT 5% 4|NL | 4% 8|UK| 3% 5

FR| 1% | 2

The number of institutions per country percentages were calculated and rounded without decimals from the total
participating institutions (written in brackets for each category). The first column indicates the Member State’s
abbreviation, followed by its percentage, and their total number of institutions. Abbreviations: UK: the United
Kingdom; DE: Germany; IT: ltaly; ES: Spain; FR: France; NL: the Netherlands; AT: Austria; PL: Poland; BE:
Belgium; and PT: Portugal.

% Stichting Hogeschool Utrecht
%6 Stichting Katholieke Universiteit Brabant Universiteit van Tilburg
57 Stichting Hogeschool Zuyd
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Figure 9 Distribution of enterprises per country of origin

The number of institutions per country percentages were calculated and rounded without decimals from the total
274 enterprises.
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Figure 10 Distribution of public bodies per country of origin

The number of institutions per country percentages were calculated and rounded without decimals from the total
76 public bodies.
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Figure 11 Distribution of higher education institutions per country of origin
The number of institutions per country percentages were calculated and rounded without decimals from the total
180 higher education institutions.
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Figure 12 Distribution of non-profit and R&D organisations per country of origin
The number of institutions per country percentages were calculated and rounded without decimals from the total
151 organisations.
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4.2.Review of core FP7 urban security projects

4.21. Methodology

We filtered® the 91 identified RTD projects which were assessed previously in chapter 4.1.
The filtration was made based on their technologies and approaches in good faith to identify
those at the core of urban security management, although the writers note that the element
of subjectivity could not be ruled out of this filtration. The main goal of this exercise was to
identify which factors could warrant further attention in urban security research and on this
basis we do not consider that the element of subjectivity should detract from the overall
general observations. From the 91 projects, we identified 40 core projects that specifically
addressed urban security management.

We then reviewed these 40 core projects based on the information available on the CORDIS
database, projects’ websites, public deliverables and their other publications. Here we
referred to the four key research domains in urban security: Institutional, Economic, Societal,
and Urban Environment based on BESECURE’s initial literature research at the start of the
project. Each domain has a number of key factors that influence urban security in resolving
and combating urban security. Within these broad domain areas, BESECURE established
65 different underlying factors that strongly influence the real life conditions of urban security
management®®. A three-point scale consisting of “explicitly relevant” (2), “considered as one
of the contributing aspects” or “implicitly relevant” (1), and "irrelevant” (0)*° was used to
determine the extent to which it would seem the factors were covered by the projects. In
order for a project to have 100% for all urban security factors it would need to score “2” for
all 65 factors.

4.2.2. Results and discussion

We found that the 91 projects covered and related to four general themes: urban security per
se, crisis management, surveillance, and the protection of critical infrastructure®® (also
reflecting the themes in the FP7 Security work programme). Many of the projects have some
overlaps with other themes (see Annex 5: Four general themes in FP7 Security project
projects relevant to urban security). In total, we found 40 core projects that addressed urban
security management (Figure 13, red, centre) while many also addressed crises
management (green circle, left, with 39 projects). The percentage of domain coverage® and
comparison between the 40 projects is provided in summary in Table 4 below (see Annex 6:

% We tried to be as objective as possible in analyzing the projects based on the information available on
CORDIS, project website, and project public deliverables.

% The four key domains of urban security as discussed extensively in BESECURE Deliverable 1.1 Boundary
Conditions and Options for Urban Security Enhancement, Chapter 4; for public summary, see
http://www.besecure-project.eu/dynamics//modules/SFIL0100/view.php?fil 1d=36, last accessed 2 December
2014

% This approach adopted the Likert scale with a simplified 0-1-2 rating. We aimed to assess differences between
the projects while minimising the level of subjectivity, see Likert, Rensis (1932). "A Technique for the
Measurement of Attitudes”. Archives of Psychology 140: 1-55; and Reips, Ulf-Dietrich; Funke, Frederik (2008)”
and "Interval level measurement with visual analogue scales in Internet-based research: VAS Generator".
Behavior Research Methods 40 (3): 699-704.

o1 Despite its focus on urban transport, large European demonstration project SECUR-ED was also included due
to its crime prevention measures.

62 We calculated the coverage based on the number of factors and maximum scores. For example, there are 14
factors in the “Institutional Domain”. This means that the maximum score (14 x 2) of “Institutional Demand
Domain” is 28. If an assessed project receives a total 14 points in “Institutional Domain”, then the project has
50% of domain coverage. The same principle was applied to the other three domains. “Economic domain” has 13
different factors, “Societal Domain” has 23 factors, and “Urban Environment” domain has 15 factors.
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Assessment of the FP7 Security projects with urban security management at their core for
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Figure 13 Overview of 91 identified projects in four main general themes

Table 4 The Four Key Domains of Urban Security Assessment for 40 Core Projects

Project Institutional Economic Societal Urban Average
1 | ALTERNATIVE 39% 50% 96% 30% 54%
2 | ANVIL 46% 15% 46% 7% 29%
3 | ASSERT 71% 31% 50% 33% 46%
4 | BESECURE 82% 50% 57% 50% 60%
5 | CAPER 82% 19% 17% 10% 32%
6 | COMPOSITE 46% 12% 24% 10% 23%
7 | COREPOL 46% 8% 70% 7% 33%
8 | CPSI 46% 15% 39% 3% 26%
9 | DESSI 64% 81% 7% 10% 40%
10 | DESURBS 79% 50% 59% 47% 58%
11 | E-CRIME 71% 69% 13% 23% 44%
12 | ELASSTIC 64% 38% 15% 93% 53%
13 | EPOOLICE 54% 23% 7% 7% 22%
14 | ETTIS 82% 42% 39% 23% 47%
15 | EUSECON 50% 100% 2% 7% 40%
16 | EVOCS 43% 15% 26% 7% 23%
17 | FORCE 68% 42% 7% 13% 33%
18 | GRAFFOLUTION 71% 42% 57% 43% 53%
19 | HARMONISE 64% 38% 15% 93% 53%

% Note that the assessments are first assessments based on the knowledge available to assess the projects at
the point of writing. We tried to be as objective as possible by gathering the information available, however many
of the projects have limited information and thus it is possible that certain factors were not captured.
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Project Institutional | Economic Societal Urban Average

20 | IMPACTEUROPE 64% 31% 54% 13% 41%
21 | INDECT 61% 8% 15% 27% 28%
22 | LEILA 68% 12% 13% 3% 24%
23 | ODYSSEY 57% 8% 2% 3% 18%
24 | PACT 75% 15% 30% 20% 35%
25 | PRIME 50% 23% 54% 7% 34%
26 | PRISMS 79% 35% 24% 23% 40%
27 | PROACTIVE 61% 23% 11% 23% 29%
28 | RESPECT 75% 15% 15% 20% 31%
29 | RIBS 54% 31% 4% 87% 44%
30 | SAFIRE 50% 35% 54% 13% 38%
31 | SCIIMS 61% 19% 13% 3% 24%
32 | SECONOMICS 46% 92% 35% 40% 53%
33 | SECUR-ED 86% 73% 22% 83% 66%
34 | SIAM 68% 46% 20% 17% 38%
35 | SOURCE 82% 69% 22% 13% 47%
36 | SPIRIT 64% 38% 11% 97% 53%
37 | TRACE 79% 35% 17% 20% 38%
38 | VALUESEC 36% 92% 15% 33% 44%
39 | VITRUV 64% 38% 15% 93% 53%
40 | VOX-POL 57% 4% 80% 7% 37%

Overall 63% | 37% 29% 29% | 40%

The security domain coverage is in the following order: institutional, economic, urban and
societal (Table 5). Urban security research would seemy emphasised primarily on the
institutional domain (63%) which was in line with the target end-users of the FP7 Security
work programme.

For the projects considered the domain focus was as follows: Institutional x25, Economic x4,
Societal x6 and Urban x5.

In the institutional domain, anti-corruption measures (16%) and media influence on security
perception (26%) had seeminglythe least attention (see Annex 6: Assessment of the FP7
Security projects with urban security management at their core). Nevertheless, anti-
corruption measures, including tackling organised crime, were specifically covered by certain
specific projects such as EUSECON®, CAPER®®, ODYSSEY®®, EPOOLICE®", and TRACE®.

& EUSECON produced a specific paper on anti-corruption measures and  security,
http://www.diw.de/documents/publikationen/73/diw_01.c.391363.de/diw_econsec0058.pdf, last accessed 13
January 2015

% CAPER (Collaborative information, Acquisition, Processing, Exploitation and Reporting for the prevention of
organised crime), http://cordis.europa.eu/project/rcn/188358 en.html, last accessed 27 January 2015

% ODYSSEY (Strategic pan-European ballistics intelligence platform for combating organised crime and
terrorism), http://cordis.europa.eu/project/rcn/89324 _en.html, last accessed 27 January 2015

¢ EPOOLICE (early Pursuit against Organized crime using envirOnmental scanning, the Law and IntelligenCE
sg/stems), http://cordis.europa.eu/project/rcn/106659 en.html, last accessed 27 January 2015

® TRACE (TRafficking as A Criminal Enterprise), http://cordis.europa.eu/project/rcn/185491_en.html, last
accessed 27 January 2015
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Regarding media influence on public perception of security, CPSI®® precisely evaluated the
media influence on public security perception both at the urban and national levels.

The economic domain received relatively modest coverage (37%) but most of the core
projects made links between safe urban areas and economic viability. This highlights the
strong correlation between urban security and economic development. Factors such as
unemployment and income levels seemingly had the lowest attention percentage (13%).
However, specific projects EUSECON’®, SECONOMICS’", and VALUESEC™ covered the
economic domain between 90-100%. These projects explicitly addressed each economic
factor and their impacts on (urban) security.

Attention to factors contributing to the societal and urban domains seems to be still less
prominent (29%).

In the societal domain, most projects addressed security culture in the society (84%). Access
to housing (4%) and health (6%) it would seem received the least attention in general.
Clearly it does not mean that “access to housing” is the most important part of urban security
but it certainly should contribute to policy making in urban security as has recently being
discussed and reflected upon at the 2014 conference “CiTIEs: Cities of Tomorrow: Investing
in Europe””®. However, projects such as ALTERNATIVE™ had a specific focus on access to
housing as an important part of urban security management among other research
focuses’®. Health like many other factors, such as social infrastructure provision and social
service provision, are also integral parts of Member States’ healthcare and welfare systems.
Other aspects such as examining the role of religious extremism and radicalisation, are not
only relevant to urban security research but also general security as pointed out by projects
such as IMPACT EUROPE’®, SAFIRE’” and PRIME’®. Some factors that are relevant to
urban security are potentially not relevant or at least less relevant under the FP7 research
and development programme, which had the two prime objectives of scientific and
technological excellence and the competitiveness of European industry. Policymakers
should enable access to housing; there is probably not so much to research here within the
framework of FP7.

8 cPsl (Changing Perceptions of Security and Interventions), http://cordis.europa.eu/project/rcn/89323 en.html,
last accessed 1 December 2014
" EUSECON (A new agenda for European security economics),
http://cordis.europa.eu/project/rcn/86256 en.html, last accessed 1 December 2014
T SECONOMICS (Socio-Economics meets Security), http://cordis.europa.eu/project/rcn/102281 en.html, last
accessed 27 January 2015
2 VALUESEC (Mastering the Value Function of Security Measures),
http://cordis.europa.eu/project/rcn/97989 en.html, last accessed 1 December 2014
"3 CiTIEs: Cities of Tomorrow: Investing in Europe highlighted the increased needs of social housing in many
European urban areas due to the high unemployment. The experts argued that social housing could help to
prevent petty crimes, see http://ec.europa.eu/regional_policy/conferences/urban2014/agenda_en.cfm. Similarly,
this was hinted in 2011 through the panel discussions, see
http://ec.europa.eu/regional_policy/sources/docgener/studies/pdf/citiesoftomorrow/citiesoftomorrow_governance.
pdf, last accessed 2 December 2014, cf. http://euranetplus-inside.eu/mayors-from-european-cities-call-for-more-
social-housing/, last accessed 27 January 2015

ALTERNATIVE (Developing alternative understandings of security and justice through restorative justice
approaches in intercultural settings within democratic societies), http://cordis.europa.eu/projects/285368, last
accessed 27 January 2015
™8 ¢f. http://www.alternativeproject.eu/assets/upload/Deliverable 4.2 Research _report_on_the_sociological-
legal_description.pdf, last accessed 2 February 2015
5 IMPACT EUROPE (Innovative Method and Procedure to Assess Counter-violent-radicalisation Techniques in
Europe), http://cordis.europa.eu/project/rcn/111492_en.html, last accessed 9 January 2015
" SAFIRE (Scientific Approach to Finding Indicators of and REsponses to Radicalisation),
http://cordis.europa.eu/projects/241744, last accessed 1 December 2014
® PRIME (PReventing, Interdicting and Mitigating Extremist events: Defending against lone actor extremism),
http://cordis.europa.eu/project/rcn/185518 en.html, last accessed 1 December 2014
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In the urban environment domain, factors such as architecture, transport infrastructure and
lighting it would seem had the lowest attention (16%). Some of these factors are part of
critical infrastructure and therefore the related research efforts may have been covered more
extensively in the protection of critical infrastructures funding calls. However, in the context
of urban security, it would seem there is a need to link crime prevention and transport
infrastructures as recommended by SECUR-ED’®. Many of the projects which covered
almost 100% urban environment domain, such as VITRUV®, HARMONISE?®', ELASSTIC®,
SPIRIT®, and RIBS* focussed on improving urban structures’ resilience and covered
specifically the factors with the least attention when considering all 40 projects together.

Table 5 Summary of Domain Coverage by Core Projects

Nr Domains Factors Coverage Average
1 Interdisciplinary Expertise 90%
2 Target Institutional Stakeholders 88%
3 Collaboration 81%
4 Innovative Approaches 78%
5 Transparent Policy Making 78%
6 Consultation 75%
7 . Coordinated Policy Approaches 74% o
8 Institutional Integrated Decision Making 66% 63%
9 Understand Legal Constraints 61%
10 Multi-lateral Responses 56%
11 Role of Private Security Industry 46%
12 Public Engagement 43%
13 Media Influence on Security Perceptions 26%
14 Anti-corruption 16%
15 M'ak_e.Link between Safe Cities and Economic 63%
Viability
16 Recognise Links between Multiple Sectors 51%
17 Respond to Evolving Security Demands 50%
18 Expert Views 48%
19 Target Economic Stakeholders 44%
20 Economic | Emphasise Added Value of Investment in Security 40% 37%
21 Highlight Importance of Investment in Security 40%
22 Socio economic Status 35%
23 Investment in Infrastructure 30%
24 Align with Broader Economic Strategy 29%
25 Multi-sectoral Investment 28%

" SECUR-ED (Secured Urban Transportation - European Demonstration),
http://cordis.europa.eu/projects/261605, last accessed 27 January 2015

B VITRUV (Vulnerability Identification Tools for Resilience Enhancements of Urban Environments),
http://cordis.europa.eu/project/rcn/98970 en.html, last accessed 27 January 2015

8T HARMONISE (Holistic Approach to Resilience and Systematic Actions to make Large Scale UrbaN Built
Infrastructure Secure), http://cordis.europa.eu/project/rcn/108815_en.html, last accessed 27 January 2015

8 ELASSTIC (Enhanced Large scale Architecture with Safety and Security Technologies and special Information
Capabilities), http://cordis.europa.eu/project/rcn/108476 en.html, last accessed 27 January 2015

8 SPIRIT (Safety and Protection of built Infrastructure to Resist Integral Threats),
http://cordis.europa.eu/project/rcn/95261 en.html, last accessed 27 January 2015

% RIBS (Resilient Infrastructures and Building Security), http://cordis.europa.eu/projects/242497, last accessed
27 January 2015
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Nr Domains Factors Coverage Average
26 Employment Levels 13%
27 Income Levels 13%
28 Security Culture 84%
29 Expert Views 66%
30 Local Knowledge 50%
31 Social Cohesion 49%
32 Social Inclusion 49%
33 Target Social Oriented Stakeholders 48%
34 Participation 43%
35 Freedom of Expression 29%
36 Promote Civility 24%
37 Civic Pride 23%
38 ) Communication 23%
39 SZﬁl‘Zﬂ Ethnic Diversity 23% | 29%
40 Social Mix 23%
41 Cultural Diversity 20%
42 Deprivation Status 20%
43 Examine Role of Religious Extremism 20%
44 Immigration 19%
45 Education 18%
46 Equality 15%
47 Social Infrastructure Provision 13%
48 Social Service Provision 10%
49 Health 6%
50 Access to Housing 4%
51 Target Relevant Stakeholders 63%
52 Expert Views 58%
53 Quality of Public Realm 45%
54 Security by Design 35%
55 Technology: CT Infrastructure CCTV 31%
56 Hard Physical Infrastructure 26%
57 Legibility & Ease of Movement 23%
58 Urban Urban Design 23% 29%
59 Environment Urban Planning 23%
60 Accessibility 21%
61 Diversity of Uses 21%
62 Combat Urban Decay 20%
63 Architecture 16%
64 Lighting 16%
65 Transport Infrastructure 16%

In summary, our analysis of the 40 core projects revealed that no project could cover 100%
of the four key domains (see Table 4) but that all factors would seem to be being covered
through FP7 Security research projects. This indicates that a holistic approach towards
urban security was taken by the FP7 Security work programme. From the core projects, we
note however that it seems that factors related to urban security have been covered with
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varying degrees of attention. We also perceive a preference in urban security research
towards the implementation of technology for policy making. No analysis to date has
however indicated the weight to be given to individual domains and specific factors and the
results from BESECURE suggest there is no “golden rule”. It depends on the local situation.

Table 6 provides the percentage of urban security domain coverage ranked from highest to
lowest. The percentage coverage is an indication of where there may be presently gaps in
European urban security research, development and innovation (RD&l).

Table 6 Core Projects Percentage of urban security domain coverage ranked from highest to
lowest

Domains Factors Coverage
1 Institutional Interdisciplinary Expertise 90%
2 | Institutional Target Institutional Stakeholders 88%
3 | Societal Demand Security Culture 84%
4 | Institutional Collaboration 81%
5 | Institutional Innovative Approaches 78%
6 Institutional Transparent Policy Making 78%
7 | Institutional Consultation 75%
8 Institutional Coordinated Policy Approaches 74%
9 | Institutional Integrated Decision Making 66%
10 | Societal Demand Expert Views 66%
11 | Economic Make Link between Safe Cities and Economic Viability 63%
12 | Urban Environment Target Relevant Stakeholders 63%
13 | Institutional Understand Legal Constraints 61%
14 | Urban Environment Expert Views 58%
15 | Institutional Multi-lateral Responses 56%
16 | Economic Recognise Links between Multiple Sectors 51%
17 | Economic Respond to Evolving Security Demands 50%
18 | Societal Demand Local Knowledge 50%
19 | Societal Demand Social Cohesion 49%
20 | Societal Demand Social Inclusion 49%
21 | Economic Expert Views 48%
22 | Societal Demand Target Social Oriented Stakeholders 48%
23 | Institutional Role of Private Security Industry 46%
24 | Urban Environment Quality of Public Realm 45%
25 | Economic Target Economic Stakeholders 44%
26 | Institutional Public Engagement 43%
27 | Societal Demand Participation 43%
28 | Economic Emphasise Added Value of Investment in Security 40%
29 | Economic Highlight Importance of Investment in Security 40%
30 | Economic Socio economic Status 35%
31 | Urban Environment Security by Design 35%
32 | Urban Environment Technology: CT Infrastructure CCTV 31%
33 | Economic Investment in Infrastructure 30%
34 | Economic Align with Broader Economic Strategy 29%

43




35 | Societal Demand Freedom of Expression 29%
36 | Economic Multi-sectoral Investment 28%
37 | Institutional Media Influence on Security Perceptions 26%
38 | Urban Environment Hard Physical Infrastructure 26%
39 | Societal Demand Promote Civility 24%
40 | Societal Demand Civic Pride 23%
41 | Societal Demand Communication 23%
42 | Societal Demand Ethnic Diversity 23%
43 | Societal Demand Social Mix 23%
44 | Urban Environment Legibility & Ease of Movement 23%
45 | Urban Environment Urban Design 23%
46 | Urban Environment Urban Planning 23%
47 | Urban Environment Accessibility 21%
48 | Urban Environment Diversity of Uses 21%
49 | Societal Demand Cultural Diversity 20%
50 | Societal Demand Deprivation Status 20%
51 | Societal Demand Examine Role of Religious Extremism 20%
52 | Urban Environment Combat Urban Decay 20%
53 | Societal Demand Immigration 19%
54 | Societal Demand Education 18%
55 | Institutional Anti-corruption 16%
56 | Urban Environment Architecture 16%
57 | Urban Environment Lighting 16%
58 | Urban Environment Transport Infrastructure 16%
59 | Societal Demand Equality 15%
60 | Economic Employment Levels 13%
61 | Economic Income Levels 13%
62 | Societal Demand Social Infrastructure Provision 13%
63 | Societal Demand Social Service Provision 10%
64 | Societal Demand Health 6%
65 | Societal Demand Access to Housing 4%

The top 10 urban security domain factors with the seemingly largest coverage are:
interdisciplinary expertise, target Institutional stakeholders, security culture, collaboration,
innovative approaches, transparent policy making, consultation, co-ordinated approaches,
integrated decision making and expert views.

The bottom 10 domain factors with the seemingly least coverage are: access to housing,

health, social service provision, social infrastructure provision, income levels, employment
levels, equality, transport infrastructure, lighting and architecture.
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4.3.Assessment of foreground results from completed core FP7 urban
security projects

4.31. Methodology

Many of these core projects are still running, but when projects are completed, in the
interests of improved urban security and efficient targeting of future resources, the projects’
foregrounds (i.e. the results achieved in the projects) and their (expected) impact should be
reviewed.

In an attempt to understand how far the project foreground results actually will or at least
could contribute to urban security, we reviewed the completed core urban security projects
based on what was proposed in the initial project summary, the progress published during
project development, and the results listed on completion of the projects. Again here, it is
very important to emphasize that this assessment was based on the knowledge available to
assess the projects at the time of writing. The authors approach aimed to be as objective as
possible by gathering the information publicly available or provided following a request to
receive a copy of the “Final Publishable Summary Report” (a requirement of FP7 Grant
Agreements), however it is possible that certain factors may not have been captured due to
the information available. As of 1 October 2014, from the 40 core projects, there were 17
completed projects®.

Previously for chapter 4.2, we had assessed the projects based on any information
available, to identify all factors within the four urban security domains. This time, firstly we
looked at the main projects’ objectives based on the CORDIS website only (i.e. the CORDIS
Project Summary, usually drafted by projects themselves, the “Proposed”). We then
contacted the project coordinators to gather the projects’ Final Publishable Summary
Reports which the EC requires from all projects through its reporting platform. Here we used
the sections “Description of main S&T results/foregrounds” and “Potential impact and main
dissemination activities and exploitation results” (further referred to as “Completion”). We did
this to minimise bias and attain consistency in comparing the completed projects.

We subjected both the initial CORDIS Project Summaries and the Final Publishable
Summary Reports to the four-domain matrix as we did previously in chapter 4.2. Our aim
was to see to which urban security factors the projects intended to target at the beginning of
their projects and which factors their results at the end of the project would seem to target.
(We also included the assessment from chapter 4.2 that was based on all available
information for reference (further referred to as “Development”)). We then used the domain
and factor coverage to draw some initial conclusions as to which urban security factors the
projects’ foreground results have the most and least potential to contribute.

4.3.2. Results

There is a general challenge to learn which projects have delivered implementable results.
One specific challenge was that when BESECURE started only 2 core projects were
completed®® and even by the cut-off date®” for the assessment behind this report the number

% CPSI, ODYSSEY, EUSECON, SCIIMS, DESSI, SPIRIT, DESSI, SAFIRE, VALUESEC, ANVIL, SIAM, VITRUV,
INDECT, CAPER, ASSERT, COMPOSITE, SECUR-ED
% CPSI, ODYSSEY
87 1 October 2014
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had only increased to 17%. By the time of writing®, from 17 completed projects we had
received 9 Final Publishable Summary Reports®. In what follows we provide our analysis of
these 9 projects together.

The security domain coverage is in the following order: institutional, economic, urban and
societal (Table 7). This is consistent with the previous analysis of the 91 relevant projects
that linked the projects with the targeted end-users of the FP7 Security workprogramme.

The institutional domains are represented at similar levels (Table 7 and Table 9), apart from
the institutional domain being dominant. This indicates that economical and societal aspects
were integrated into the FP7 Secuirty work programme and these specific projects.

No project covered a domain less on “Completion” than what was originally “Proposed”
(Table 9).

The most important domain identified as “Proposed” stayed with approximately the same
coverage or with a relatively small increase by the “Completion” (Table 9).

For the projects considered the domain focus was as follows: Institutional x6, Economic x1,
Societal x1 and Urban x1.

For all projects, at “Completion”, there was an increase in the coverage of those domains
which were less apparent in what was originally “Proposed”. This maybe be because what
was “Proposed did not represent the full scope of the projects or because the project work
identified the need to consider factors in other domains more (Table 9).

There was a general trend for increased coverage from “Proposed” through “Development”
to “Completion”. This adds some weight to the hypothesis that the projects identified the
need to consider factors in other domains more (Table 7 and Table 9).

Table 7 Comparison of the Domain Coverage based on the Completed 9 Projects
Domains Proposed Development Completion

Institutional 53% 61% 63%
Economic 8% 36% 40%
Societal 7% 30% 32%
Urban 19% 34% 34%

Average 22% 40% 42%

Table 8 Comparison of Project’s Domain Coverage

Project ‘ Status Institutional Economic  Societal Urban Average
Proposed 39% 8% 0% 87% 33%
VITRUV | Development 64% 38% 15% 93% 53%
Completion 68% 42% 15% 97% 54%

[s) o) o 0, [s)
SECUR-ED Proposed 82% 0% 0% 37% 30%
Development 86% 73% 22% 83% 66%

% EUSECON, SCIIMS, DESSI, SPIRIT, DESSI, SAFIRE, VALUESEC, ANVIL, SIAM, VITRUV, INDECT, CAPER,
ASSERT, COMPOSITE, SECUR-ED
8 As of 1 February 2015; we contacted the project coordinators on the first week of November 2014.
% VITRUV, SECUR-ED, CAPER, SAFIRE, VALUESEC, CPSI, ANVIL, ASSERT, INDECT
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Completion 89% 77% 26% 87% 70%

Proposed 82% 0% 0% 3% 21%

CAPER | Progress 82% 19% 17% 10% 32%
Completion 82% 35% 20% 10% 37%

Proposed 50% 0% 20% 0% 17%

SAFIRE | Progress 50% 35% 54% 13% 38%
Completion 50% 35% 67% 13% 41%

Proposed 25% 46% 13% 0% 21%

VALUESEC | Progress 36% 92% 15% 33% 44%
Completion 46% 92% 15% 33% 47%

Proposed 36% 12% 20% 0% 17%

ANVIL Progress 50% 15% 46% 7% 29%
Completion 54% 19% 46% 7% 31%

Proposed 64% 0% 2% 20% 22%

ASSERT | Progress 71% 31% 50% 33% 46%
Completion 71% 31% 50% 33% 46%

Proposed 46% 4% 4% 0% 14%

CPSI Progress 46% 15% 39% 3% 26%
Completion 46% 15% 39% 3% 26%

Proposed 50% 0% 2% 20% 18%

INDECT | Progress 61% 8% 15% 27% 28%
Completion 64% 12% 15% 27% 29%

Review based on following: “Proposed” indicates domain factors covered in the Project Summary,
“Development” represents project descriptions and documents from during the project e.g. from
website, “Completion” domain factors covered in Project Final Summary Report.

Even with increased domain and factor coverage, some factors (see Table 9) would seem to
have been covered less (in these first 9 projects) so the potential for project foreground
results from these projects to actually contribute to urban security by influencing these
factors is probably not very high. (Though individual projects may have some very good

results even for these factors.)
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Table 9 Comparison of urban security factors coverage in the nine completed projects

Domains g Factors g Proposed d ad Completed
Institutional Anti-corruption 3% 7% 10%
Institutional Collaboration 33% 40% 40%
Institutional Consultation 30% 37% 37%
Institutional Coordinated Policy Approaches 33% 37% 37%
Institutional Innovative Approaches 37% 43% 50%
Institutional Integrated Decision Making 23% 33% 33%
Institutional Interdisciplinary Expertise 47% 53% 53%
Institutional Media Influence on Security Perceptions 17% 20% 27%
Institutional Multi-lateral Responses 20% 33% 33%
Institutional Public Engagement 20% 37% 37%
Institutional Role of Private Security Industry 17% 30% 30%
Institutional Target Institutional Stakeholders 50% 57% 57%
Institutional Transparent Policy Making 40% 43% 47%
Institutional Understand Legal Constraints 37% 40% 43%
Economic Align with Broader Economic Strategy 10% 20% 20%
Economic Emphasise Added Value of Investment in Security 7% 23% 33%
Economic Employment Lewels 0% 7% 7%
Economic Expert Views 7% 27% 30%
Economic Highlight Importance of Investment in Security 3% 20% 20%
Economic Income Lewvels 0% 7% 7%
Economic Investment in Infrastructure 0% 17% 20%
Economic Make Link between Safe Cities and Economic Viability 7% 43% 43%
Economic Multi-sectoral Investment 0% 17% 17%
Economic Recognise Links between Multiple Sectors 7% 30% 30%
Economic Respond to Ewolving Security Demands 3% 23% 33%
Economic Socio economic Status 3% 23% 20%
Economic Target Economic Stakeholders 7% 27% 30%
Societal Demand Access to Housing 0% 0% 0%
Societal Demand Civic Pride 7% 17% 20%
Societal Demand Communication 3% 17% 23%
Societal Demand Cultural Diversity 0% 17% 17%
Societal Demand Deprivation Status 0% 7% 7%
Societal Demand Education 0% 13% 17%
Societal Demand Equality 0% 3% 3%
Societal Demand Ethnic Diversity 3% 17% 17%
Societal Demand Examine Role of Religious Extremism 7% 7% 7%
Societal Demand Expert Views 20% A47% 47%
Societal Demand Freedom of Expression 3% 20% 20%
Societal Demand Health 0% 0% 0%
Societal Demand Immigration 0% 10% 10%
Societal Demand Local Knowledge 0% 33% 40%
Societal Demand Participation 3% 33% 37%
Societal Demand Promote Civility 0% 13% 13%
Societal Demand Security Culture 13% 57% 57%
Societal Demand Social Cohesion 13% 30% 27%
Societal Demand Social Inclusion 13% 30% 27%
Societal Demand Social Infrastructure Provision 0% 3% 3%
Societal Demand Social Mix 0% 13% 17%
Societal Demand Social Senice Provision 0% 0% 3%
Societal Demand Target Social Oriented Stakeholders 7% 33% 33%
Urban Environment Accessibility 7% 13% 13%
Urban Environment Architecture 7% 7% 7%
Urban Environment Combat Urban Decay 0% 10% 10%
Urban Environment Diversity of Uses 3% 10% 13%
Urban Environment Expert Views 10% 33% 33%
Urban Environment Hard Physical Infrastructure 7% 17% 17%
Urban Environment Legibility & Ease of Movement 7% 17% 17%
Urban Environment Lighting 0% 13% 13%
Urban Environment Quality of Public Realm 7% 40% 40%
Urban Environment Security by Design 7% 23% 23%
Urban Environment Target Relevant Stakeholders 0% 37% 37%
Urban Environment Technology: CT Infrastructure CCTV 10% 23% 23%
Urban Environment Transport Infrastructure 10% 20% 23%
Urban Environment Urban Design 3% 20% 20%
Urban Environment Urban Planning 3% 20% 20%
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Table 10 provides the percentage of urban security domain coverage ranked from highest to

lowest.

Table 10 Urban security factors in the nine completed projects ranked from highest to lowest

Domains Factors Completed
Institutional Target Institutional Stakeholders 57%
Societal Demand Security Culture 57%
Institutional Interdisciplinary Expertise 53%
Institutional Innovative Approaches 50%
Institutional Transparent Policy Making 47%
Societal Demand Expert Views 47%
Institutional Understand Legal Constraints 43%
Economic Make Link between Safe Cities and Economic Viability 43%
Institutional Collaboration 40%
Societal Demand Local Knowledge 40%
Urban Environment | Quality of Public Realm 40%
Institutional Consultation 37%
Institutional Coordinated Policy Approaches 37%
Institutional Public Engagement 37%
Societal Demand Participation 37%
Urban Environment | Target Relevant Stakeholders 37%
Institutional Integrated Decision Making 33%
Institutional Multi-lateral Responses 33%
Economic Emphasise Added Value of Investment in Security 33%
Economic Respond to Evolving Security Demands 33%
Societal Demand Target Social Oriented Stakeholders 33%
Urban Environment | Expert Views 33%
Institutional Role of Private Security Industry 30%
Economic Expert Views 30%
Economic Recognise Links between Multiple Sectors 30%
Economic Target Economic Stakeholders 30%
Institutional Media Influence on Security Perceptions 27%
Societal Demand Social Cohesion 27%
Societal Demand Social Inclusion 27%
Societal Demand Communication 23%
Urban Environment | Security by Design 23%
Urban Environment | Technology: CT Infrastructure CCTV 23%
Urban Environment | Transport Infrastructure 23%
Economic Align with Broader Economic Strategy 20%
Economic Highlight Importance of Investment in Security 20%
Economic Investment in Infrastructure 20%
Economic Socio economic Status 20%
Societal Demand Civic Pride 20%
Societal Demand Freedom of Expression 20%
Urban Environment | Urban Design 20%
Urban Environment | Urban Planning 20%
Economic Multi-sectoral Investment 17%
Societal Demand Cultural Diversity 17%
Societal Demand Education 17%
Societal Demand Ethnic Diversity 17%
Societal Demand Social Mix 17%
Urban Environment | Hard Physical Infrastructure 17%
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Urban Environment | Legibility & Ease of Movement 17%
Societal Demand Promote Civility 13%
Urban Environment | Accessibility 13%
Urban Environment | Diversity of Uses 13%
Urban Environment | Lighting 13%
Institutional Anti-corruption 10%
Societal Demand Immigration 10%
Urban Environment | Combat Urban Decay 10%
Economic Employment Levels 7%
Economic Income Levels 7%
Societal Demand Deprivation Status 7%
Societal Demand Examine Role of Religious Extremism 7%
Urban Environment | Architecture 7%
Societal Demand Equality 3%
Societal Demand Social Infrastructure Provision 3%
Societal Demand Social Service Provision 3%
Societal Demand Access to Housing 0%
Societal Demand Health 0%

The top 10 urban security domain factors with the seemingly largest coverage (in the 9
completed projects) are: target institutional Stakeholders, security culture, interdisciplinary
expertise, innovative approaches, transparent policy making, expert views, understand legal
constraints, make link between safe cities and economic viability, collaboration and local
knowledge and quality of public realm (the last two joint number 10). 8 of the 10 factors
correspond to the same factors in the top 10 highlighted in chapter 4.2.2. The potential for
project foreground results from these projects to actually contribute to urban security by
influencing these factors is probably higher.

The bottom 10 domain factors with the seemingly least coverage are: employment levels,
income levels, deprivation status, examine role of religious extremism, architecture, equality,
social infrastructure provision, social service provision, access to housing and health. 8 of
the 10 factor correspond to the same factors in the bottom 10 highlighted in chapter 4.2.2.
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5. Overview of BESECURE results and exploitation plans

5.1. Introduction

In the confidential report D7.5 Opportunities for commercial exploitation of the BESECURE
methods and tools, there are 19 individual items of foreground which were identified and
explained extensively. Together they comprise the overall BESECURE platform prototype. In
this chapter, we describe in summary the overall BESECURE platform (5.2). In what follows,
we then explain the exploitation strategy of “BESECURE prototype platform” which contains
most if not all foreground (5.3). These serve as the basis for a summary of the BESECURE
consortium members’ strategy to develop BESECURE foreground further (5.4). Key
collaboration partners identified to date at the regional, national, and international levels are
also listed (5.4).

5.2. BESECURE exploitable foreground

5.21. BESECURE Prototype Platform

e The purpose of the “BESECURE prototype platform” which is accessible on
http://besecure.itti.com.pl/, is to provide one access interface (Figure 14) to the 3 main
modules developed in the BESECURE project, specifically the:

o “Inspirational platform”,
o “Policy platform”
o “Urban data platform” and

in combination with their sub-modules and the knowledge behind each of the modules.
There are relevant links between the 3 main modules on the platform so that the user is
directed to all functionalities which could help to inform his/her investigation / decision
process.

BESECURE® P a®

M Home 2}
BESECURE @
N Inspirational
_ _ nsplra iona Find inspiration for new policies and
Interventions. Be inspired by relev:
| o 08 Platform pemer AT

Policy
Platform

Urban Data
Platform

Figure 14 Screenshot of BESECURE Prototype Platform
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The platform is designed primarily to inform local government decision makers and their
advisers with the goal of improving urban security in general and more specifically to
prevent urban areas moving into “crisis states” or to help reduce those in “crisis states”.
In this connection the platform should also help decision makers to determine where
best to allocate resources and to measure the impact of measures taken.

“BESECURE prototype platform” was designed to bridge theory and practices in urban
security management, by

o Supporting the enhancement of best practice through research, learning and
application;

o Providing practical information on the resource requirements and level of
investment typically required to implement urban security enhancement
approaches; and

o Working towards a personalized evidence base for decisions to address urban
security issues with an accessible and systematic methodology for policy support.

5.2.2. Inspirational Platform

The purpose of the “Inspirational platform” is to provide users with a repository of
knowledge and capacities relevant to urban security to inform his/her
investigation/decision process (Figure 15).

BESECURE ® Recent projec

Literature Practices Glossary
A collection of established literature on urban security, A collection of best urban security practices gathered A glossary of key terms in the urban security domain with
well-annotated and referenced. From here, practices can  from the BESECURE case study areas and other sources.  source information.
be selected for use as justification for novel practices. From here, practices can be selected for use as
justification for novel practices.

-]

& Q
Compare Search engine

Find and compare relevant practices through an advanced ~ Search for relevant practices and literature using your
search and filtering process. Select practice characteristics  own search terms or simple filters.

that are relevant to your interest, and learn which

practices match the profile.

Figure 15 Screenshot of the Inspirational Platform

There are many different ways in which the end-user can use the “Inspirational platform”,
for example with “search” and “compare” features. For instance, search by criteria
(urban security) theme, by (type of) urban area, area characteristics, risk (low, medium,
high), type of practice, focus on urban security domains (institutional , economical,
societal, and urban), and best practices from the case studies to support evidence-
based . The end-user can do this by building up a search profile, or just browse the
pages, following links and thematic categories (Figure 16).
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BESECURE ® o

Recent activity v

88 Compare

LR E LD Advanced searching and practices comparison engine

| robbery | —
issuetype
Q Compare criteria kK
£ Issue type
88 compare Crtari e ) Theft
Employment rate: low © | Third fevel education: low © | Area characteristics
characteristcs:
category:
Results
Societa

Socletat

Third level education

Low Medium High

Figure 16 Screenshot of "Compare" feature in the Inspirational Platform

5.2.3. Policy platform

e The purpose of the “Policy Platform” is to aid end-users, particularly the policy makers in
urban security enhancement process. The system uses known best practices, risk
assessment models, and metrics to provide step-by-step support to the policy maker
(Figure 17)%".

Policy platform

& E @

My policies subsection All policies subsection Myzone subsection

‘My policies’ contains an overview of the policy proposals ‘All policies’ contains all registered policy proposals. From Create a reusable profile for your target zones for use in a
that you have initiated. From here you can edit them, add here you can view them, edit them, add new evidence and  policy design process.

new evidence and print the result. print the result.

link to manual

Figure 17 Screenshot of "Policy Platform"

e The main advantages and benefits of the “Policy Platform” are:

' D4.2 Policy Platform, p.5
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o “Providing end-users/policy-makers an accessible and comprehensive process to
work towards a personalized evidence base for decisions to address urban security

issues.

o To challenge end-users/policy-makers in breaking down the problem and identify
their preferences with regard to possible interventions and the objectives end-
users/policy-makers want to reach.

o To help end-users/policy-makers to make the most of the entire BESECURE toolbox
by combining analyses of end-users/policy-makers area’s characteristics and urban

data with knowledge and experiences from other areas.

1292

The “Policy Platform” helps users/policy makers create new policies; well-structured
policy proposals with a solid evidence base. The ‘One Page Policy’ process is an easy
to use policy builder that leads policy makers through a number of steps to create a
concise and comprehensive policy proposal. The process helps them establish the
context of their policy proposal, describe the issues that they are aiming to confront and
define an effective practice. The process consists of four steps: Topic, Context, Issue,
and Policy. The process enables both the utilisation of quantitative and qualitative data
and urban experience. The structured decision making process triggers the need to use
such evidence which offers the strong potential to enhance policy decisions. The results
of the Policy Platform include a one-page report or One-Page-Policy (OPP) of the most

important evidence and promising findings to support the decisions to be made® —

Figure 18.

Countering burglary in Utrecht Hoograven (plan 2015-2016)

CONTEXT
AREA
Country: Netherlands
city: MyTwon
Administration unit: City Center
Criticai iocation: City Center
Geographical location: Show at map
AREA DESCRIPTORS
Problem area: medium
Incident history: medium
ADDITIONAL INFORMATION
Description of the area: (description)

OBJECTIVE
Deter burglars from the neighbourhood

Enhance awareness among residents about protection
measures

molestie mi. Curabitur eleifend lectus justo, eget vulputate
dui convallis quis. Aenean sagittis, tortor sit amet tincidunt
fringilla, mi diam convallis magna, vel mattis tellus elit id
ipsum. Vestibulum ante ipsum primis in faucibus orci luctus
et ultrices posuere cubilia Curae; Aenean

Specifyitem: Property crime
STAKEHOLDERS

Regional police

Municipality agency Utrecht South

Residents of Hoograven

Description: Aenean vitae tortor consequat, consequat libero at,

Issue type: Burglary
Issue cotegory: Property crime
Issue description: Hoograven is suffering from an increase

Victim description: The primary targets seem to be residential
houses with a backyard. Burglars tend to use backalleys for
entry, and thus go mostly unnoticed.

Perpetrator type:
Perpetrator description:

When type:
When description:

Causation factor:

METHOD

Increase police patrol during the day

Organise community participation platforms

Description: Integer pulvinar arcu nisi, eget interdum quam
lobortis et. Sed placerat lacus dolor. Aenean vitae tortor
consequat, consequat libero at, molestie mi. Curabitur
eleifend lectus justo.

Specify item: Suspendisse sit

Install police observation cameras in blind areas

Description: Mauris tortor quam, tincidunt et orci vitae, dictum
consectetur eros. Cum sociis natoque penatibus et magnis
dis parturient montes, nascetur ridiculus mus. Integer
tincidunt, urna a sollicitudin iaculis, lacus orci blandit est,
sed vehicula sapien odio vitae quam.

Specify item: Suspendisse sit

COST STRUCTURE

Cost of police presence

Cost of

events

Cost of a neighbourhood information platform

Figure 18 A sample of One Page Policy (OPP)

see

ONE PAGE POLICY

INTENT

Reduce burglaries in Hoograven

Police is given a request to increase daytime present in
Hoograven

Municipality agency Utrecht South is requested to start a
burglary awareness program
EXPECTED RESULTS

Decrease in burglary reports

Enhanced feeling of security with residents

Description: Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Maecenas mattis, dolor nec maximus placerat, nisl erat
accumsan metus, sit amet consectetur lectus massa sit amet
tortor. Praesent porta est et ipsum dignissim, non fringilla
eros cursus. Suspendisse sit amet convallis mi, ut pellente-
sque nunc.

Specify item: Suspendisse sit
IMPLEMENTATION

Police is given a request to increase daytime present in
Hoograven

Municipality agency Utrecht South is requested to start a
burglary awareness program

BESECURE @

2 D4.2 Policy Platform, p.7
% D4.2 Policy Platform, p.6
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e The “Policy platform “ contributing to the overall “BESECURE prototype platform” is also
designed to inform local government decision makers and their advisers with the goal of
improving urban security in general and more specifically to prevent urban areas moving
into “crisis states” or to help reduce those in “crisis states”. In this connection the
platform should also help decision makers to determine where best to allocate
resources and to measure the impact of measures taken.

5.2.4. Urban data platform

e The aim of the Urban Data Platform is to support policy makers to make more and better
use of (urban) data in their policy making process by using different kind of decision
support tools. The platform may also be used to inform decision makers while utilising
the “Policy platform” (see Figure 19).

e The “Urban Data Platform” are supported by Geographic Information System (GIS)
(Figure 20) and monitoring tool called “Early Warning System” (Figure 21). These
modules provide an overview of the security situation in an urban area, and supports the
monitoring of various factors characterizing urban zones. The system can provide alerts
if certain factors change, so that policy makers can carry out timely countermeasures
against undesirable scenarios.

o The “Urban data platform” contributing to the overall “BESECURE prototype platform” is
also designed to inform local government decision makers and their advisers with the
goal of improving urban security in general and more specifically to prevent urban areas
moving into “crisis states” or to help reduce those in “crisis states”. In this connection the
platform should also help decision makers to determine where best to allocate
resources and to measure the impact of measures taken.

SESECUER Recent activiyy~ 0 ENE

Urban data platform

Urban Data Platform

= : urt
|/ Urban data platform &
e
B lv
My projects Dashboard Early warning system

Create or edit new and past projects by selecting your Display the data contained in the database in numerous Monitor development and trends in your targeted areas.
urban data. ways and analyse.

Figure 19 Screenshot of "Urban Data Platform"
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Dashboard

©Case study area: | Northern Ireland (UK) ¥ | Base Geography Layer: | osni_ward93 (WARD) ¥ | Month: 2014-09

Areas ASB  CCTV  CustomDraw  Police UK

©Case study ares: | Northern Ireland (UK) ¥ | Base Geography Layer: | osni_ward93 (WARD) ¥ | Month:|2014-09

CustomDraw  Police UK

Selected Layer
Area  Police UK
Soap Salec Aress ASB CCTV  CustomDraw Police UK
category to shof o
Step 2. Selec data -
sho Map ready
Sten 3. Select Yol @ Visible
Opociry: i
Area Police UK #Show As Heatmap
Radws
Mecric Inensiy
Count: 389
Month
Area v Ase PSNI Police]Ux
Count: 1273
Category ~ LocationType ~ Location ~  Context ~ OutcomeStatus~ Persistentld ~ Id ~  Location Subty..” Month
antisociak-behav. . | Force de""545 6c48be92cTccto, G
=}
Lhahe._ Eocca {Tlatitude™"545, 5308817b2eed6... 35847489

Figure 20 Screenshot of GIS-feature in Urban Data Platform

|+ Early Warning System

The monitoring of various factors characterising urban zones

Time Series [7]
|2 Urban data platform &

Variable 11

e
W ews Berest .
Legenary
P
H

Forecast time span 7

Threshold (<=0 not

Booon e

High

1. June 1991 the data exceeds the threshold by: 272928 -

Warning:On Horsy, 01 Jin 1992t data exceed e treshod by: 273553 L

Line type 1]

Warning: On Tuesday, 01, June 1993 the data exceeds the threshold by: 273322

® ~cardinal

Warnine: On Wedrezday 01 L b 270841
A linear ‘Only show forecast warnings 7]
Show undercut warnings [7]

Screenshot 7]

Create & save scresnshot

Figure 21 Screenshot of "Early Warning System" in Urban Data Platform

5.2.5. Prototype Risk Assessment Tool: IDAS (Issues and Decisions:
Analysis and Support)
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e The risk management web application IDAS (Issues and Decisions: Analysis and
Support) supports the user in applying the risk management process detailed by the
international standard 1SO 31000:2009.

e |DAS supports for all five steps of the risk management process:

o Establishing the Context: Identify stakeholders, state objectives, define likelihood and
consequence scales, define risk assessment map

o Risk identification: Identify risks on objectives
o Risk analysis: Determine consequences and likelihood of risks
o Risk evaluation: Evaluate which risks need treatment or monitoring
o Risk treatment: Selection of measures for modifying risks. Assessment of measures
with respect to: impact, feasibility, readiness, duration of effect, acceptance, cost
5.2.6. BESECURE Virtual Learning Environment (VLE)

e The purpose of the “BESECURE Virtual Learning Environment (VLE)” is firstly to train
actual and future planners and policy makers. They have role-based access
management and personalisation possibilities. Secondly, it is to provide a wider public
with user friendly access to knowledge related security policy in urban zones and
BESECURE results (see Figure 22).

& DaviaMecthaton 2 v | ()

lj University of
ULSTER | My Institution | | Community Content Collection |
&

Content » Understanding Urban Security and Community Safety Edit Mode is. (*OFF

= ¢ 3 s .

Understanding Urban Security and Community Safety

w BESECURE F.3
Home Fage B What is urban security and community safety?
Content

Discussions

Groups

Tools B Contextualising urban security and community safety issues
Help
My Grades
Library Services . 7 2 = .
Understanding the impact of urban security and safety domains on security enhancement
Module Reading List
COURSE MANAGEMENT
w Control Panel B Understanding your problems

b Content Collection Awaiting finalisation of content

» Course Toals

b Evaiation

Ist i jspPcourse. id=_ 68176 18icontent id=_ 2095449 1 -

Firgure 22 Scfeénshot of the "Virtual Learning Environment" Main Page

e The platform is open for user content development, for example through linking to other
sources of knowledge or uploading personal commentaries.

e The platform is based on the Blackboard® open source technology.

5.3.Common exploitation strategy of BESECURE foreground
5.3.1. Urban Security Platform

% AS/NZS 1SO 31000:2009. Risk management - Principles and guidelines.
% http://www.blackboard.com, last accessed 27 February 2015
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The intention is that the “BESECURE prototype platform” will be made available free-of-
charge to a wider audience as an “Urban Security Platform” which has reliance on third
party funding such as public funding. To have the platform fully functional, currently it is
foreseen to:

o Collaborate with key partners on national, EU, and international levels.

o Conduct further R&D through EU and non-EU funding programs (i.e. national
R&D Projects)

TNO, UU, EMI, FAC, ITTIl, JVM, and CCLD are committed to following-up this
opportunity and to implement it through for example Horizon 2020% or cooperation with
a network such as the European Urban Knowledge Network (EUKN)¥”

5.3.2. Consulting

The use of the BESECURE platform prototype as support for general urban security
consulting and advice is regarded as the most feasible exploitation strategy for the
complete BESECURE platform in at least the short-term following the closure of the
project. These services would take advantage of the platform as whole: best practices,
risk assessment, GIS, and Early Warning System (EWS). TNO, UU, EMI, FAC, CCLD,
ITTI and JVM committed to seeking consulting and advice opportunities supported by
the complete platform with clients following the closure of the project. Groups of
cooperating partners would be built depending on the individual business opportunities.

Furthermore, specific consulting service based on best practices, GIS module, and risk
assessment are also foreseen within the consortium.

Groups of cooperating partners would be built depending on the individual business
opportunities. This business model has less risk compared to distribution of the
complete platform as investment is primarily in at least in the short-term in the marketing
of consulting services.

5.3.3. Urban Security Education Instrument

The exploitation route for “BESECURE Virtual Learning Environment (VLE)” is to take
the “Virtual Learning Environments” available to a wider audience as an “Urban Security
Education Instrument” which is available either as web-based platform and offline
software package.

TNO is committed to pursue this option further and exploratory talks have been started
with several higher education institutions in the Netherlands.

5.3.4. Continuous Professional Development (CPD) Training

With the "BESECURE Prototype Platform” and “BESECURE Virtual Learning
Environment (VLE)”, there is also an possibility to use the results as tools for
Continuous Professional Development Training.

UU and FAC are committed to following-up this opportunity, particularly in the UK.

% The D7.6 Opportunities for sustained development of the BESECURE methods and tools details specific EU funding
opportunities.
" http://www.eukn.org/
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5.4.Participants’ strategies and Key Collaborating Partners

Aside from what has been described in 5.3 Common exploitation strategy of BESECURE
foreground, all BESECURE partners aim to further research and develop BESECURE
foreground results. Currently we are exploring the opportunities within Horizon 2020 such as
through the Secure Societies and ICT work programmes (for overview of consortium
members’ participation in European funding programs, see chapter 6). The Consortium is
keen to build on the knowledge and expertise gained in the security research carried out
during the BESECURE project and to apply this expertise to advance urban security
research and management further. Furthermore, this will also contribute to the Europe 2020
strategy.

The BESECURE Consortium benefitted from various collaborations during the case study
research and through the project in general, particularly with urban security stakeholders
such as local councils, law enforcement agencies, developers, NGOs and housing
associations in the case study areas: Belfast (UK), The Hague (NL), Freiburg (DE), London
Tower Hamlets (UK), London Lewisham (UK), Naples (IT), Reggio di Calabria (IT), Poznan
(PL).

European Urban Forums such as the European Urban Knowledge Network (EUKN)* and
European Forum for Urban Security (EFUS)® were also identified as potential collaboration
partners for future development of BESECURE. EUKN led a session at the BESECURE
Final Event in Belfast. Furthermore, BESECURE has also gained knowledge and experience
through synergy with other FP7 Security projects and their partners (see Annex 3: Research,
development and innovation project results and approaches which have influenced
BESECURE development). In what follows we provide a short overview of presentactivities
and intentions.

5.41. TNO

TNO is working with various external partners to implement BESECURE foreground
knowledge. There are two current notable developments. TNO is in contact with the City
Council of The Hague to develop an information management environment for urban
security-related activities, based on the BESECURE Inspirational Platform. The City Council
of The Hague has stated their interest in the approach of the BESECURE project and is
working with the TNO team to establish a feasible development plan. Furthermore, TNO is in
contact with the Saxion University of Applied Sciences to discuss the potential of the
BESECURE platform as an educational device. The primary interested party at the Saxion
University is the Integrated Security Management department. There is consensus that the
BESECURE platform could develop into a valuable educational asset. Other potential
exploitation partners are being sought, and the BESECURE foreground results are being
coupled with the results of other project to attain maximum business development potential.

54.2. UU

UU is continuously showcases and markets BESECURE foregrounds. Potential consulting
clients such as local authorities, city councils, and housing providers both in Ireland and
across the UK are currently being sought and identified. Furthermore, BESECURE
educational platform will be further developed as Urban Security Short courses and will be
submitted for accreditation.

98
99

http://www.eukn.eu/
http://efus.eu/en/
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543. EMI

Key collaboration partners of EMI to develop further development and business activities
with all project partners. Contacts with stakeholders in urban security management including
the policy makers, developers, and housing associations will be important in marketing on of
the BESECURE foreground: the prototype Risk Assessment Tool: IDAS.

544. ALU

ALU plans to adapt BESECURE foregrounds into teaching and further RD&l activities with a
focus in the Freiburg area. University partners and local councils have been identified as key
collaborating partners following the project completion.

5.4.5. ITTI

Further development and adjustments of BESECURE Prototype Platform is the key priority.
ITTI will seek for opportunities for further development and adjustments of selected elements
of the BESECURE platform for specific needs — potential client needs (pivoting) — e.g.
adjustment of the platform and its commercialisation for local police use in Poland, and when
possible, Europe.

5.4.6. SLCT

As a charity organisation, SLCT is committed to disseminate BESECURE results to relevant
stakeholders and policy makers at events, conferences, talks and online. The advancement
of urban security knowledge from BESECURE practices, literature, and learning materials
will be used for workshops being delivered in partnership with the College of Policing as well
as any other relevant activities delivered at SLCT. Furthermore, with the experience
knowledge and experience gained, SLCT is exploring the possibility of securing funding to
deliver local projects on community safety.

5.4.7. FAC

FAC is in close contact with the Irish city councils, for example Dublin City Council to further
develop and exploit BESECURE Prototype Platform. Seeking opportunities to partner with
relevant organisations involved in designing and/or implementing urban security
interventions is therefore necessary to update the content. FAC also aims to gather more
socio-economic or crime data such as from PSNI, An Garda Siochana, Planning Authorities,
and Housing Agencies etc.

54.8. JVM

Local councils and housing associations in the UK are the most relevant collaboration
partners for JVM, particularly as potential clients for consulting with the BESECURE
Prototype Platform.

5.4.9. CCLD

CCLD will seek to develop further business activities with all the project partners. Potential
activities include further RD&I projects, product marketing and management. Main
milestones/deliverables would be the conclusion of further commercial agreements. Aside
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from the project partners, the RD&l community within FP7 and H2020 is also seen as an
important collaboration partner.

5.410. CNR
The CNR research group needs to involve the Region of Campania (the Chief of the
Governor Cabinet for Security), the City of Naples (the Urban Planning Councillor) and the
Police Headquarters of Naples in the follow-up of the BESECURE tools. In spite of the lack

of dedicated financial resources, they have declared their availability in supporting CNR for
the funding.

5.4.11. UMRC

The primary focus of UMRC is to use BESECURE Prototype Platform, knowledge, and
experience for teaching. Aside from the projects in FP7-Security, key collaborating partners
will be the Italian higher education community.

5.4.12. EXP

No information available

5.4.13. VJI

VJI will continue to collaborate with local policy makers and urban security stakeholders in
Dutch cities to disseminate BESECURE foreground and seek further RD&I funding.

5.4.14. EUR

As a research institute, EUR will seek collaboration with other Dutch BESECURE partners
and urban security stakeholders in the Netherlands, particularly in Rotterdam area.
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6. Funding opportunities and partners’ activities

Given the multi-dimensional process of urban security management the interdependency of
different factors impacting on urban security'® RD&! and Innovation at the European level is
considered one of the key funding possibilities for the sustainable development of the
BESECURE approaches and results.

In what follows we describe the key relevant European funding possibilities to potentially
take on BESECURE results which have been identified under:

Horizon 2020,

Internal Security Fund (ISF)

Joint Programming Initiative (JPI) — Urban Europe
EUROSTAR

Annex 1: Notable funding schemes within consortium countries, provides an update on
changes regarding notable national funding schemes within consortium countries since the
D7.7 report was completed.

6.1.Horizon 2020

The Europe Union aims to secure Europe’s global competitiveness through innovation. With
more than €80 billion for 2014-2020, the European Union couples research and innovation
under the “Horizon 2020” funding program. It has three main pillars: excellent science,
industrial leadership, and societal challenges. Urban security is part of the ‘societal
challenges’ pillar which is called the “Secure Societies” work programme'®’. As a
development to FP7, Horizon 2020 introduces ‘close-to-market’ actions, which highlight
prototyping, product testing, demonstrations, and access to risk-finance'®. To finance these
diverse projects with different emphasises, each funding call is categorised by different
action types. Key parameters of the action types are provided in Table 11.

Table 11 Different types of actions in Horizon 2020

Minimum

Type of Action

Funding

Typical

Average EC

Conditions

Rate

Duration

Contribution

Research & RIA | = 3 legal entities 100% 36-48 €2.0-50M
Innovation Action from 3 MS/AC'® months
Innovation Action IA = 3 legal entities 70% 20-36 €20-50M
from 3 MS/AC months

Coordination and CSA | =1 legal entity 100% 12-30 €05-2.0M
Support Action months
SME Instrument SME | 1 SME in MS/AC | 3 Phases:

1% Lump sum of €50.000/project

2"%: € 1.0-2.5M/ project for 1-2 years

100

As highlighted in chapter 2

9 hitp://ec.europa.eu/programmes/horizon2020/en/h2020-sections, last accessed 11 November 2014

102

1

http://ec.europa.eu/programmes/horizon2020/en/what-horizon-2020, last accessed 13 November 2014
% This table was taken and adopted from EU Research

https://www.euresearch.ch/fileadmin/redacteur/European_Programmes/H2020 Types_of Action.pdf, last

accessed 6 January 2015

1% Member States (MS) or Associated Countries (AC)
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Minimum

Type of Action

Funding Typical Average EC

Conditions

Rate Duration Contribution

(70% of eligible cost reimbursed)
3% no funding — but training and
administrative supports
Fast Track to FTI | <5legal entities 70% tbd™ <€3.0M
Innovation from 3 MS/AC
Pre-commercial PCP | 23 public 70% 18-48 Variable
Procurement procurers from months for | depending on
MS/AC 2 phases: | the topic
preparation | priority
and
execution
Public Procurement PPI 23 public 20% 18-48 Variable
of Innovative procurers from months for | depending on
Solutions MS/AC 2 phases: | the topic
preparation | priority
and
execution
ERA-NETs ERA- | = 3 legal entities 33% 60 months Variable,
NET | from 3 MS/AC depending on
the topics
6.1.1. “Secure Societies” work programme

The EU Horizon 2020 “Secure Societies” work programme aims to support the Europe 2020
Strategy, the Security Industrial Policy, EU’s Internal Security Strategy, and the Cyber
Security Strategy. With nearly €400 million budget (2014-2015)'%, this work programme
focuses on protecting “citizens, society and economy as well as our assets, infrastructures
and services, our prosperity, political stability and well-being. Any malfunction or disruption,
intentional or accidental, can have detrimental impact with high associated economic or
societal costs”'”’. The funding program has four themes:

1) Enhancing the resilience of our society against natural and man-made disasters,
ranging from new crisis management tools to communication interoperability, and to
develop novel solutions for the protection of critical infrastructure;

2) Fighting crime and terrorism ranging from new forensic tools to protection against

explosives;

3) Improving border security, ranging from improved maritime border protection to
supply chain security and to support the Unions external security policies including
through conflict prevention and peace building; and

4) Providing enhanced cybersecurity, ranging from secure information sharing to new

assurance models'®.

1% This action is new and the Commission will review the first proposal submissions for further assessment.
1% hitp://ec.europa.eulresearch/participants/data/ref/h2020/wp/2014 _2015/main/h2020-wp1415-security_en.pdf,

.111, last accessed 13 November 2014
7 Ipid. p.7, last accessed 12 November 2014
198 | dem.
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Urban Security is part of the second theme “fight against crime and terrorism”'® (see Table

12), however BESECURE has the potential to be developed and implemented also through
funding opportunities in other themes (see below).

Table 12 Secure Societies Themes'"

1 Disaster- 1. Crisis Management;
resilience: 2. Disaster Resilience and Climate;
safeguarding and | 3. Critical Infrastructure Protection;
securing society, 4. Communication technologies and interoperability;
including adapting | 5. Ethical/Societal Dimension.
to climate change
(DRS)
2 Fight against crime | 1. Forensics;
and Terrorism 2. Law enforcement capabilities;
(FCT) 3. Urban security;
4. Ethical/societal dimension.
3 Border Security 1. Maritime Border Security
and External 2. Border Crossing Points
Security (BES) 3. Supply Chain Security
4. Information Management in the context of External
Security
5. Conflict Prevention and Peace Building
6. Ethical/Societal Dimension
4 Digital Security: 1. Privacy
Cybersecurity, 2. Access Control
Privacy and Trust | 3. Risk management and assurance models
4. The role of ICT in critical infrastructure protection
5. Information driven cyber security management
6. Trust eServices
7. Value-sensitive technological innovation in cybersecurity
5 Other actions

In the following sub-sections, topics most relevant for the sustainable development of the
BESECURE approaches and results are summarised.

For each of the funding opportunities identified we have made an assessment, where
possible, regarding:

1) The four security domain(s) to which a project is likely to contribute™"
2) The inclusion / none inclusion of issues around “perceptions of security”
3) The category of support to policy design to which a project is likely to contribute'?
The topics are from the work programme for 2014-2015. The deadline to submit topics for
the 2014 Calls was in August 2014. Where relevant and the information has been made

199 |pid. p.48, last accessed 12 November 2014

110 Ibid, p.2, last accessed 21 November 2014

" Security domains as determined in: BESECURE Deliverable D1.1 Boundary Conditions and Options for Urban
Security Enhancement: Institutional, Urban Environment, Economic and or Societal

2 Category of support to policy design as discussed in BESECURE Deliverable 7.7 Overview of the R&D
landscape concerning policy support for urban security, Chapter 2; namely Process support, Information
provision, and/or Training and networking
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available by project partners, we include a summary of BESECURE partners’ actual
participation in project proposals for the 2014 Calls and potential participation in project
proposals for the 2015 Calls.

6.1.1.1. FCT-8-2014: Law enforcement capabilities topic 4: Trans-national
cooperation among public end-users in security research
stakeholders

The aim of the call was to improve coordination, knowledge, and
experience at European level of various transnational, national or
regional law enforcement agencies networks in different security
research domains. The challenge was to address relevant
technologies that bridge law enforcement and end-users including the
information sharing systems and the interoperability of law
enforcement databases.'"

CEEVYERTA VG EL R A Institutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking

Deadline 28.08.2014

Type of Action Coordination and Support Action

Consortium Members’ Participation — None specified

6.1.1.2. FCT-10-2014: Urban security topic 1: Innovative solutions to
counter security challenges connected with large urban
environment

The call aimed to develop innovative solutions that reduce the fear of
crime and enhance the perception of security in large urban
environments. The focus was to be on an integrated online platform
with GIS analysis and 3D visualisation functions that allow citizens to
share information and experience in real-time with security command
and control centres in several European cities'™.

B EVETA VG EL RS Institutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking

Deadline 28.08.2014

Type of Action Research and Innovation Action

Consortium Members’ Participation

Consortium Member(s) ITTI

LT LEEIWA L GG\ ETNE Safer cities through improved user engagement and reinforced with
IT solutions for the Empowerment of communities
Acronym SAFERCITIES
Project Description The SaferCities project is conceived to explore the practical feasibility
of multiple smart safety-related services running on a harmonised

3 hitp://ec.europa.eu/research/participants/data/ref/h2020/wp/2014_2015/main/n2020-wp1415-security_en.pdf,

p.111, last accessed 13 November 2014
"4 Ibid., p.60, last accessed 13 November 2014
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Consortium Member(s)
Proposal / Project Name
Acronym

Project Description

Consortium Member(s)
Proposal / Project Name

Acronym
Project Description

technological platform. This innovative project will take advantage of
a bottom-up  multi-disciplinary  approach  where  societal,
anthropological, ethical and legal constraints take the lead. This will
be driven by sustained citizen empowerment through the integration
of technologies such as 3D mapping, GIS, second-generation
intelligent video and audio analysis, crowdsourcing and
crowdsensing, and advanced data processing techniques for trend
and incident detection, The project will be engaged under the aegis of
data privacy, modularity, open standards and security by design. The
ultimate results will encompass innovative solutions coupled with
affordable, sustainable and wider integration capabilities.

CCLD, JVM

Collaborative Physical and Social Networks

COPHYSON

COPHYSON focuses on mobile applications to reduce the fear of
crime and to increase perceptions of security in urban areas,
achieved by developing functionalities to support the development of
local communication, cooperation and partnerships within urban
communities.... An intelligent platform will be behind the mobile
application which collects, transfers and analyses users’ information
in various formats (voice, text, picture or video) before providing
information back to users such as visualisation and messages.... The
inter-disciplinary consortium includes police and municipal users,
European leaders in mobile applications, leading applied research
institutes and SMEs specialised both in security and social aspects,
including law and ethics.

TNO. EMI|, FAC

Enhancing and empowering community-centred security and
resilience in ‘smart’ urban areas

EMPOWERING

Urban security is central to the advancement of European society and
economy and its perception can have fundamental impacts upon
quality of life and community well-being. Until recently the responsibly
for enhancing urban security lay predominantly with the Law
Enforcement Agencies (LEAs), with local citizens and municipalities
having only a minimal role to play. However, increasingly citizen
empowerment in urban security alongside LEAs is encouraged in
order to prevent, mitigate and recover from security incidents and to
enhance social resilience. This has created a space for citizens to be

both a providers of (real-time) information and active co-producers of
urban security, and can be facilitated via the use of new technologies
that plug into existing specifications. Whilst innovative technical
solutions are vital in enabling citizens to play a proactive role in urban
security, to be effective, this must be set within a framework of social,
legal and ethical acceptability and the proportionate use of security
solutions. EMPOWERING will develop and demonstrate the
operational effectiveness and social readiness of a range of
innovative and integrated tools that will improve security perception
and the ability of citizens to contribute to urban security processes
through improving their situational awareness and improving the
quality of community life. We will do this by developing a framework
and platform that supports the effective development of such tools,
which will be made available beyond the life of the project to aid
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development and implementation of future solutions. We will provide
sustainable, transferable and cost-effective ways of enhancing urban
security through a shared multi-stakeholder understanding of the
problems faced and actions possible, whist recognising the
importance of social acceptability. We will actively exploit our
solutions to maximise project impact, influence EU security policy,
and capitalise on new market opportunities.

6.1.1.3. FCT-11-2014: Urban security topic 2: Countering the terrorist use
of an explosive threat, across the timeline of a plot, including the
detection of explosives in a flow

The research was targeted to develop innovative approaches to
counter terrorism with explosive threats. The new proposed
approaches were to fill the existing gaps or greatly improve the
current approaches to help relevant stakeholders in decision making
and counter response'"°.

G EVETA VG EL RSN Institutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking

Deadline 28.08.2014

Type of Action Research and Innovation Action

Consortium Members’ Participation

Consortium Member(s) ITTI

T LIRS IR\ ET - Data, Analysis, Technology for Countering the Explosive Threat
Acronym DAT-Ex

Project Description DAT-Ex is built upon the collection and analysis of detailed data on all
European explosive incidents in the past five years (i.e. strategic
level), and a series of in-depth country and event case studies (i.e.
operational level). Based on this evidence, recommendations for
development of appropriate and thereby cost effective future
explosive detection/mitigation methods (i.e. tactical level). A benefit of
this comprehensive approach, which will treat four distinct phases of
the explosive attack timeline, is to allow us to compare the explosive
threat from terrorists versus the increasing number of bomb attacks
undertaken by criminal gangs and others, and identify the similarities
and differences between these.

Consortium Member(s) LI

T CEE WA IS8 ET - Effectiveness of systems for countering explosive threats

Acronym ENFORCE

Project Description Terrorism is a global and ever-changing threat where perpetrators
flexibly adapt to the situation and uses whatever is available in order
to make attacks with home-made bombs. The ultimate goal is to put
fear on citizens and damage essential societal structures. The use of
explosives, specifically home-made explosives prepared in
Improvised Explosive Devices, is the most common devices that

"% |bid., p. 62, last accessed 13 November 2014
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terrorists exploit in order to bring instability to the society. It is
absolutely clear that counter terrorist measures need to be even more
effective and that the further development of tools and capabilities for
mitigating the threat from explosives have an urgent need. By taking
into account the finances spent and the number of projects and
organizations that have contributed with developed tools and
methods over the terrorist timeline there is a need for evaluating the
effectiveness of the present capabilities of developed capacities. The
ENFORCE project will assess the efficiency and the cost-benefit of
the efforts made so far in order to counter explosive threats. This is a
corner-stone in order to tailor the future research plans in this area.
This has not been done on a wide European level also taking into
account specific national activities of research in the area. The main
objective with the ENFORCE project is to provide a future roadmap
for pinpointing the future areas where research and development
efforts are needed within the European security of explosives
research based on the assessed hitherto performed developments.
The evaluation developments so far will cover the entire terrorist
timeline where output will be primarily what has been achieved at
specific phases of the terrorist timeline and what the effectiveness of
tools are in terms of benefits for the end users. The evaluation will be
closely linked to the total costs of development until commercial
product which needs to be determined and estimated.

6.1.1.4. FCT-12-2014 Urban security topic 3: Minimum intrusion tools for
de-escalation during mass gatherings improving citizens’
protection

Summary The topic addressed the need to identify, test, and assess means of
protecting citizens in mass gatherings in urban environments. The
results are to lead to the development of more effective and less
intrusive police approaches which increase public perception of urban
security.116

G EVETA G EL RS Institutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking

Deadline 28.08.2014

Type of Action Research and Innovation Action

Consortium Members’ Participation

Consortium Member(s) [RLI)

T LEEINA LIS A ET -8 Minimum Intrusion Tools in Mass Gathering Events

Acronym MITIGATE

Project Description In MITIGATE (Minimum Intrusion Tools in Mass Gathering Events),
our solution to the Horizon2020 FCT-12-2014 Urban security topic 3:
Minimum intrusion tools for de-escalation during mass gatherings
improving citizens’ protection call, we investigate the power of non-
invasive influence tactics to affect the escalation of unwanted, and
potentially violent, behaviour of individuals and small groups at mass
gatherings. The interventions are based on social psychological

18 Ibid., p. 62, last accessed 13 November 2014
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processes to influence behavior and cognitions (attitudes and
intentions) using messages (both spoken and written), generic
acoustic stimuli (e.g. sound bursts) and light. The effectiveness of
these interventions will be tested in simulations designed using
principles of social-scientific field experiments. The interventions will
be delivered to participants in the simulations using UAVs, the
AWASP and S-PAW (directional acoustic handheld devices), small
and large digital displays, and twitter. The simulations will be held at
police training facilities in Spain and the UK, and in a real-life setting
in The Netherlands. The interventions will be tested in scenarios
based on operational needs of Law Enforcement Agencies for non-
intrusive techniques for use in mass gatherings, and on the
(escalating) behaviours that need to be changed. Results will be
evaluated in light of their utility for field operations, and the technical
performance of the delivery platforms and their commercial potential.
During the life of the project we will take into account the societal and
legal considerations surrounding the implementation of the
interventions and the corresponding platforms, using the ASSERT
methodology, which assess the balance between safety and efficacy
for assessing security research. The strategy for dissemination and
exploitation will ensure the dialogue with the wider stakeholder
community ensure results are well suited to the needs, attitudes and
conditions of actors in the security domain.

6.1.1.5. FCT-14-2014: Ethical/Societal Dimension Topic 2: Enhancing
cooperation between law enforcement agencies and citizens -
Community policing

This Community Policing based topic aimed to deliver innovative
approaches to community policing which encouraged collaboration
between communities and local police departments.

Community policing assisted by advanced technological solutions,
with the objective of delivering positive changes in the liveability “...of
specific neighbourhoods, areas...” of cities is a core objective.

The expected impacts of the topic were:

e Strengthened community policing principles through effective and
efficient tools, procedures and approaches.

e Early identification, timely intervention, as well as better crime
reporting, identification of risks, unreported and undiscovered
crime through the community

e Strengthened and accelerated communication between citizens
and police forces. Overall, strengthened community feeling and
lower feeling of insecurity

e The action is expected to proactively target the needs and
requirements of users, such as citizens and national and local law
enforcement agencies.

e The outcome of the action is expected to lead to development up
to Technology Readiness Levels (TRL) 6.""

CEEVYERTA VG ELRTETAIA Institutional, Urban environment, Economy, Societal

Domains

117

Ibid., p. 65, last accessed 19 January 2015
69



Perception of Security

Type of support
Type of Action

Yes

Process support, information provision, training and networking

Research and Innovation Action

Consortium Members’ Participation

Consortium Member(s)
Project Name
Acronym

Project Description

FAC

Advancing Community Collaboration and Enabling Policing Transition

ACCEPT

ACCEPT enhances community policing by advocating a ‘listening-
learning-understanding’ philosophy. It provides Law enforcement
Agencies (LEA) with a better sense and appreciation of resident’s
needs and requirements, while introducing a sense of trust among
citizens towards LEAs. The project recognises the value in provision
of greater control and a stronger voice to citizens in determining the
quality of life within their community: LEAs become part of the
community, and the community becomes part of the decision-making
process. ACCEPT is democracy in action.

The proposed project identifies community policing best practice and
the particular challenges in vulnerable, divided, post-conflict and
transitional societies. Current practices and how the concept is
understood will be explored to determine how ‘successful’ community
policing is defined in different places and the challenges in the sites
selected for study. Focus groups will be utilised to investigate the
barriers to cooperation between communities and LEAs.

Consortium Member(s) \ TNO, UU

Project Name

Acronym
Project Description

Inspiring CitizeNS Participation for Enhanced Community PoliCing
AcTions

INSPEC2T

INSPEC2T projects’ scope is to develop a sustainable framework for
Community Policing that effectively addresses and promotes
seamless collaboration between the police and the community.
INSPEC2T approach bases its conceptual foundations on EU crime
prevention and Member States specific Internal Security Policies,
validated research results and best practices from cooperation
between police and local, regional and national communities. This is
perceived as an origin to apprehend special characteristics,
particularities and determinants for trust between all stakeholders.
INSPEC2T is focusing on a user-centric design and development
approach, and has already mobilized and engaged a critical user
group mass, in EU and abroad. With special emphasis on social
media, it consolidates and modernizes bidirectional communication of
stakeholders, using multi-level anonymity flags and having a clear
understanding of acceptability issues. Driven from accommodated
transnational and multicultural best practices, it adheres to an
approach where social, cultural, legal and ethical dimensions are
embedded into core user centric design specifications and
implementation procedures. INSPEC2T will be demonstrated and
validated in 5 EU cities by a wide range of relevant stakeholders.
INSPEC2T engagement and active participation is stimulated through
fully dynamic, interactive and immersive training Serious Game
applications that empower players to familiarize themselves with the
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system, gain an intuitive understanding of its functionalities and
motivate their engagement in Community Policing activities. Special
focus will be given to Community Policing awareness raising activities
for both police and citizens. The above activities and associated
results, will provide a solid foundation for the evolution of the Next
Generation Community Policing roadmap in Europe.

6.1.1.6. FCT-15-2015: Ethical/Societal Dimension Topic 3: Better
understanding the role of new social media networks and their
use for public security purposes

Summary This topic looks at the role and purpose of social media and the
relationship between the new social networks and public security. It
addresses better prediction measures/tools and identification of
possible future threats, and of the challenges, opportunities and risks
for public security agencies of using social media.'"®

G EVETA G EL RSN Institutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking
Deadline 27.08.2015

Type of Action Coordination and Support

Consortium Members’ Participation — One or more of the BESECURE participants have
stated that they are developing project ideas with the potential of participating in a
consortium for a proposal under this topic. Details are not given due to issues connected
with competition.

6.1.1.7. FCT-16-2015: Ethical/Societal Dimension Topic 4 - Investigating
the role of social, psychological and economic aspects of the
processes that lead to organized crime (including cyber related
offenses), and terrorist networks and their impact on social
cohesion

The call aims to investigate the role of social, psychological and
economic factors in the progression of individuals who had
unremarkable and ordinary lives into organised crime and terrorist
networks. It could also take into consideration the analysis of the
institutional environment in which these processes take place, as well
as the possibilities of connection between the emergence of these
damaging organizations and the problem of trust in social
dynamics.""®

GCIEVERTAUGELRSTT 3 [nstitutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking
Deadline 27.08.2015

"8 |bid., p. 66, last accessed 13 November 2014
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Type of Action Research and Innovation Action |

Consortium Members’ Participation — One or more of the BESECURE participants have
stated that they are developing project ideas with the potential of participating in a
consortium for a proposal under this topic. Details are not given due to issues connected
with competition.

6.1.1.8. FCT-17-2015 Fast track to Innovation — pilot

Fast Track to Innovation (FTI) is a bottom-up funding scheme to
support close-to-market innovation activites in any area of
technology or application with a budget of 100 million Euros in 2015.
This thematic openness is aimed to nurture trans-disciplinary and
cross-sectorial cooperation with expected impact as follows:

e Fast development, commercial take-up and/or wide deployment of
sustainable innovative solutions (products, processes, services,
business models etc.) in enabling and industrial technologies
and/or for tackling societal challenges.

e Time to initial market take-up no later than 3 years after the
beginning of the FTI project. In very well-justified cases linked to
the specific characteristics of a particular innovation field or
industry sector, the time to initial market take-up could be longer.

e Enhanced competitiveness and growth of business partners in the
consortium, measured in terms of turnover and job creation.

e Increased industry participation, including SMEs, and more
industry first-time applicants to Horizon 2020.

e Leveraging more private investment into research and/or
innovation.

e Where appropriate, addressing transnational value-chains and/or
EU-wide or global markets.'*

GCIEVERTRUGELRSTT 3 Institutional, Urban environment, Economy, Societal

Domains

Perception of Security Yes

Type of support Process support, information provision, training and networking
Deadlines 29-04-2015, 01-09-2015, and 01-12-2015™"

Consortium Members’ Participation — One or more of the BESECURE participants have
stated that they are developing project ideas with the potential of participating in a
consortium for a proposal under this topic. Details are not given due to issues connected
with competition.

120 hitp://ec.europa.eu/research/participants/portal/doc/call/h2020/common/1615113-part_18_fti v2.0_en.pdf,
.19, last accessed 15 December 2015

2 http://ec.europa.eu/research/participants/portal/desktop/en/opportunities/h2020/topics/9096-ftipilot-1-

2015.html#tab2, last accessed 15 December 2015
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6.1.1.9. DRS-7-2014: Crisis Management topic 7: Crises and Disaster
Resilience — Operationalising Resilience Concepts “Disaster-
Resilience: Safeguarding and Securing Society, Including
Adapting to Climate Change”

The call addressed two fundamental requirements:

e To develop a European Resilience Management Guideline that
will operationalise crisis and disaster resilience concepts that are
specifically tailored to critical infrastructure and within which risk
management approaches are inherently embedded, and;

e To prove its applicability for all types of critical infrastructure and,
to validate its effectiveness in successfully addressing human and
social dynamics which are critical to resilience, through pilot
implementation.

These requirements imply an approach starting from theory up to
realisation in practice. The development of the ERMG to address the
needs of CI| providers, rescuers and end-users required an
interdisciplinary and interactive approach. The specific contributions
to the challenges and scope of the topic were outlined as follows:

The action was formulated to proactively target the needs and
requirements of users, including civil protection units, first responders
and critical infrastructure providers.1

B EVETTA G EL RSN Institutional, Urban environment, Economy, Societal

Domains

Perception of Security No

Type of support Process support, information provision, training and networking
Type of Action Research and Innovation Action

Consortium Members’ Participation

[T OB FAC, EMI
Project Name Realising European Resilience for Critical Infrastructure

Acronym RESILENS

Project Description Critical infrastructure (Cl) provides the essential functions and
services that support European societal, economic and environmental
systems. As both natural and man-made disaster and crises
situations become more common place, the need to ensure the
resilience of Cl so that it is capable of withstanding, adapting and
recovering from adverse events is paramount. Moving resilience from
a conceptual understanding to applied, operational measures that
integrate best practice from the related realm of risk management and
vulnerability assessment is the focus of the RESILENS project.
RESILENS (Realising European ReS]LiencE for CritlcaL
INfraStructure) will develop a European Resilience Management
Guideline (ERMG) to support the practical application of resilience to
all Cl sectors. Accompanying the ERMG will be a Resilience
Management Toolkit which can then be iteratively used to direct users
to resilience measures. Other resilience methods including

122 http://ec.europa.eu/research/participants/data/ref/h2020/wp/2014 _2015/main/h2020-wp1415-security en.pdf,
p. 68, last accessed 19 January 2015
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substitution processes and measures to tackle cascading effects will
also be developed. Overall, RESILENS aims to increase and optimise
the uptake of resilience measures by Cl providers and guardians, first
responders, civil protection personnel and wider societal stakeholders
of Member States and Associated Countries.

6.1.1.10. DRS-9b-2014: Disaster Resilience & Climate Change topic 1:
Science and innovation for adaptation to climate change: from
assessing costs, risks and opportunities to demonstration of
options and practices

Proposals should have aimed to:

e Develop standardised methods to assess climate change
impacts, vulnerabilities, and risks, and to identify and assess the
performance of adaptation measures (technological and non-
technological options). Methods should focus on long-term
climate change and extreme events for European sectors of
particular socio-economic and environmental significance, paying
due consideration to uncertainty, and encompass indirect, cross-
sectoral effects and cascade impacts, where relevant.

e Provide state-of-the-art decision support tools tailored to facilitate
decision-making by different end-users (e.g. individuals,
businesses, other private sector firms, local authorities and
planners, governments), while developing adaptation plans and
measures.123

I EVYERTA G ELRTETAIA Institutional, Urban environment, Economy, Societal
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Perception of Security Yes

Type of support Process support, information provision, training and networking

Consortium Members’ Participation

Consortium Member(s) g3l

Project Name -

Acronym I-ACT

Project Description The I-ACT project shall develop a Decision Support System (DSS) for
co-creation and adaptive management of urban area resilience
utilizing long-term climate and socioeconomic scenarios with related
uncertainties. The research is focused on critical systems in the
energy, transport and water sectors in six urban areas. Cross-
sectorial effects are envisaged due to cascading hazards caused by
extreme events. Uncertainty related to the climate change adaptation
is addressed following adaptive management principles where
effective adaptation strategies are preferred. I-ACT interfaces with,
and incorporates a set of standard methods and tools for impact
assessment as well as group decision-making. Stakeholder
engagement in decision-making is supported by adopting a co-
creative process. The process will be structured along the 1ISO31000
Risk Management standard extended by resilience management
concepts. Innovation and standardisation issues are explicitly
managed during the project. The consortium consists of 10 research
organizations, 8 