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Executive Summary  
 

From cost savings and faster time-to-market to ground-breaking data and AI-based services 
across industry value chains, cloud-edge technologies foster a tremendous economic 
potential for citizens, businesses and public administrations.  

Europe is no stranger to these technologies. The European Commission unveiled its first 
cloud computing strategy in 20121. To date, 36% of the continent’s companies use cloud 
services2, for an estimated €54 billion of direct cloud spending in 2020 – and that number is 
expected to double by 20233.  

Yet, the cloud and edge landscape has significantly evolved in recent years, and raises new 
challenges. Baseline technologies have matured, and client expectations have heightened. 
Most importantly the question is no longer centred on the value of adopting cloud 
computing, but on how to ensure supply meets heightened user demands in terms of 
openness, security, privacy and resilience, but also energy and resource-efficiency, and on 
how to best leverage the cloud-edge continuum to address sector-specific requirements. 

Users – from industry and public sector to private citizens – wish to benefit from the diversity 
of services and performance standards that have been set by leading global cloud providers, 
while keeping ownership and flexibility over what they do in the cloud, as well as how their 
data is handled. They also wish to leverage cloud-edge technologies to increase their 
competitiveness, accelerate innovation and enable industry-specific needs. As digital 
technology invites itself into ‘real-world’ activities – from industrial production lines to 
autonomous vehicles and home entertainment – data is increasingly being generated and 
consumed ‘locally’, driving demand for data processing capabilities at the edge.  

To date, the European market has struggled to match demand and provide a reliable 
alternative to global competition. It currently features a fragmented offering of solutions 
that are independently innovative, but that struggle to meet users’ needs in terms of end-
to-end coverage and ability to scale for the massive transformations due to place cloud and 
edge computing at the core of European business strategy and operations. One of the 
consequences today is that data from European firms contributes to train the algorithms 
and AI sold by non-EU based firms, increasing the existing technological gap. Europe needs 
to revert this trend. 

As the backbone of the current and future digital economy, cloud and edge computing are 
also set to play an important role in achieving the bloc’s collective ambition to reduce 
greenhouse gas emissions by 55% by 20304 and achieve climate neutrality. The market will 
increasingly look for energy efficient cloud infrastructure and services. Born in pursuit of 
greater efficiency and optimal use of over-capacity, cloud computing can play a leading role 
in fighting climate change by integrating environmental considerations into its equation. 
Deployments “at the edge” can contribute to reduce data traffic and their carbon footprint.  

To build the next generation cloud and edge offering, Europe must not look in the rear-view 
mirror and recreate what exists with a local flavour. The European market must invent 
what's next, focusing its energy in achieving a leapfrog in technology and competitiveness. 
Such leapfrogging will primarily stem from innovations that push the technological 
boundaries, especially in terms of ability to manage cloud-edge and multi-cloud 
environments, curb environmental impacts, and meet industry-specific needs, but will also 
involve standardisation – if not commoditisation – where technology is already mature.  

Co-authored by representatives of 27 leading European industry players, the report 
provides a collective view of the technology domains requiring strategic investment to 

 
1 https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF 
2 https://ec.europa.eu/eurostat/statistics-explained/index.php/Cloud_computing_-_statistics_on_the_use_by_enterprises 
3 https://www.statista.com/outlook/tmo/public-cloud/europe 
4 https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/europes-digital-decade-digital-targets-2030  
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enable the development and adoption of competitive, secure, trusted, and climate-neutral 
cloud and edge services across the EU. 

Priority investments revolve around three pillars: 

1. Becoming the leader in domains that will shape and showcase European cloud 

and edge offerings on the global market. 

By 2025, the European cloud-edge industry should be globally renowned for its 

technological leadership and competitiveness in terms of climate-neutrality, 

cybersecurity, trustworthy data exchange and interoperability, shaping worldwide 

standards. By developing high energy efficiency infrastructures, leveraging low 

consumption hardware and software, improving resource management, and 

enhancing data centre energic mix & cooling performances, the EU could lead the 

way in developing sustainable cloud and edge offerings. In addition to eco-

responsibility, security is a transversal and critical enabler of trust. Cutting-edge 

security across the spectrum of cloud-edge services and infrastructure, from edge 

devices to innovative hardware encryption technologies, will be a priority to secure 

adoption of European offerings. Technologies enabling secure communication 

networks as well as adequate management of access and cyberattacks are equally 

key. Furthermore, championing openness, interoperability and the ability to manage 

multi-provider ecosystem will help address the core of future market demand, 

empowering users to further adapt cloud-edge services to their own context. By 

defining shared standards and building central components that allow users to 

choose and assemble the best of what the market has to offer, European players can 

play a leading role in maximising the benefits of cloud and edge technologies to 

customers’ competitiveness, growth and innovation. 

2. Renewing and expanding infrastructure foundations across Europe 

Increased density of edge and cloud facilities is needed to sustain adoption of 

innovative and sovereign edge and cloud technologies across the continent. Backed 

by ubiquitous connectivity to deliver the right performance in terms of bandwidth 

and latency, Europe’s infrastructure will require advanced network management and 

orchestration technology as well as neutral interconnection services to guarantee 

efficient infrastructure utilisation, and enable innovative use cases at scale. The 

European market must also adopt cloud native 5G and enable industrial local 5G 

networks, leveraging the global competitiveness of its network equipment providers 

and the worldwide footprint of its telecommunication operators to transform the 

mobile network into a global network of widely distributed cloud-edge nodes.   

3. Enabling sovereign and sector-specific services to end-users 

Existing infrastructure service offerings must be strengthened, with a focus on 
providing businesses with sovereign options that match global standards in terms of 
price and resilience. European offers of platform services are still in their infancy and 
must be developed and deployed at large scale to allow the continent’s industries to 
create high-added value services for the local and global market and accelerate the 
creation of use cases. Finally, this target cloud and edge offer should provide an open 
ecosystem of applications and toolkits, that foster innovation for the whole 
European ecosystem. Pan-European data sharing could only be enabled by dedicated 
European platform solutions and data exchange standards that provide the 
necessary trust and transparency to data owners, opening possibilities for 
unprecedented benefits for EU citizens, businesses and public administrations. 

By building the next generation offering, Europe has the opportunity to own its cloud-edge 
transformation and set up success for its “digital decade” on the global stage. Existing public 
and private initiatives, notably GAIA-X, should be leveraged to align towards this common 
goal. 
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NB : as a technology roadmap, the report’s recommendations are focused on investments and 
collaboration needed in terms of technology: this does not mean that the regulatory 
environment should not be considered reading the following document, and short section has 
been added for this purpose at the end of the report.  
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Glossary 
 

API: application programming interface 

BMC: Baseboard management Controller 

CaaS: Containers as a Service  

CPU: Central Processing Unit 

FS: File System 

GPU: Graphics Processing Unit 

HPC: High-Performance Computing 

HW: Hardware 

IaaS: Infrastructure as a Service  

IoT:  Internet of things 

NIC: Network Interface Card 

OS: Operations System 

PaaS: Platform as a Service  

SaaS :  Software as a service 

SME: small and medium-sized enterprises 

SSD: Solid State Disk 

 

 

 

 

 

 

 

 

  



   

 

9 

  

 

Introduction 
 

The global cloud market is at a turning point: while traditional cloud services trend towards 
commoditization, innovation is progressively enabling a shift towards a fully-fledged 
central-cloud to edge-cloud continuum5. At the same time, demand is rising across the EU 
market for solutions offering greater openness, trust and control over data, and the cloud 
industry is increasingly coming under pressure to contribute to the environmental 
sustainability of the entire economy.  

This document aims to provide the view of European industry on technology domains 
requiring strategic investment to enable the development and adoption of competitive, 
trusted, and sustainable cloud and edge services across the EU, building on existing 
strengths and future business opportunities. While cloud and edge services will intrinsically 
enable and benefit from other technologies (e.g. 5G, artificial intelligence, quantum 
computing…) to flourish, these domains are not specifically covered by the report’s 
recommendations. Wherever possible, synergies with existing public and private sector 
initiatives should be leveraged – to take an example, the GAIA-X project has already taken 
steps to align on common frameworks for federated cloud services. 

The document is structured in three parts. Section 1 provides an overview of the current EU 
market’s strengths and weaknesses and gives a view of the ambition that the authors 
consider achievable by 2025, and beyond. Section 2 details the cloud and edge technology 
priorities for strategic investment, as well as several ‘enablers of success’ that European 
industry considers key to shift the paradigm towards that ambition. Section 3 presents a 
consolidated table and roadmap view of these priorities and maps the interdependencies 
between domains. Section 4 presents a vision of the technologies that could shape European 
competitiveness in cloud and edge computing beyond 2025. 

 

 

  

 
5 This is henceforth referred to as the ‘cloud-edge continuum’ for simplicity. 
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1. Context 
 

1.1. Where are we now? 
 

1.1.1. Strengths & opportunities 

 

1.1.1.1. A dense and technologically diverse ICT industrial base 

Europe features a diverse ecosystem of cloud and edge equipment and software vendors, 
as well as a wide range of network infrastructure and data centre providers capable of 
hosting cloud services.  

The distribution and density of office locations, data centres, on premise solutions, and 
network infrastructure across the European territory offers a level of customer proximity 
and intimacy that can provide a time-to-market advantage relative to hyperscale cloud 
providers.  

The telecom network with its widely distributed architecture, and evolution towards cloud 
edge, poses a unique opportunity to leverage both the strength of European telecom 
vendors, who are globally leading in providing cloud native 5G6, but also the global footprint 
of European telecom operators. 

The market equally benefits from established system integrators with the variety of skills to 
leverage this diverse infrastructure, and implement solutions tailored to industry needs, as 
well as a growing ecosystem of small cloud providers with strong infrastructure-as-a-service 
offerings. 

European technology players are also well positioned in the field of data processing7, 
especially energy efficient super/hypercomputing, and have made leading contributions to 
research quantum computing that can be leveraged to develop world-class offers8. 
Moreover, while supply has primarily been driven by hyperscalers, the continent has also 
built ultra-low latency and large bandwidth networks to interconnect modern data centres 
and the industrial infrastructure. The expertise built in developing these networks and 
interconnectivity technologies offers a springboard to interconnect future providers, 
especially in the context of cloud federation. The continent also harbours a growing field of 
players in the cybersecurity sector9. 

Finally, private investments have made European data centres globally competitive from an 
energy-efficiency point of view. 
 

 
6Ericsson has been globally first with commercial 5G live networks in 4 continents, with 83 now live, and a total of 136 unique 
operators commercial agreements or contracts, https://www.ericsson.com/en/5g#live-5g-networks, Ericsson portfolio includes 
over 57.000 patents. Nokia’s customers’ radio networks support 6.6 billion subscribers worldwide (end of 2020). Nokia has 153 
commercial 5G deals with service providers and enterprise customers, with 63 live networks. Nokia is in #1 position for granted 
5G essential patents, with over 3500 patent families. https://www.nokia.com/networks/5g/5g-contracts/  

730 out the top 100 HPC / supercomputers worldwide are in Europe, and Europe features in the top 3 worldwide players (Atos). 

8See EuropeQCI project (https://ec.europa.eu/digital-single-market/en/news/future-quantum-eu-countries-plan-ultra-secure-
communication-network), for the development and integration of state-of-the-art and competitive European cybersecurity 
and quantum technologies. Other examples of European research in Quantum Computing and Quantum Communications:  
- Quantum Technologies Flagship (https://ec.europa.eu/digital-single-market/en/quantum-technologies-flagship) a number of 
basic research projects: CiViQ, QIA, Q-RANGE, UNIQORN. 
- Also part of Horizon 2020: OpenQKD (https://openqkd.eu/), a demostrator of Quantum Communications. 

9To only name a few, recognized firms include: Stormshield, Tehtris, DataDog, Sentryo, Alsid. Like in many sectors however, 
several of these firms have chosen to list or sell their assets to non-EU firms and funds in order to scale. 
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1.1.1.2. Globally recognized standards and open innovation culture 

The European market benefits from a dynamic open-source community10, which enables 
both transparency and innovation. This provides a fertile environment for further 
technological development, as illustrated through the increasing number of innovative 
SMEs and the multiplication of start-up hubs within the EU.  

The EU has also distinguished itself as a norm maker in the technology field, contributing to 
the telecom evolution from 2G to 5G, as well as providing a legal framework for such things 
as quality understanding, process know-how, and strong regulation to protect data privacy 
and security. The European Union can utilize this capacity to ensure a more transparent, 
secure, and interoperable global market for cloud and edge technology.  

Beside communication standards, European players are also playing a role in the 
standardisation of interfaces between information technology and operational technology 
solutions (IT/OT), to enable exchange of data for industrial applications. One example is the 
German Industrie 4.0 initiative which seeks to introduce a digital twin standard – named 
Asset Administration Shell (AAS) – for all manufacturing industries11. The Industrial Digital 
Twin Association (IDTA) has recently been founded to enable manufacturing companies 
especially SMEs to adapt this digital twin approach. 

 

1.1.1.3. Opportunities to leverage sector-specific expertise and unfulfilled 
local demand to develop unique, world-leading cloud and edge 
services 

Europe has vibrant domain specific industry segments to build on. Furthermore, despite a 
relatively technologically advanced industrial base, cloud and edge penetration remains 
unevenly distributed, implying significant growth potential for these technologies. Across 
the EU, latest figures indicated that 36% of companies currently use cloud services – 21% 
for more advanced services – versus more than 50% of firms in the US12. Moreover, the 
existing cloud offering does not sufficiently meet European industry demand for 
interoperability, energy and resource efficiency, and sovereignty.  

Europe can utilize its leading and often unique domain know-how in certain high-growth 
industries to advance its cloud and edge ambitions. This is true for example for the retail, 
automotive, manufacturing, engineering, electronics, and chemicals sectors, as well as 
gaming. The domain know-how carries a unique competitive advantage to speed up 
development of the technologies and innovations that will underpin tomorrow's businesses 
and help innovative European companies to grow into world-leading companies. 

The European economy also holds significant untapped growth potential in cloud and edge 
services in sectors where penetration is low, such as manufacturing, transportation or 
aerospace-defence. Such industries face an economic imperative to adopt these new 
solutions and technologies, yet today only hyperscalers provide integrated offers for these 
services. As a result, many European firms still limit their adoption of such services, 
hampering their long-term competitivity. The battle for these markets remains open, but 
the window for opportunity will be short, and whoever develops solutions that fit the sector 
needs will gain sector-specific expertise that can be leveraged internationally. 

 
10 Including both EU-based foundations such as Eclipse Foundation, FiWARE, IDSA, and O4B but also global entities like Linux, 
Apache, or the Opengroup. 
See also the EC communication on open source software strategy 2020-23 “Think Open”: 
https://ec.europa.eu/info/sites/info/files/en_ec_open_source_strategy_2020-2023.pdf 

11 This approach is designed for the whole life cycle based on the reference architecture model RAMI 4.0 and incorporates 
also modern interoperability standards like OPC-UA and ECLASS. 

12 For Europe: https://ec.europa.eu/eurostat/statistics-explained/index.php/Cloud computing -
statistics on the use by enterprises#Use of cloud computing: highlights  
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Figure: Scope of the Industrial Roadmap in the cloud-edge continuum 

 

The European market also shows strong potential for growth in the use of edge technology, 
ranging from on-premise edge to “far edge” (i.e., at high proximity to customers and 
premises, within a range of 100km) and “near edge” (typically some hundreds of kilometres 
far from the customer), or even to regional data centres, due to its relatively low penetration 
to date, and strong business potential. The European economy could lead the deployment 
of edge technology by leveraging synergies with ongoing fibre and 5G rollouts as well as 
local presence of telecommunication operators and data centres. Telecom operators can 
also serve as vectors of penetration for new technologies.  
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1.1.2. Weaknesses and threats 

 

 

Figure: European Cloud Provider Share 

 

European cloud providers have been losing market share compared to the main US cloud 
providers: from 26% in Q1 ’17 to just 16% in Q3 ’20, a loss of 10 points in less than four 
years13. This happened while the European cloud market grew more than threefold in the 
same period. Why are EU-based players struggling to capitalise on growth at home? 

 

1.1.2.1. European cloud offerings lack the end-to-end integration and one-
stop-shop access to ecosystems sought after by customers  

While taken as a whole, European cloud offerings cover a wide spectrum of services, in 
practice, customers must work with many providers to achieve the quality and breadth of 
services provided leading global cloud providers. End-users seek simplicity and efficiency, 
and have become accustomed to ‘one-stop-shop’ offers that provide access to a suite of 
best-in-class cloud functionalities and tools they require – from IaaS to SaaS – and on a global 
scale. 

Leading global cloud companies offer this integrated service thanks to standardization of 
their offers, as well as to the strong links they have built with a critical mass of provider 
ecosystems, distributors but also developer ecosystems, particularly through certifications. 

European companies need to achieve scale and provide better functionality – including in 
areas like cybersecurity - to incentivize users to switch from existing, highly performant, non-
EU providers to European alternative. Yet, the proprietary nature of this standardization 
and, the global critical mass makes it difficult for new players to emerge, particularly in the 
central cloud market where economies of scale and lock-in effects are strongest14.  

 
13https://www.srgresearch.com/articles/european-cloud-providers-struggle-reverse-market-share-losses. This also 
contributes to a downward spiral in revenue captured by European players, therefore less taxable income, further reducing 
the pools available for public investments into R&D. 

14 Once a company or a Public Administration has a large amount of data within one Cloud provider, it is very difficult and costly, 
both in technical and economic terms, to move that data to another provider. When building a new product, it is relatively easy 
to adopt the latest innovative cloud solution. But migrating an existing data and business logic to a new cloud solution remains 
technically and financially challenging. 
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1.1.2.2. The cloud market is capital intensive, but market fragmentation 
and regulation hinder European firms’ ability to invest and scale 

Despite significant initiatives at European level to harmonize regulatory standards15, the 
continent’s digital market remains fragmented into local realms, individually lacking the 
critical mass for players to scale and compete with their American and Chinese counterparts. 
Given the capital-intensive nature of cloud and edge services, particularly at infrastructure 
level16, these factors limit the emergence of globally competitive, innovative ‘hyperscale’ 
offers in Europe. 

Taking examples from the telecommunications industry, fragmentation and barriers to long-
term investment in infrastructure and new technologies result from: 

• the setup of 5G spectrum allocation across EU countries, characterized by 
significant uncertainty as well as high spectrum prices that deprive candidate 
firms of the incentives and resources to invest in technology on par with their 
foreign competitors, 

• a regulatory paradigm focused on achieving significantly lower consumer prices 
than in North American and Asian markets, undercutting European 
telecommunication operators’ investment capabilities, 

• regulatory regimes such as the ePrivacy framework that disproportionately 
affect legacy sectors, such as telecommunication operators, relative to online 
platforms 

The current situation drives the return on invested capital (ROIC) for European service 
providers bellow the weighted average cost of capital (WACC), essentially removing their 
ability to invest in new infrastructure and technologies.17  

Moreover, European providers and business consumers could engage more actively in the 
development of edge and cloud technologies. Cooperation between providers in the face of 
fierce global competition is lacking, and accentuated by insecurities regarding compliance 
of data sharing and pooling arrangements with EU competition law – something that the EU 
Commission aims to tackle by providing more EU guidance through its horizontal 
cooperation guidelines. 

 

1.1.2.3. Hyperscalers are picking speed in the race to own the future cloud-
edge computing value chain 

Finally, the absence of European players capable of competing with global cloud players on 
software and hardware competencies, such as artificial intelligence, machine learning and 
silicon technology18, is accelerating the penetration of these firms into a breadth of 
European industries, from retail markets to automotive. With the experience of highly 
scalable cloud solutions, global players are pushing into the production facilities of the 
European industry with end-to-end solutions that further increase customer dependency. 
These initiatives will accentuate their strong market positions. The clock is ticking for 
investments that enable European industry to fulfil this demand competitively and regain a 
stronger position in the next generation of the cloud to the edge, which is still an 
unchartered territory.   

 
15 Notable examples include the GDPR and the Free Flow of Non-Personal Data Regulation  

16 The annual capital expenditure of the three largest US cloud companies – AWS, Azure, and exceeds $60Billion per year. 

17 The per capita investment in ICT infrastructure in Europe is 15% lower than in South Korea and more than half that in Japan 
and the USA. Overall, the European Investment Bank estimates the total investment required to meet Europe's 2025 
connectivity targets is €384 bn of which only €130 bn will come from private investment. 

18 Example: NvIdia with GPUs, Google with TPUs 
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1.2. Our vision of the European cloud & edge 
technology landscape:  2025 and beyond  

 

Our aim is that by 2025, European industry stands as the leader in terms of energy-efficiency, 
cloud security and openness of cloud services notably including interoperability. To meet 
European – and global – customer demand for integrated and trustworthy solutions, 
services will need to be  interconnected, easy to consume, and built on common standards 
and values that build trust in data management and data exchange: security, data 
protection, transparency and sovereignty. This cloud market would be built as a strong 
distributed cloud federation which is competitive in functionality, scale, performance and 
price, provides the foundation for sovereign digital services and enables the transition 
towards carbon neutrality of the continent’s digital activities.  

The current cloud market provides high levels of functionality at the cost of openness. The 
best of both worlds is to provide for an open yet integrated ecosystem of solutions. This 
approach - a core value proposition of GAIA-X – is a core principle of the technology 
investment priorities outlined in section 2.1, most notably domain 3 focused on ensuring 
interoperability across providers of the future European cloud offering. 

 

Figure: While global market leaders have built their market share by driving existing offers 
towards custom, proprietary standards, this roadmap aims to industrialize the cloud-edge core 

and enable greater innovation and competition of distributed cloud-edge services 

 

The investment roadmap aligns with EU targets to double the use of advanced cloud services 
by 202519 and raise it 75% by 2030 and achieve climate neutrality of data centres across the 

 
19 Compared to 2018 levels  https://eur-lex.europa.eu/legal-content/en/TXT/?qid=1600708827568&uri=CELEX:52020DC0575 
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EU by 203020. In doing so, the roadmap also aims to achieve the EC’s Digital Decade target of 
deploying “10,000 climate-neutral and secure edge nodes” across the EU, open and 
distributed in a way that will guarantee access to data services with low latency wherever 
businesses are located. 

The present roadmap also aims to achieve European software and operational sovereignty 
(defined below) by 2025 and launch initiatives towards reaching hardware sovereignty by 
2030.  

 

Figure: European next generation cloud-edge sovereignty ambition 

 

Operational sovereignty: The capability to operate a cloud based on required 
scalability, reliability and cost. Infrastructure and software technology supply remains 
dependent on non-European players. 

Software sovereignty: Operations and software supply can be sourced from European 
players and/or on an open-source basis. Hardware is still partly provided non-European 
players. 

Hardware sovereignty: Operations, software and hardware technology can be sourced 
from European players and/or on European-registered open-source basis.  

NB: Control implies choice – i.e. self-determination. It does not mean that all the 
continent’s software and/or hardware is built in Europe, but rather that European firms 
and public institutions have the ability to find suppliers that answer their needs, and the 
economic, legal and operational ability to verify that those needs are indeed met. This 
could imply the existence of European-made – or European-owned – solutions where the 
market requires it.  

 

To achieve the goal of a competitive distributed European cloud, highly efficient 
infrastructure is the necessary foundation for successful cloud services on top, like 
infrastructure services (IaaS), platform services (PaaS), and software services (SaaS).  Highly 
efficient use, utilization and operation represent key success criterion for cloud platforms. 

 
20https://ec.europa.eu/info/sites/info/files/communication-shaping-europes-digital-future-feb2020 en 4.pdf 
Digital Decade 2030 targets: https://ec.europa.eu/info/sites/info/files/communication-digital-compass-2030 en.pdf  
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Through a high level of standardization and hyper-effective proprietary tools, hyperscale 
cloud providers generate an efficiency advantage up to five times that of today's standard 
enterprise data centres21. 

The picture below shows the complication of the current central vs edge cost structure. 
Since Europe is aiming for a more distributed environment, target cost for edge services 
must be reduced to be competitive. New optimized edge hardware and management 
concepts are required, to provide competitive edge services.  

Standardization and cooperation will reinforce Europe’s leadership potential by enabling 
the emergence of federated services that combine subsets of the continent’s edge and 
cloud infrastructure. This should include a durable relationship between public cloud 
providers, telecommunications companies and end-users capable of guaranteeing a new 
ecosystem both in terms of services and the underlying architecture. European collaborative 
edge platforms could also be developed further, based on open standards and maximized 
use of open-source code to reinforce competitiveness, portability and interoperability. 

 

 

Figure: Cloud-Edge cost of service 

  

 
21 Google is claiming to run an admin to server ratio of 1:10000 compare to 1:50/100 for average enterprises.  Via 451 research 
report AWS data centres are 3.6x more energy efficient than standard on premise data centre and proceed the same task with 
88% lower carbon footprint. https://d39w7f4ix9f5s9.cloudfront.net/e3/79/42bf75c94c279c67d777f002051f/carbon-
reduction-opportunity-of-moving-to-aws.pdf 

Gartner estimated that Google already ran 2,5 million servers in 2016. Public information puts European cloud provider 
operations at crica 300K server today. Considering a 50% growth of Google result in a ratio up to 1:40. 
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2. How can European industry bridge the gap?  
 

2.1. Technology priorities for strategic investment 
by 2025 

 

Addressing and achieving these collective ambitions can bring European private and public 
players together in overcoming a step change in innovation, through joint investment.  

 

The following section outlines 30 technology priorities, falling into three broad categories: 

• Investment domains 1-2-3 cut across the cloud stack to optimize end-to-end energy 
consumption, environmental impact, cybersecurity and the ability to choose and switch 
between providers 

• Investment domains 4-5-6 serve to develop the necessary infrastructure (from network 
and data centre to cloud hardware & software) to enable harmonized and easy access to 
cloud services across Europe 

• Investment domains 7-8-9 leverage these capacities to provide best-in-class, open and 
interoperable cloud-edge services to European public and private organisations and 
beyond. 

 

A selection of practical uses cases featured throughout the document illustrate how these 
investments will enable real-world applications that transform industries across Europe, and 
even globally.  



   

 

19 

  

Note on investment priorities and figures: 

The investment needs for each priority have been estimated based on market studies, 
industry expertise and internal referentials – where possible these assumptions are 
provided in the text.  

The roadmap only features technologies requiring a form of public investment – innovation 
and deployments that will be 100% funded by private sector are therefore omitted. 

A rationale for public intervention, in the form of public investment, may result from the 
existence of market failures that hamper the market’s ability to optimally respond to 
identified needs. When referenced as the rationale for public investment in a specific 
priority of this document, ‘market failure’ indicates the absence of economic incentives for 
private sector players to optimally invest in the development of said technology over the 
provided period. Such inefficiencies are most often due to asymmetries in information, 
coordination and network failures, as well as insufficient consideration of externalities and 
public goods/knowledge spill-overs22. Beyond fulfilling market needs, technology 
investment may also be driven by policy imperatives and/or seek to improve ‘public goods’ 
(open-source contributions, achievement of sovereignty requirements…) which the market 
will not provide organically.  

Other technology priorities, despite being lucrative at scale may still be too capital 
intensive relative to European industry’s investment capacities in the short term. Some 
priorities will require investments to help European players pre-position and pre-empt 
future demand rather than leave the market to players that can afford more long-term 
investment strategies.  

 

 

 

 

  

 
22 See notably paragraph 45 of Commission Regulation (EU) No 651/2014 of 17 June 2014 declaring certain categories of aid 
compatible with the internal market in application of Articles 107 and 108 of the Treaty: "...market failures may prevent the 
market from reaching optimal output and lead to inefficiencies related to externalities, public goods/knowledge spill-overs, 
imperfect and asymmetric information, and coordination and network failures." 
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2.1.1. CLIMATE NEUTRALITY AND RESOURCE EFFICIENCY 

 

Digital services and infrastructure generate around 4% of the current global carbon 
emissions23, and such proportion may further increase due to the exponential trend of data 
creation. Irrespective of the total consumption, the expansion of cloud in Europe will result 
in significant energy efficiency gains compared to other alternatives, like on-premise or 
private clouds. Furthermore, an optimal allocation of activities between central and edge 
capacities will bring additional benefits, by optimizing network data traffic. 

While central cloud solutions benefit from greater economies of scale, the distributed 
nature of edge cloud infrastructure will enable a smarter distribution of data across the 
network. Data which is used more frequently can be stored closer to the customer at the 
edge of the network while less critical data, which is retrieved less frequently, can be located 
further away in the network. This distributed architecture can generate new efficiencies and 
reduce the power consumption per data used.  

In addition, both centralised cloud and distributed edge services have a crucial enabling role 
for energy savings in the economy since they contribute to the digitalization of more 
traditional industry sectors such as manufacturing or logistics. Energy savings resulting from 
the use of cloud and ICT are many times higher than the ICT sector’s own footprint 
(estimated 15 to 20%24). The deployment of edge cloud solutions will further accelerate this 
trend by enabling a wider range of use cases based on ultra-low latency infrastructure.  

Overall, a sizeable investment would allow to accelerate the integration of cloud and edge 
digital infrastructures in energy systems and to place Europe in a leading position for energy 
and resource-efficiency. Measures could encompass the use of green hydrogen for energy 
storage, the deployment of energy efficiency technologies such as liquid cooling, the 
optimization of recycling in the supply chain, and the research in new technologies such as 
DNA storage, positioning Europe in a leading position for carbon neutrality. These 
investments will support the goal of climate neutrality by 2030 for the data centre industry 
in Europe, and therefore complement the Climate Neutral Data Centre Pact self-regulatory 
initiative launched by the industry and in line with the European Commission’s priorities25. 
The European Commission can support these efforts through the adoption of reliable 
sustainability criteria (KPIs) for data centres.  

 
23 The carbon footprint of the digital sector (europa.eu) 

24 Digital technology can cut global emissions by 15%. Here’s how | World Economic Forum (weforum.org) 

25 ClimateNeutralDataCentre.net 
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Figure: Edge to Cloud decarbonization 

 

2.1.1.1. Low carbon digital infrastructures (including AI / cooling / waste 
recovery technologies and blockchain certified recycling / green 
supply chain).   

The objective of carbon neutral cloud and edge infrastructures requires the implementation 
of advanced monitor and control systems to optimize energy and resource efficiency. They 
should be supported by technology investments in three directions, where European 
support could significantly accelerate the deployment pace versus current market trends.  

•  Digital infrastructures should act as role models, opting for green energy sources. 
Conversely, they should avoid creating climate and environmental damages by avoiding 
- in so far as possible - the recourse to fossil energy or excessive use of water. They should 
better integrate in energy systems by generating renewables on-site or strengthening 
grid stability by facilitating peak shaving. Green energy artificial intelligence should be 
developed to interface data centres and electricity grids, predicting and matching power 
consumption demand, especially when leveraging green hydrogen. The development of 
optical transmission infrastructure would also allow central data centre locations in 
cooler climate areas. 

• High energy efficiency digital infrastructures must be created. They require the 
development of advanced technologies, such as direct liquid or immersive cooling, waste 
heat recycling, and High Performance Compute zones with in-rack-row cooling that 
includes adiabatic cooling technology (see section 2.1.4.2 for further developments). For 
the cloud applications, artificial intelligence tools must be developed to monitor ensure 
all application code is written with power efficiency in mind, refactoring to refresh 
applications to leverage cloud features for more sustainable operations.  

• Thorough Recycling to maximize component lifecycle management by designing for 
longevity (infrastructure modularity, repairability, upgradability …) and ensuring 
recycling when the reuse of components is no longer possible (avoid the practice of 
purposefully destroying well-functioning storage equipment. Blockchain technologies 
should be further standardized on energy efficient and light weight solutions. They 
should also be further developed to get an immutable record of green certified 
information on the cloud and edge supply chain (hardware). 
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2.1.3. INTEROPERABILITY AND MULTI-PROVIDER SERVICES 
 

The creation of a common sovereign European cloud, with the participation of European 
companies, the European Union and Member States, would create a more uniform European 
cloud-edge landscape.  These could consist of basic services that can be expanded and 
adapted by providers under the rules of comparability.  

Common cloud refers to cloud infrastructure, platform and software services, which are 
geographically distributed and/or supplied by different providers.  It can include the 
federation of complete cloud data centre services or/and cloud edge services or/and a 
composition of various layers of the stack (IaaS/PaaS/SaaS).  Distributed services must have 
a possibility for the user to manage them centrally and easily via a Service orchestrator.  In a 
distributed system, services like interoperability, security and interconnection are of greater 
importance. In order to ensure variety of services, it must be possible to provide comparable 
services from several providers.  Service access, compliance and quality must also be based 
on common standards with strong focus on user requirements and usability. 

Based on Europe-wide defined or adequate international standards, the development of 
joint services and offers is necessary in order to guarantee a high degree of interoperability, 
portability and reversibility of infrastructure and data. 

Digitalization needs interoperability – also supporting the possibility for portability. While 
both interoperability and portability should be defined as general objectives and key 
requirements to be met under a European cloud-edge ecosystem, specific solutions 
following the needs for different verticals are necessary and may be provided from different 
vendors. Interoperability – inside one vertical or cross vertical – is a must. Therefore, the 
creation of and compliance with binding European (and possibly international) standards is 
of central importance to the sustainability of solutions and thus is a competitive strength30. 

Preferably these standards should be global – because only global standards ultimately lead 
to success in a world that is more and more connected and where multinational companies 
make sizeable contributions to national GDPs. Ultimately, standardization must be done at 
best in international standardization committees, but European policy makers and industry 
must play a leading role in driving these standards in accordance with the continent’s vision. 

To enable portability, standardized and open APIs are crucial. Besides the specification of 
those open APIs, this also comprises the provisioning of open documentations and open 
reference implementations of client libraries for those open APIs. 

Investment areas are all around interoperability, portability and reversibility to ensure the 
freedom of choice for management and workload distribution between new EU clouds/edge 
and existing cloud environments. 

    

2.1.3.1. European cloud services standards 

In order to provide consistent service within a European cloud ecosystem, significant 
standardization is required31. Aligned within the European values and market fairness, these 
standards need to be open and accessible without limitations regarding IP and licencing. 
Standards should cover, but not be limited to API, portfolio, quality, security and compliance.  

 
30 This technical approach to interoperability is a must have, but the regulatory request for interoperability is a must-have as 
well to ensure that ”gatekeepers” do not hinder such access. Therefore, proper enforcement of the Art. 6 of the Free Flow of 
Non-Personal Data regulation, as well as the inclusion of interoperability request within the ”Digital Market Act” regulatory 
proposal by EC are key enablers. 

31 These standards should leverage the work initiated by initiatives like GAIA-X Policy rule and architecture of standard. 
https://www.data-infrastructure.eu/GAIAX/Redaktion/EN/Publications/gaia-x-policy-rules-and-architecture-of-
standards.pdf? blob=publicationFile&v=5  
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But most importantly, it should provide the possibility to manage and deploy resources on 
different cloud environments, on different cloud providers. The MPCP should capitalize on 
standardized APIs and services to ensure their portability with existing cloud provider and 
offer north bound APIs and User Interfaces to manage DevOps and basic configurations. As 
a centric part of a multi-cloud environment, MPCP should be highly secured, with enforced 
data privacy mechanisms. 

The investment should cover the initial development blueprint, if possible, based on existing 
Open-Source projects, as well as a reference implementation mentioned in section 2.1.3.4. 

 

 

Figure: Multi-Provider and Cloud-Edge Control-Plane (MPCP) principles 

 

In order to ensure the easy use of a federated European cloud, a uniform API framework is 
important for the development and maintenance of applications and services. Such 
frameworks exist today from every large cloud service provider as proprietary 
implementation and represents one of the success factors of cloud computing. In order to 
provide best possible user experience, a standardised, open source API framework must be 
able to cover cloud and edge as well as a broad set of providers.  Already existing open 
frameworks should be considered and extended based on European cloud-edge 
requirements. Close cooperation with GAIA-X frameworks and federated services are crucial 
in this respect33.  

Basic elements for the API Framework are: 

•       API Portal to register and maintain API services 

• Reference API Gateway to secure and route API requests 

• Portal as user end point, collaboration and documentation 

• Analytic functions for reporting and possible monetization 

 
33These standards should leverage the work initiated by initiatives like GAIA-X https://www.gaia-x.eu/pdf/Gaia-
X Architecture Document 2103.pdf 
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State-of-the-art user experience and interfaces (UX/UI), as well as standard APIs for 
providers would ensure smart integration and low adaptation costs for users and providers. 
An integrated billing and deployment model could also contribute to rapidly growing usage 
– while this will increase the marketplace’s complexity, federated approaches can simplify 
development.  

The marketplace could be built to enable multi-tenancy: the service catalogue and technical 
foundations would be the same across Europe, but allow different entities to operate the 
marketplace for different user bases. For example, Member States wishing to have their own 
marketplace for their national public sector consumption of cloud and services according to 
a specific framework contract could operate an instance of the marketplace and thereby still 
access the same service catalogue. A network of connected instances could thereby feed 
into a meta service catalogue.  

The marketplace foundations would be developed as open source, with open APIs, and 
integrate third party transparency for services such as verifying provider authorizations and 
certifications. Given the marketplace would, at least in its first years, be built and operate as 
a public-good, public-private collaboration is required to cover the build up and initial rollout 
costs. The investment cost provided for below would cover the development and 
integration of the marketplace technology framework (catalogue, user/providers interfaces 
and APIs, IAM, certification service, brokering service, reporting), an EU-wide reference 
implementation, as well as instantiation across the EU market, as well as the operating costs 
(including staff for brokering services) – where these are not covered by specific operators. 
Wherever it can serve as an accelerator, the marketplace should integrate standards as well 
as technology developed as part of GAIA-X federated catalogue framework34. 

Finally, early onboarding of a significant set of providers and users will also be key to 
accelerate the achievement of a critical mass of traffic to further its adoption, and leverage 
the lessons learned from leading global marketplaces to enlarge its user base. 

 

Figure: Federated European Cloud Marketplace 

  

 
34 https://www.gaia-x.eu/pdf/Gaia-X Architecture Document 2103.pdf 
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(power and resource consumption) and an operating efficiency that allows the region to 
focus efforts on innovation in other layers. 

It must be noted that a parallel work, not in the scope of this industrial technology roadmap, 
to ensure availability of electrical power in the grid to feed the big cloud data centres is 
required, as it may be a burden to set up this kind of critical facilities. 

 

2.1.4.1. Increased density of central-cloud and edge facilities 

The Edge locations host: 

• Network Edge Nodes (NEN), running Core, and in some cases fixed and/or mobile 
access, network functions; and 

• Service Edge Nodes (SEN), running service applications. 

 

The Core Network functions at the NEN are usually User Plane functions that perform the 
Local Breakout towards a SEN (i.e., allows the customer to reach the edge application), while 
the other Core functions (control plane) can remain in a Central Core Node. The applications 
at the SEN may be as well connected to other centralized applications and services for Non-
Real Time functionality (e.g., Analytics) and for management functions. To achieve the 
benefits of the edge; that is, ensure latency, proximity, data privacy and security, NEN and 
SEN need to be collocated.  

For this reason, the Core Central Offices of telecom operators can be a good starting point 
for deploying the edge as NENs (core network functions) are already available there, and 
these facilities are evenly distributed across the geography and with excellent connectivity 
with customers and other networks and service providers. Increasing the amount of SENs 
(edge locations) requires increasing by the same amount the NENs; that is, enlarging the 
capillarity of the Core Network and adapting the transport network topology. To leverage 
this network evolution, an edge rollout that uses the telco network for edge connectivity 
will usually start in the Near Edge (Core nodes, bigger facilities) and move progressively to 
the Far Edge (physical containers, aggregation nodes, closer to the customer) in a Cloud to 
Edge approach, following a supply-driven approach. 

Alternatively, other edge providers may cover the earlier lower latency demand with an on-
premise (private) or near-premise edge rollout, and may have, in order to interconnect the 
edge nodes to the cloud, to create a specific network or to rely in one of the existing public 
networks. This is an Edge to Cloud rollout approach, that follows demand starting in 
positions very close to the customer. 
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To deliver the right performance and requirements, the edge infrastructure needs to be 
properly and safely connected to the cloud and to the customer. An optimal connectivity is 
a relevant lever to deliver a competitive edge cloud service.  

These connectivity requirements can be provided by means of public networks (fixed and 
mobile network operators) or specialized networks (interconnectivity providers, specialized 
on interconnection services with edge and cloud providers). 

Interconnectivity providers39 connect edge, cloud and service providers as well as big 
business premises. Fixed and mobile networks can, in addition, support the delivery of edge 
applications to mobile users or devices, as the monitoring of device location and the control 
of its attachment to the network are essential to identify and assign the right edge node to 
better serve the customer at every point in time while he moves inside or beyond its home 
network. This feature will become increasingly important as the number of mobile devices 
grows constantly, with 18 billion expected by 2024, and mobile will be the predominant way 
of accessing applications in the edge and cloud40.  

The configuration and assurance mechanisms of the mobile network technology need to be 
adapted to deliver a secure and performing service, meeting the requirements like latency 
or bandwidth demanded by the edge and cloud applications. Due to the complexity of this 
dynamic configuration and assurance, orchestration and close-loop automation features, 
like the ones provided by network slicing, need to be developed and integrated. 

 

Figure: Submarine Cable Map. Source: TeleGeography (submarinecablemap.com)   

While they are not accounted for in the scope of investments called for in this roadmap, it is 
worth noting that European cloud and edge will also benefitting from expanding capacity of 
global satellite connectivity, as well as submarine cables. Leveraging the base of submarine 
and terrestrial cable systems that connect Europe with other regions, the European 
Federated cloud could serve other adjacent growing markets, like Middle East, Africa and 
Eurasia (see figure above). 

 

 
39 The provided interconnectivity will play a key role in providing a well-established networking infrastructure that meets the 
requirements of a digitalized and data-driven society in Europe to remain globally competitive. As forecasted by the European 
Data Strategy (https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-
strategy#projected-figures-2025), the global data volume will increase from 33 zettabytes in 2018 to 175 in 2025. 

40 Today 50% of the population access internet via mobile, 57% of which use it as the only mean –source: GSMA Intelligence, 
Statista 
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2.1.5.1. Network service technology to ensure performance at the Edge 

The availability of a safe communication path to/from the edge cloud provides a trusted 
environment that facilitates the adoption of public edge and cloud services. It may be a 
critical factor for some applications, handling sensitive personal or industrial data, to ensure 
that not only the data is stored in Europe, but also that the traffic to/from the edge node 
stays in Europe and is isolated at network level. Mechanisms to ensure such a control and 
isolation of data and traffic are key to ensure data protection and sovereignty requirements. 
The mechanism to couple the edge nodes and platform with the Mobile Network are being 
tested and standardized in bodies like GSMA, ETSI or 3GPP. This standardization process is 
expected to be completed by 2022 and its deployment will represent a significant effort of 
adaptation for the Mobile Networks. As depicted in the figure below, the user plane function 
needs to be implemented in each edge node to ensure a controlled local breakout, and that 
will require the adaptation of the corresponding transport network as well. Europe may lead 
this process setting up the first generation of edge computing optimized for Mobile users.  

 

Figure: Local breakout (user plane function) required at each node to make the edge cloud 
continuum accessible to the customer with the right performance and security. 

It will also require the development and deployment of mechanisms for security and 
isolation of data at rest and in transit that will set the trust environment required to enable 
the next data-driven industrial revolution. The development of Network as a Service APIs, 
supported by Software Defined Networking technology, will provide the means for 
automatic dynamic bandwidth allocation and latency configuration. Mobile Network 
building on 5G technology will play an important part of the total end to end network 
solution, providing functionality to ensure low latency and high reliability, but also ensuring 
break-out of traffic to edge clouds. Exposing mobile network capabilities through APIs to 
enable optimized utilization and configuration by Application Services provided on the edge 
cloud platforms is also essential. 

Investment is required to complete standardization and development process of the 
mechanisms for Mobile network integration and their deployment in the edge cloud. It will 
be required to implement a number of these standardized interfaces and respective core 
functions in trusted European cloud services to provide “as a Service” offerings such as “5G-
core-aaS” as backbone for Europe and worldwide IoT or automotive use-cases leveraging the 
edge infrastructure. By leveraging its advanced 5G and fibre network infrastructure, Europe 
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2.1.6.2. Cloud and Edge hardware design, integration and deployment 

This investment area covers open design of technical specifications for hardware and the 
integration of existing and future components into efficient replicable cloud infrastructure 
building blocks. The investment includes but is not limited to computational design, special 
purpose hardware, confidential computing, hardware encryption and acceleration, storage, 
network (including smart NICs and NOS) as well as efficient packaging to ensure rapid 
deployment and low maintenance. It does not cover the development or manufacturing of 
microelectronic components like CPU, GPU, RAM, SSD). 41 

Infrastructure (server and network) represents as of today more than 65% of the overall 
data centre cost, making efficient design and operations a prerequisite to competitiveness. 
Currently, efficient and competitive cloud infrastructure technology is almost exclusively 
owned by market leading providers based outside of Europe, with proprietary designs and 
implementation. Each year, these players invest in the range of billions of dollars in order to 
increase efficiency and capacity. Only a closely coordinated private and public research and 
funding effort can provide alternatives. 

An open reference, replicable architecture could be used to create an instrument that 
benefits European providers and the cloud industry at large. Leading providers could also 
feel compelled to disclose their infrastructure, which is also becoming more and more 
important with regards to provide assurances in terms of cloud security. Unknown built-in 
components and their firmware represent an ever-greater security risk, openness is urgently 
needed to avoid so-called backdoors, which can lead to unauthorized access. 

Cloud and edge hardware effectiveness must be achieved from technologies at device level, 
network, power and energy management, and maintenance, while maximizing security 
levels. At component level, choosing high calculation-performing hardware such as GPU, 
FPGA and ASIC will ensure parallel processing or low latency calculation, perfectly suitable 
for real-time usages such as autonomous vehicles. These high performing hardware devices 
also offer hardware-based data encryption that offer a very high level of security from the 
beginning of the stack. 

Network related hardware can also be optimized to offer more bandwidth with 400GE 
technologies, or to optimize the use of the available bandwidth with an adequate 
management between servers with improve network protocols like NVMe-oF, and smart 
network devices such as NICs (Network Interface Card).  

 

 
41 See dedicated IPCEI on microelectronics https://ec.europa.eu/commission/presscorner/detail/en/ip 21 1343  
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and containerization capabilities as on-demand services. The purpose of those PaaS services 
is to offer solutions that are created, packaged, set-up and supported by European providers 
for end clients to easily integrate by only having to load their data. 

A strong offer of integrable high-end services, would maximize the European market’s 
ability to generate services at large scale opening new revenue opportunities, reducing 
time-to-market and efficiently supporting innovation and commercial growth by enabling 
and accelerating the development of multiple differentiating use cases. But providing high 
quality platform services requires an equally qualitative cloud stack, skills to develop and 
package high-level solutions beyond IaaS capabilities, and a strong CI/CD pipeline 
automation to ensure proper instantiation and quality of services that will be available to 
customers on-demand. These PaaS services should provide the technical foundations to 
manage in a distributed environment (cloud or edge) Identity Access Management, Security 
& Compliance auditing, metering and contracting, standard open data exchange 
mechanisms, data catalogues, API catalogues as well as potential extended service 
catalogues (e.g. of algorithms), and AI environments. 

Numerous small European players propose innovative platform solutions, but these actors 
and solutions are not fully at scale and cannot address the massive European demands. On 
the other hand, large European cloud providers are only starting to provide advanced 
services as they need to have a robust cloud stack to be able to build on. 

 

2.1.8.1. End-to-end data pipelines and platforms 

A priority service for the European sovereign cloud should be to provide a complete data 
pipeline to maximize the value of data, from discovering available data to complex AI based 
analytics. Being able to ingest data of different formats, from different sources will enable 
larger gatherings of data to create high potential data spaces. This data ingestion should be 
followed by adequate storage of the data, to retrieve it quickly and efficiently in order to 
facilitate its access for processing and usage. 

Preparation capabilities such as aggregation, pre-processing when necessary, and 
normalization will be key to guarantee data quality for further usages, but also to respect 
national and EU regulations on data privacy, alongside data anonymization, traceability, and 
governance features. Preparation capabilities should also encompass data tagging features, 
to qualify data based on their content, whether the data source is text, image, audio, or 
video based. 

As a highly valuable and sensitive asset, data must be protected and secured with trusted 
encryption algorithms, and proper access management,  to ensure that only authorized 
actors can provide, access and use data they are allowed to. 

Once data is properly stored, prepared and secured, high-value use cases can start to appear: 
build industry-specific data sharing ecosystems, leverage analytics of massive amounts of 
data to create value by crossing information, optimizing processes and activities through AI 
trained-models and pre-developed Machine-Learning frameworks. 
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2.1.9. APPLICATION & DATA SERVICES 

2.1.9.1. Pan-European data sharing platforms 

Data sharing between economic stakeholders is a source of value creation and global 

competitiveness that remains largely underexploited. It enables a step change in existing or 

creation of new data-driven use and business cases, especially those leveraging artificial 

intelligence solutions - that require a large volume of high-quality industrial data to deliver 

all their value.  European public and private organizations are a source of many attractive 

data, examples of which include: Earth observation data (Copernicus initiatives), 

manufacturing industry data, healthcare data, mobility, or scientific data in many areas like 

genome research. 

The quick and effective set up of data spaces – an ecosystem of public and private 

organisations, standards and technologies that enable shared value creation via the 

exchange of data and data-driven solutions – is key to exchange data seamlessly between 

economic stakeholders and create value. Data spaces will open up access to public sector 

and private sector data sets and provide impact and business opportunities especially within 

business verticals where Europe has a strong position. Some initiatives have already been 

launched to meet industry needs and agree on data sharing standards, such as the GAIA-X 

and IDSA framework.  

Creating – that is, innovating beyond the existing global state of the art -  the highest layers 

of data infrastructure and imposing standards that abide by European values  on the 

underlying infrastructure and on data exchange could provide a fast and cost-effective way 

to maintain European users’ sovereignty over their data. 

At the end of the day, European data sharing spaces will connect a multitude of individual 

data spaces across organisations, industrial sectors, and geographical boundaries. To take 

full advantage of data spaces the target is now to invest money to realize these ambitions 

and allow development and deployment of those data-driven services to end-users 

(governments, business, citizens). This includes data platform, governance, management, 

interoperability and standards for secure and effective data sharing between organisations. 

Europe is at a pivotal moment to show its leadership in development and governance of data 

sharing platform at international level with the creation of a trusted data sharing 

infrastructure. They should comply with European laws and regulation in terms of data 

protection and sovereignty and reflect common European values and principles including 

openness, privacy protection and interoperability. 

These platforms should also allow data transfer related fees if a producer want to change 

its data to another repository. Moreover, data producers and services providers should be 

able to share their data (with or without remuneration) while keeping their property so that 

value is not captured by a small number of stakeholders. 

European cloud and edge services should therefore integrate the technical foundations to 

cover the transversal needs for the European data platforms, assuming massive distribution 

of data and of data process execution. This could be compared to a control plane for EU Data 

management, pivotal to agile and compliant handling. 

It is then obvious that the development of this pan-European data platform and some of the 

related data sets will have to be available to all European cloud and edge users so that these 

users do not have to leave European infrastructures to access this data. It must be users’ 

choice to decide how to handle their data leveraging the technologies outlined in the 

present document (e.g. PaaS, infrastructure, cybersecurity), including their localization 

(regional, national, European or worldwide). Pan-European data space solutions should 

ensure the appropriate level of transparency, sovereignty and security of data to enable 
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trust and confidence in data sharing, also providing clarity on their exposure to non-EU 

extra-territorial laws. 

However, data platform creation represents a huge investment and effort for European 

companies with unclear short-term return on investment. Entry costs - investments, 

operational costs and lack of clear business model for a relevant data platform - could 

therefore prove prohibitive for private stakeholders. That is why public intervention is 

essential to prime the pump and allow private players to exceed certain thresholds.  

A first part of the investment must go into developing common good technologies and tools 

that should be sector agnostic (data marketplaces…) as well as data interoperability 

standards. No private players will be able to invest into these elements at necessary scale 

without a strong involvement of public bodies. The actual investment would mean 

supporting the development of a data platform solution that: 

• Integrates the cloud service and API standards provided for in section 2.1.3.1 and 

the PaaS services outlined in sections 2.1.8.1 and 2.1.8.3, particularly those 

enabling data ingestion, indexing, discovery and tagging. This should be done in 

way that provides ability to access datasets for any European cloud or HPC 

infrastructure, check the metadata associated with data to be able to respect its 

attributes, transform data if needed, store it, and transfer it, use it or manipulate 

it in a secured and standard manner. The resulting solution should give all means 

to business to build any type of data-driven applications on trusted 

infrastructures without depending on the infrastructure provider (e.g. European 

or non-European) to deliver that trust. 

• Contains software modules for contracting on the fly, clearing houses, invoicing, 

payment systems, that will enable stakeholders to reach a self-sustained 

economic model and that act as a referee in case of conflict. This should provide 

an effective mechanism for revenue collection for data platform operators. 

• Allows the conduct of research around mesh technologies. 

• Builds efficient data repositories at the level of 50 PB each with potential of 

scaling up. 

• Ensures standard technologies between all the dataspaces, ensuring that they 

will connect to each other.  

Support should also be provided for the cloud infrastructure/ecosystem to develop the 

compliance models to allow a full control of the parties based in the EU of the data collecting 

and exchanged therein, as well as effective revenue collection models for data providers. 

Secondly, public-private collaboration and co-investment is needed to kick-start the first use 
cases in vertical ecosystems and fast track adoption by a critical mass of data users and data 
producers in order to make data sharing economically self-sustainable in the long-term. This 
should build on the action plan announced by the European Commission as part of the EU 
data strategy. These investments would cover:  

• Development of several pan-European data platforms data spaces across different 
industry verticals that will be built on this data platform technology.  

- These dataspaces can only start with public funding at the beginning.  

- Support should be provided specifically to create the data catalogues and the 
semantic associated.  

- Technology specific to the vertical should be developed 

- Redundancy (including geographic redundancy) may be required 
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2.2.  Enablers of success 

The developments in infrastructure and technology listed above will more effectively 
achieve European strategy goals if be supplemented by enablers of success. These include 
supporting clear regulations as well as targeted programs. A European framework ensuring 
the effective function of the market, based on clear and enforced principles is a cornerstone 
for achieving our overarching goals. This section outlines the many, sometimes 
complementary, forms that such policies and regulations could take. 

 

2.2.1. Synergies with existing private and public initiatives, notably 
GAIA-X 

It is of utmost importance that the upcoming development of the EU Cloud federation, 
which will include a cloud rulebook as well as a marketplace, should rely on the GAIA-X 
initiative as the basis. The standards, reference architecture and rules that are currently 
developed within GAIA-X need to be reflected in the upcoming Federation, to avoid creating 
two initiatives that – despite their identical vision – would not sync together due to different 
rules, governance etc. 

 

2.2.2. Programs that align with digital sovereignty objectives 
should be supported or reinforced by the European Union and 
Member States.  

The European Union and Member States must make the connectivity and data management 
end to end a key objective by setting up and promoting programs that reinforce edge and 
cloud sovereignty.  For example, European Institutions could establish a certification of 
“European data sovereignty” to guarantee to customers that certain sovereignty 
requirements are met along the entire value chain, from data acquisition to storage and 
transmission. It can also promote incentives to keep European data in European clouds 
dimensioned to offer any 5G service in any European country with integrity. Such benefits 
are appreciated by Enterprises world-wide and can be made available with the same level of 
guarantees to leverage Europe’s position as a trusted host. 

Europe can also play a more active role in encouraging innovation and research. For example, 
the EU could encourage collaborative Research and Innovation by providing sufficient (co)-
funding for AI and key enabling technologies through Horizon Europe. A joint research and 
innovation strategy would also be helpful to federate efforts and investment, therefore 
building synergies with other vertical and horizontal initiatives. 

Moreover, European and national public administrations should serve as drivers of demand, 
through early adoption of solutions that champion the principles outlined in the present 
investment roadmap. 

 

2.2.3. Regulation that enables the growth of European cloud and 
edge industry 

Addressing current market needs, including the ambitious connectivity targets for fibre and 
5G, and it is clear that we need a shift of regulatory paradigm to succeed in that endeavour. 
The EU‘s Recovery and Resilience Fund combined with the new Digital Decade 2030 targets 
and the planned update of the Industrial Strategy, present an opportunity to align Europe’s 
industrial policy vision with the right competition policy and regulatory environment to 
secure a much stronger future for the European economy and society. 



   

 

72 

  

Cloud and edge are an integral part of technologies such as Cloud Native 5G Core and Cloud 
RAN, which represent strategic opportunities for achieving both global impact with 
European Cloud technology, as well as European Data Sovereignty. The European regulatory 
framework must be adapted to ensure that it is conducive to investment in Cloud Native 5G. 
The following are potential aspects that can drive competitiveness and investments: 

• There is an urgent need to release available 5G spectrum for potential investment, 
remove deployment barriers in the form of permits, and alleviate related site costs. 
Overall avoid extracting value from the industry through very high spectrum prices that 
hinder investments. Reserve prices in particular should be based on the estimated value 
of spectrum in its best alternative use, rather than on the estimated willingness to pay of 
auction bidders. 

• Align competition policy approaches with the industrial policy vision favouring scale 
through pan-European and in-market consolidation, (especially when a proposed merger 
could potentially create a 'front runner') and therefore also potential investments in 
infrastructure. 

• For an interconnected sovereign EU cloud ecosystem to scale, industry efforts alone are 
not enough. The public sector needs to generate key demand and needs to drive demand 
for the to-be-developed EU cloud standards in public tenders. And this needs to be done 
at all levels, EU, national, regional and local level. 

• The success of a European-based cloud infrastructure depends on its scale and better 
functionality, benefits which will attract users from existing solutions. Another potential 
benefit would be to seed the European cloud and edge with data. Regulation reinforcing 
trust in data and data services (data transparency, data protection, algorithm 
explainability) would be helpful.  

• The promotion of regulatory sandboxes, given the complexity of all actors involved would 
facilitate an understanding of what does and does not work. It would also provide legal 
protection for the stakeholders involved. 

• Regulation or public funding should be technology neutral, and not be used to push the 
market toward a particular structure, with skewed results, even if such a market structure 
may be considered advantageous in certain contexts. 

• Lastly, acceleration of Infrastructure investments can be achieved via National Recovery 
and Resiliency Plans and horizontal funding such as a fixed price purchasing e.g., feed-in 
tariffs for renewable energy or tax rebates like the ‘super deduction’ scheme announced 
by the UK recently that allows companies to offset 130% of the value of their investments 
against their tax bill for a limited period. 
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Example of roadmap and service dependencies for deployment (2021-2025) 
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4.  A vision for European cloud-edge in 2030 
 

The appropriate application of cloud-edge technology has the potential to be the enabler of 
truly transformational thinking over the next decade. This will come as the focus of digital 
technology application increasingly shifts from doing things more efficiently, effectively, 
quickly and cheaply, to thinking differently, acting differently and tackling problems in ways 
that were not previously possibly. 

Underlying infrastructure and data management will appear more homogenous as 
standards and interfaces enable frictionless trusted ecosystems, no-code solutions and 
automated deployments - Compute capability will move towards being a true utility that is 
increasingly orchestrated by artificially intelligent system management engines. Artificial 
intelligence will not only enable self-configuring and self-healing infrastructures; it will also 
support the dynamic creation and control of access authorizations to context sensitive data 
catalogues.  A new paradigm of truly adaptive hybrid computing and cognitive cloud and 
edge will emerge. 

Security will of course be paramount but will become more automated and intelligent 
supported by the consensus mechanisms and immutability offered through Distributed 
Ledger Technologies. The scaling up and use of underlying infrastructure must be done in a 
way that contributes to the solution for decarbonization and the carbon neutrality 
objectives. 

Some examples of data-enabled solutions that are expected to mature by 2030 include:   

• “Edge manufacturing” enabled by large-scale and distributed additive manufacturing. 
The use and impact of digital twin technology will accelerate as we close the loop of 
“physical to digital” representation and “digital to physical” rendering. 

• “Swarm computing” characterized by intelligent edge devices automatically and securely 
collaborating to perform complex tasks. Increasingly this will include nanotechnology 
components that will lead to the emergence of so-called “smart dust”. The mass 
deployment of tiny, smart, edge devices raises all kinds of security, ethical, sustainability 
and other environmental challenges that must be addressed.  

• “Human Task Augmentation” will be made possible with collaborative robots (including 
exo-skeleton suits46), advanced human machine interfaces and interactive augmented 
reality visualizations. In particular, we expect the HMI (Human Machine 
Interaction/interfaces) as the bridge between the digital and human worlds to mature, 
not only proximity & motion sensing or conversational interfaces through natural 
language but also neural interfaces and computers that can understand emotion, with 
enormous potential in Healthcare or as Assistive technology. Such technologies also raise 
ethical questions which have to be addressed. 

• The advent of true “Quantum supremacy” will allow the solutions to what are currently 
considered to be intractable or even impossible problems. A new world of hybrid classical 
and Quantum computers will open the way to discovering new materials and drugs and 
new levels of process optimization. But they will also demand new approaches to 
security. 

- Fully “Automated business operations” will see a further shift in the nature 

of work and in the nature of business value and perhaps even macro-

economics. 

 
46 Wearable mobile machine. 
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- Continual progression towards “General AI” will open up a whole new realm 

of possibilities but will also further strengthen the imperative of digital 

ethics, trust and transparency. We will be faced with the kind of challenging 

questions that as humans we often struggle to deal with. The quest for digital 

systems to “think” more like humans, will see the development of 

neuromorphic or “brain inspired” computing capable of emulating the 

neural structure and operation of the human brain. This will lead to new 

algorithmic approaches that can deal more effectively with the uncertainty 

and ambiguity of the real world. 

All these trends not only demand scalable and reliable infrastructure to deal with huge 
volumes and complexity of data, they demand new approaches to balancing transparency, 
trust and security. There need to be new models for fairly managing the derived value from 
data – ones that recognize and address the externalities of digital such as carbon impact and 
societal divides.  

As data volumes reach zetta-scale levels and society’s dependence on the integrity and 
availability of digital solutions reaches the level of critical national infrastructure, more 
formal governance and interdisciplinary work will inevitably be required at a number of 
levels, Appropriate protection of economic and wellbeing interests will demand a collective 
and extensive public-private approach to digital technology R&D&I and operation.  

Maintaining an acceptable level of parity with other leading global states will require further 
investments at European level to foster significant public-private collaborations that will 
deliver against the vision laid out in this section.      
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