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1  Introduction 
This document provides the technical specifications for the development, deployment and operation of a 
European federation gateway service (EFGS) for the interoperability between national backend servers of 
decentralised contact tracing applications. 

The general objective is to provide the necessary digital solution for the exchange of COVID+ keys and 
relevant metadata (e.g. countries of interest) between national backend servers of decentralised contact 
tracing applications. This digital solution must be able to receive COVID+ keys from the national 
backend servers that have connected to the federation of backends, and national backends must be able to 
download them from the EFGS. 

1.1  Scope and purpose 
The scope of these technical specifications is the development, deployment and operation of a European 
federation gateway service (EFGS) for the interoperability between national backend servers of 
decentralised contact tracing applications. The contractor shall deploy EFGS in a Data Centre operated by 
the European Commission in hosting mode. 

1.2  Guidelines 
The development, deployment and operation of the EGFS must follow the guidelines and 
recommendations issued by the European Commission, the eHealth Network and the European Data 
Protection Board (EDPB) regarding contact tracing applications since the outbreak of COVID-19, 
namely: 

- 

COMMISSION RECOMMENDATION (EU) 2020/518 of 8 April 2020 on a common Union 
toolbox for the use of technology and data to combat and exit from the COVID- 19 crisis, in 
particular concerning mobile applications and the use of anonymised mobility data1; 

- 

eHealth Network’s Common EU Toolbox for Member States on mobile applications to support 
contact tracing in the EU’s fight against COVID-192; 

                                                      
1 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32020H0518&qid=1592386105904&from=en  
2 https://ec.europa.eu/health/sites/health/files/ehealth/docs/covid-19_apps_en.pdf  
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- 

COMMUNICATION FROM THE COMMISSION Guidance on Apps supporting the fight 
against COVID 19 pandemic in relation to data protection (2020/C 124 I/01)3; 

- 

eHealth Network’s interoperability guidelines for approved contact tracing mobile applications in 
the EU4; 

- 

eHealth Network Guidelines to the EU Member States and the European Commission on 
interoperability specifications for cross-border transmission chains between approved apps – 
Basic interoperability elements between COVID+ Keys driven solutions5; 

- 

eHealth Network Guidelines to the EU Member States and the European Commission on 

interoperability specifications for cross-border transmission chains between approved apps – 

Detailed interoperability elements between COVID+ Keys driven solutions6;EDPB Statement on 

the data protection impact of the interoperability of contact tracing apps adopted on 16 June 

20207;  

- 

EDPB Guidelines 04/20201 on the use of location data and contact tracing tools in the context of 

the COVID-19 outbreak adopted on 21 April 20208 and  

- 

Commission Implementing Decision 2019/1765 of 22 October 2019 providing the rules for the 

establishment, the management and the functioning of the network of national authorities 

responsible for eHealth, and repealing Implementing Decision 2011/890/EU (notified under 

document C(2019) 7460) as amended.  

Further guidance may be provided on interconnection with additional backend servers within or beyond 
the EU Member States and EEA countries. 

 

2  Technical specifications 
The technical specifications of the solution to be developed must fulfil the eHealth Network Guidelines to 
the EU Member States and the European Commission on interoperability specifications for cross-border 
transmission chains between approved apps – Detailed interoperability elements between COVID+ Keys 
driven solutions9.  

Additional technical specifications are necessary to be prepared by the contractor regarding: 

x  Solution infrastructure detailed requirements, to be used by the hosting provider to dimension and 

tailor the datacentre resources allocated to the EFGS solution. 

x  Risk Assessment to identify the vulnerabilities and business impacts that may put EFGS solution 

at risk.  A template will be provided by the Commission services. The final content will be 
reviewed by the Commission services, and may change based on this. 

                                                      
3 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020XC0417(08)&from=EN  
4 https://ec.europa.eu/health/sites/health/files/ehealth/docs/contacttracing_mobileapps_guidelines_en.pdf  
5 https://ec.europa.eu/health/sites/health/files/ehealth/docs/mobileapps_interoperabilityspecs_en.pdf  
6 https://ec.europa.eu/health/sites/health/files/ehealth/docs/mobileapps_interoperabilitydetailedelements_en.pdf  
7 https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statementinteroperabilitycontacttracingapps_en_0.pdf 
8https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_20200420_contact_tracing_covid_with_annex_e
n.pdf 
9 https://ec.europa.eu/health/sites/health/files/ehealth/docs/mobileapps_interoperabilitydetailedelements_en.pdf  
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x  Information Security Plan, defining the information security measures and procedures for 

ensuring the confidentiality, integrity, and availability of EFGS solution. A template will be 
provided by the Commission services. The final content will be reviewed by the Commission 
services, and may change based on this.  

3  Software 

The EFGS soᚓ ware must be developed, maintained and evolved according to the technical requirements 
and specifications approved by the European Commission and eHealth Network. 

3.1  Software development 
The EFGS solution development must follow an open-source model approach, in particular: 

- 

Source code and documentation freely available to the public; 

- 

The solution must be licensed with an OSI-approved Open Source License, preferably EUPL 1.2 
(pre-existing code or libraries included in the solution must not be subject to conflicting licensing 
terms or to licences that hinder the distribution under the chosen licence); 

- 

Open collaboration allowing willing experts to engage in the development process;  

- 

Solution allowing for scrutiny by any partners indicated by the Commission services;  

- 

All source codes must be included as deliverables; 

- 

The solution must be developed on the technology stack of the Commission. 

As the software has to be deployed in the Commission’s Data Centre, the technological stacks that can be 
used are: 

o 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Additional technical documentation about the technological stack described above can be provided upon 
signature of a Non-Disclosure Agreement. 

3.2  Software testing 
The EFGS solution development methodology should include broad spectrum of defect prevention and 
detection strategies in order to reduce software development risk, in particular: 

- 

Unit Testing, verifying the EFGS specific sections of code, performed during the source code 
development and building; 

- 

Integration Testing, verifying the EFGS interfaces with the external systems (Member States 
backend servers); 

- 

Performance Testing, verifying that EFGS can continue to operate under a specific load, whether 
that be large quantities of data or large number of back-ends; 

- 

Penetration Testing, verifying the compliance of the EFGS with the Information Security Plan. 
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- 

Operational Acceptance Testing, verifying the operational readiness of the EFGS. 

All testing artefacts must be included as deliverables.  

4  Deployment 
Deployment management by the contractor includes activities for the EFGS solution to be available for 
use in Production. This includes releases, installation, activation and deactivation, updates (to EFGS 
solution and technological environment) as well as version tracking. By default, all releases to Production 
must be tested in Acceptance, and any changes to the environments must be done with the approval of the 
Commission services. 

The contractor as solution provider is required to establish a Security Convention with the European 
Commission, in order to be granted remote access to Data Centre facilities to carry out deployment 
operations and other operational tasks. The solution provider shall provide the required documentation 
and information about the security stance of the network on its premises, or in sub-contractors premises, 
which will be used to access Data Centre resources. 

The solution provider can interact with Data Centre services via its self service portal (JASSPR), its 
ticketing system (SMT) and via emails; named user accounts and functional accounts should be created 
on those systems. The contractor shall provide the Commission the necessary supporting documentation 
(including but not limited to ID cards) about the employees and sub-contractors who need to receive 
access to those systems. 

As an exception, the initial deployment of the EFSG can be carried out from European Commission 
premises in Luxembourg. 

The EFGS solution provider shall provide technical and operational documentation (working instructions) 
describing the deployment operations. 

Additional documentation about JASSPR and SMT solutions in DIGIT Data Centre can be provided upon 
signature of a Non-Disclosure agreement. 

 

5  Operations 
The EFGS solution operation is responsible for the smooth functioning of the technological environments 
and solution, including configuration, monitoring and support. Hardware and network management is out 
of scope of EFGS solution operation.  

5.1  Managed services (includes configuration and monitoring) 
A proper management of the EFGS solution runtime environments is needed to ensure the smooth and 
correct functioning of the solution. The managed services must include, at least, the following services: 

- 

Configuration management, handling changes systematically so that the EFGS solution maintains 
its integrity over time. This includes evaluating proposed changes, tracking the status of changes, 
reporting changes included in its release, and maintaining an inventory of solution changes. By 
default, all configuration changes to Production should be tested in Acceptance. 

- 

Solution Monitoring, the EFGS solution and environments should be continuously monitored to 
detect any performance degradation, resources unavailability and system downtime. This should 
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include, at least, application monitoring, resources monitoring (including Operating System, CPU 
usage, memory usage, disk space and database) and connectivity/network monitoring.  

EC Data Centre Services will manage infrastructure log rotation and archiving, backups, and upgrades of 
infrastructure components. 

5.2  Testing 
Before deploying any new release into Production, the EFGS solution should be tested in Acceptance to 
detect potential defects. This testing procedure should cover, at least, functional, integration, security and 
performance requirements. A report should be provided with the test results. 

5.3  Auditing 
The EFGS solution should include an audit log module that is available both to the solution provider and 
to the European Commission services. All relevant events, as defined in the technical specifications, 
should be recorded and made available for authorised users.  

The solution provider should be ready to put at the disposal of the Commission services any relevant 
material or documentation that could be required for auditing, including information security auditing. 

The solution provider should be ready to integrate the audit log management with the log management 
system of the Commission (Log Correlation Service, based on 

.   The log content, format and 

transport mechanism are expected to be aligned with the EC Logging and monitoring standard.  They 
must be human-readable (no binary format).  ‘Push’ mechanism should be preferred to ‘Pull’.    

5.4  Support 
The solution provider must provide a Service Desk for incident and problem management of the EFGS 
solution. This support should be provided according to the service levels described in the table below: 

Service Levels 

Hypercare mode 

Business mode 

Maximum time to acknowledge an incident 

30 min 

2 hours 

Maximum time for root-cause and propose solution  12 hours 

48 hours 

Maximum time for implementation of workaround  1 day 

1 day 

or temporary solution 
Maximum time for permanent resolution (including  2 days 

5 days 

deployment of solution in Production) 
 

 

5.5  Security Incident Management 
In case the contractor would detect a possible IT security incident, the contractor must warn 

 

 with all the relevant information known at the time of the 

discovery. The contractor also have to immediately warn Data Centre operators 

 to make sure that evidence will be preserved as much as possible to allow the 

technical analysis. Typical evidences to preserve are reverse-proxy logs, virtual machines snapshots (with 
memory) and all systems and applications logs available. 

5.6  Data protection 
As owner of the EFGS solution, the Commission will act as processor of personal data within the 
meaning of Article 29 of Regulation (EU) 2018/1725 and Article 28 of Regulation 2016/679.  

5 



[bookmark: 6] 

The solution provider will act on behalf of the Commission as processor, and in addition to the general 
requirements for data protection set out in the Framework Contract and in Article 29 of Regulation (EU) 
2018/1725 and Article 28 of Regulation (EU) 2016/679, it should fulfil the specific responsibilities of the 
processor as set out in Annex III of the Implementing Decision amending Implementing Decision 
2019/1765/EU.   

These responsibilities include implementing organisational, physical and logical security measures to 
maintain the EFGS, ensuring security for the transmission and the hosting of data within the EFGS, 
communication, record keeping, reporting of data breaches, assisting the controllers in ensuring 
compliance with the obligations pursuant to Articles 32 to 36 of Regulation (EU) 2016/679 and risk 
assessment and audit.  

In addition, the solution provider must prepare a draft Data Protection Impact Assessment (DPIA) of the 
processing operations involved in the EFGS, in accordance with Article 35 of Regulation 2016/679. 

 

6  Stakeholder management 
6.1  Procedure to connect and disconnect Member States to the EFGS 
The contractor as solution provider must provide clear requirements and design a transparent procedure to 
connect a new Member State backend server to the EFGS. This includes a formalised procedure and 
necessary documentation for a Member State to request access to the EFGS. The procedure should 
include a readiness verification step that can be performed by peer Member States, and, at the end, a 
report should be made publicly available with the outcome of such procedure. 

An additional procedure must be prepared by the contractor on how to stop the connection of a Member 
State’s backend server to the EFGS.  

6.2  Support in connecting and disconnecting Member States from the EFGS 
The solution provider must support the Member States in their on-boarding process:  

- 

organise kick-off meeting to clarify the process; and 

- 

accompany them with the technical aspects until go-live. 

The same applies when disconnecting a Member State from the EFGS. 

 

7  Knowledge transfer to the Commission services 
The EFGS solution provider must ensure at the end of the contract, the EFGS can be operated 
autonomously by the Commission services and can be integrated in its Service Portfolio. This should be 
achieved by, among other actions, the elaboration and execution of a knowledge transfer plan to European 
Commission and, possibly, also to Member States. 
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8  Organisation, reporting, deliverables, timeline and budget 
8.1  Organisation 

The contractor must adopt a project management methodology that is adjusted to the requirements of the 
project. The contractor shall draft a document with the project governance structure including the profiles, 
roles and responsibilities of each stakeholder. This must ensure involvement and oversight of the 
Commission services, and Member States, where needed, and must ensure an effective governance 
throughout the duration of the project. 
 

8.2  Reporting of progress  
During development and deployment phases, reporting must be done, at least, with a weekly frequency. 

During operation phase, reporting must be done, at least, with a monthly frequency. 

Additional reporting may be required depending on specific activities.  

 

8.3  Timetable 
The contract will start after both parties have signed it. The contract will stipulate that the period of 
operating EFGS by the contractor is maximum 12 months. The Commission may decide to stop the 
development, deployment and operation of the EFGS at any time, e.g. at the request of the controllers or 
if the EFGS is no longer needed. 

Given the urgency to deliver a working solution for the EFGS as soon as possible, the contractor must 
complete the activities within the timeline provided below, and should try to accelerate completion of 
activities, where possible. 

Phase 

Activity by solution provider 

Latest completion 
deadline 

Development  Provide technical requirements for the hosting of the EFGS  

End of Week 2  

Development  Set up the Acceptance environment 

End of Week 3 

Operations 

Submit draft data protection impact assessment (DPIA) 

End of Week 4  

Development  Develop the EFGS  

End of Week 4 

Development  Set up the Production environment 

End of Week 4 

Deployment 

Provide all technical documentation to Commission services 

End of Week 5 

Development  Testing in Acceptance (integration, performance, penetration  End of Week 5 

and operational acceptance)  

Deployment 

Deploy the latest release of the EFGS in Production and dry run  End of Week 6 
(including testing for integration, performance, penetration and 
operational acceptance) 

Deployment 

Go-live of the EFGS 

Beginning of Week 8 

Operations 

Service Desk installed and start of Operations 

Beginning of Week 8 

Deployment 

End of support in hypercare mode  

Week 4 after go-live10 

Operations 

Provide monthly status report 

1st Week of each 
Month 

                                                      
10 Change from hypercare mode to business mode conditional on confirmatory agreement with Commission 
services.11 Timing to be agreed with Commission Services 
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Operations 

Transfer of knowledge/Hand-Over to Commission services 

Before end of 
Contract11 

 

8.4  Budget  
The financial offer (for the development, deployment and operation, including all results and deliverables 
to be achieved by the contractor as listed above) has to be detailed per activity and deliverable, 
mentioning profiles used and rates per day when appropriate. 
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