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Another issue with publicly available datasets and the re-use of such datasets is related to the 
problems of processing personal data. We provide our initial assessment and concerns in relation 
to this implementing act and its potential effects on processing of personal data in the following 
paragraphs.  
   
II. High Value Datasets  issues with personal data and compliance with Regulation (EU) 
2016/679  

  
The European strategy for data states that the EU can become a leading role model for a society 
empowered by data to make better decisions  in business and the public sector.1 For reasons of 
transparency, increasing trust and enhanced business interaction within the internal market, the 

ompanies and company ownership
of high value datasets to the Open Data Directive. Furthermore, open data is contributing to 
create adequate transparency of ownership information to combat money laundering and terrorist 
financing. For the time being, this information is not fully available to the wider public.  
 
Regarding the list of High Value Datasets (hereinafter HVD), and in particular related to the 
company and company ownership category, we would like to point out that proposed list contains 
numerous personal data. This brings about the concern how making the data in the list re-usable is 
compatible with the Regulation (EU) 2016/679 on data protection (hereinafter GDPR).  
 
Over the last years the WP 29 Group, the European Data Protection Board (EDPB), the European 
Data Protection Supervisor (EDPS) and the European Court of Justice (ECJ) continuously 

 A very comprehensive view is taken by the WP 29 Group in 
its opinion 4/20072 on the concept of personal data. This highlights that challenges might arise 
upon trying to differentiate personal from non-personal data. Therefore, we ask the Commission 
to provide clarity (ex ante) on the allowed reuse of high value data containing personal data. 
  
Our concerns are mainly related to following issues which have partially been addressed in the 
recitals of the Directive (EU) 2019/1024 on open data and the re-use of public sector information. 
We would like to get the perspective of the Commission on these issues as well as an opinion from 
the European Data Protection Supervisor to make sure that any future steps taken do not damage 
fundamental rights of the individuals and go against GDPR principles.   
 
III. EU level data protection impact assessment 
 
Apart from all other data categories, the high value datasets category ompanies and company 
ownership particular attention, since company data obviously contains personal data. 
Due to the fact that transparency criteria and the conditions for re-use vary across Europe, it is 
essential that for this data category in particular - and in fact for all data categories - data protection 
and privacy issues are clarified at EU level before the adoption of certain high value datasets by 
the EU legislator and by the responsible bodies for implementing the GDPR.  
 
According to the GDPR, the nature, scope, context and purposes of processing have to be defined 
ex ante before making available public sector information containing personal data. Pursuant to 
opinion 06/2013 of the Article 29 Data Protection Working Party a thorough data protection impact 
assessment (DPIA) should be carried out before any public sector information containing personal 

 
1  COM(2020) 66. A European strategy for data. https://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1593073685620&uri=CELEX%3A52020DC0066 
2 https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2007/wp136 en.pdf 





Joint Pon Naper - Towards Open Data - High Value Datasets 

 

Furthermore, Directive 2018/843 makes the disclosure of certain data of beneficial interest 
mandatory in all member states (cf. Art 30(2)). In general, this directive provides a fair balance 
between the general public interest in the prevention of money laundering and terrorist financing 

 
 
Situation in Estonia: 
The mentioned recital emphasises the importance of respecting purpose limitation set out in point 
(b) of Article 5(1) of Regulation (EU) 2016/679. For example, the legal basis for Estonian business 
register is established in the Commercial Code (hereinafter CC). § 22 of CC stipulates that purpose 
of maintaining such database is to collect, store and disclose information on the enterprises of sole 
proprietorships, companies and branches of foreign companies located in Estonia. The data, 
including personal data, is held in business register until such purpose exists after which the data 
will be deleted under § 59 of CC.   
  
However, if this data has been shared in machine readable format and has been multiplied by 
different service providers, the data subject cannot be certain that this not up to date data does not 
still exist in other privately held databases. This would violate not only the purpose limitation 
principle, but would breach the principles of lawful processing and prohibition to keep personal 
data in a form which permits identification of data subjects for longer than necessary for the 
purposes for which the personal data are processed GDPR Article 5(1) points (a) and (e). This also 
applies to the changes made in the business register and how to ensure that the information about 
the relation of a natural persons to a specific company is up to date in different private databases 
or services based on business register data. Of course, data subject always has the right to turn to 
a private body processing his/her data and to ask data to be deleted or amended, however it would 
bring about considerable burden for natural persons to handle separately all the privately held 
databases or services. This possibly weakens the level of protection provided to natural persons 
vis á vis processing their personal data.   
   
Furthermore, if we include accounting documents, such as company annual reports, then in the 
case of micro enterprises (one-man companies which Estonia has more than 120,000) information 
about the income of a natural person and possibly economic situation can be deducted from the 
data in such reports. We understand (from GDPR recital 71) that this is normally seen as data that 
needs to be processed with more care and precautionary measures than some other categories of 
personal data.  
  
V. Profiling of natural persons based on public sector data of public registries  

  
We would also like to enquire if the Commission and European Data Protection Supervisor see a 
possibility that personal data contained in public registries (for example the business registry) 
could be used, in combination with other publicly available data, as part of profiling natural 
persons. There are already vast amounts of personal data available online and these amounts are 
expected to only grow in the future. This could possibly hinder natural persons from enforcing 
their fundamental rights effectively, especially in the situations where private databases containing 
personal data from different public sources have been created. The solution that will be foreseen 
needs to be future proof vis á vis protecting personal data and fundamental rights.  
  
In case of the business registry, for example in relation to one-person companies, if some sets of 
data are processed together, such as company ownership information in the case of micro 
enterprises combined with the annual reports, can give an adequate overview of a person and his 
financial situation, which in turn can, in some specific cases, lead to decisions where profiling has 
been used.  
 



Joint Pon Naper - Towards Open Data - High Value Datasets 

 

The problem of mass requests of certain registers in comparison to single searches could also be 
considered problematic. Uniform guidance at EU level should thus clarify adequate technological 
conditions for the reuse of data ( privacy by design ). We ask the Commission in close 
coordination with the EDPS to issue guidelines whether specific licenses may need to be developed 
for this kind of data instead of standard open licenses. 

 
VI. Rights of data subjects  
 
There are several rights guaranteed to the data subject with the GDPR (e.g art 12, 14 and 15). It is 
not clear how these rights are affected by charge free mass downloading of person´s data. Yet it is 
of crucial importance both to person´s who´s data is re-used and to re-users of data to understand 
what rights and obligations respectively does the re-use of personal data entail. 
 
In conclusion, enabling a wider use and re-use of public datasets is encouraged, however, first the 
aforementioned issues in relation to GDPR need to be addressed to avoid a situation where the 
implementing act does not comply with the rules of an EU Regulation. 
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