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Annex the EEAS Non-paper on an "Outreach and engagement plan to support the EU cyber
diplomacy efforts'" 11139/19

Non-exhaustive list of available tools

Available tools Examples

Training materials/tools Cyber diplomacy Information packages for EU Delegations —
overview of strategic documents, updated LTTs on ongoing
processes, information on CCB initiatives and availabilities,
narrative paper, instructions for demarches;

Cyber diplomacy toolkit for basic cyber awareness raising;

International law handbook - to be developed by EUISS;

Cyber hygiene online training - accessible outside of EU -
ESDC;

Cyber diplomacy module included into general training for EU
DELs, cyber diplomacy training;

Expert exchange — via TAIEX;

Study trips for hands-on awareness raising;

EU DEL engagement with multi-stakeholder, civil society, etc;

Digital communication tools Videos

Cyber Diplomacy Website

Twitter - existing Twitter accounts could be used;

Publications/Article

Dialogues 6 cyber dialogue countries - US, Brazil, India, China, Japan,
ROK
Political dialogues

Technical papers LTT-s
Position papers

Narrative papers

Possible non-papers

Factsheets, booklets, information materials

Financial instruments, Existing programmes

Capacity building Propose new regional/global cyber programmes

Develop program to continue support to EU cyber diplomacy
efforts

EU Cyber Direct

Employ mechanisms for rapid response via existing financial
mstruments

Events/milestones Workshops/trainings/panel discussions

Bilateral meetings/dialogues

Multilateral meetings

Conferences

Side events in the margins of main/big international events




Non-exhaustive list of outreach engagements and other relevant events:

Month Event Region Target group | Nature Timeline Comments
July 2019
DEVCO, training on
digitalisation in
Introduction to the dimensions of EU 18-19 July, development strategies
digitalisation Delegations training Brussels and programmes
Summer School for cyber 22-26 July,
diplomats Global Diplomats training Tallinn EST MFA
August 2019
OAS-EU-UNGGE consultations Latin 14 August,
with non-governmental experts America Civil society consultations 2019 EUISS
25-28 August,
G7 Summit Event Biarritz
September
2019
4-5
September, EST, Singapore, Mexico,
NY Diplomats Training Global Diplomats Training New York Kenya, EU
9-13
September,
1st OEWG Session New York
Meeting on attribution with Member States, 24 September | The Hague Program on
Member States Europe academics Workshop am Cyber Norms




Meeting with the private sector on

Member States,
academics,

24 September

their role in the sanctions regime Europe private sector Workshop pm
increasing scholarship,
inviting perspectives
from international
lawyers not dealing with
27-29 cyber, EUIS, Cyber
Expert workshop on international International September, Policy Institute,
law Europe law scholars Workshop Helsinki University of Helsinki
October 2019
1-3 October
2019,
Singapore Cyber Week Asia Event Singapore
1-3 October
2019,
Singapore Cyber Week side event Singapore,
- EU-ARF-UNGGE consultation | Asia consultations tbc EUISS
8-10 October,
Washington
Consultations with the US America Academics consultations DC SNV/GMF
I
I
I B N . | I
Latin 8 October,
EU - Bazil Cyber Dialogue America Dialogue Brussels EEAS
8-11 October
GFCE Annual meeting - regional Experts and Workshops, 2019, Addis
consultations with AU Africa Representatives | consultations Ababa EUISS




Mexico Cyber Week + Track 1.5

on good practices in cyber Latin Mexico City,
diplomacy America Civil society Workshop October tbc EUISS, Cyber Direct
Experts and 14-15
CyFY Africa Representatives October
November
2019
Diplomats, 8 November,
Cyber Conference Europe experts Conference Brussels FI Pcy
All 12 November,
Paris Peace Forum Global stakeholders Open dialogue Paris FR
14 November,
2019,
Workshop on resilience Europe Member States | Workshop Brussels SNV, EUISS
15 November
2019,
Worksop on deterrence Europe Member States | Workshop Brussels EUISS
20-21
civil society, November
Latin private sector, 2019, Rio de
Consultations with Brazil America academia consultations Janeiro GMF
22 November,
Capital retreat Europe Member States | dialogue Brussels EEAS
IGF - Strengthening the multi- civil society,
stakeholder approach on private sector, 25 November
international norms in cyberspace | global academia open forum 2019, Berlin | EUISS
IGF - OF43 on "conflict
prevention, cooperation and 28 November
stability in cyberspace" global all stakeholders | open forum 2019, Berlin | EEAS




28-29

Track 1.5 EU-ASEAN November
engagement on good practices in Civil society, 2019,
cyber diplomacy Asia academia Singapore EUISS
December
2019
2-4 December
2019, New
UNGGE Intersessional meeting Global York EUISS
5-6
December,
UNGGE Informal consultations Global Consultations New York
9-12
December
1st UNGGE Session 2019
10-13
Consultations with Japan Civil society, December SNV/GMF/Keio
Asia academia consultations 2019, Japan University
EU-China Task Force Asia dialogue tbc, Beijing EEAS
tbc, New
EU-India Dialogue Asia dialogue Dehli EEAS
January 2020
20-21 January
European Cyber Diplomacy All 2019,
Dialogue Europe stakeholders dialogue Florence EUISS
FIC workshop on the role of All 27-28 January
private sector Europe stakeholders workshop 2019, Lille EUISS
Consultations with Organisation Latin Regional January tbc,
of American States America organisation consultations Brussels EEAS




10-14

February February,
2019 2nd OEWG Session New York
Regional
Consultations with African Union [ Africa organisation consultations tbc, Brussels | EEAS
Legal training for NY cyber tbc, New
diplomats vol2 Global Diplomats Training York (EUISS)
March 2020,
March 2020 | 2nd UNGGE Session New York
April 2020
Experts and
EU Cyber Forum Global Representatives tbe EUISS, Cyber Direct
May 2020
Consultations with ROK Asia government dialogue tbc EEAS
June 2020 Final OEWG Session July 2020
July 2020
August 2020,
August 2020 | 3rd UNGGE Session New York
September September
2020 OEWG Report to UNGA 2020

October 2020




November
2020

December
2020

January 2021

February
2021

March 2021

April 2021

May 2021,
May 2021 4th UNGGE Session New York

June 2021

August 2021

September September,
2021 UNGGE Reports to UNGA New York






