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 Transparency by listing all health data partnerships in a central register   

Information about all cross-border partnerships of health data hubs, health insurance funds and health 
mutuals should be made available on a central register, which is part of the data surveillance body, to 
ensure publics’ trust in sharing data. Short summaries on the partnerships’ purpose, the data involved and 
how decisions have been made about them should accompany the respective partnership.  

• Need for clear rules to guarantee the quality of data  
Clear rules need to guarantee the quality of data. This also needs to be addressed in Member States before 
exchanging health data in the European Health Data Space can occur: 

 Data registration: Need to use international standards of clinical, epidemiological, and 
sociological information. 

 Uniform way of coding is necessary (the pandemic has shown the difficulty of exchanging 
information, when the information is not completely the same; for instance the use of 
ICD10 but also of Orpha codes for rare diseases in Belgium or such as SNOMED and HL7 / 
FHIR in the Netherlands). 

 Need to create awareness with doctors and medical personnel to adhere to quality data 
registration. This requires more and continued attention to data registration in the 
curriculum and their career.  

 Need for clear rules on the way the data is kept and managed. Importance of safely 
storing, classifying, clustering and then sharing of data 

 Motivating health data partners  

A strategy and criteria should be developed on how to motivate reliable “health data partners” to share 
their data and spend the required time and effort for putting quality data at the disposal of other partners. 
The sharing of quality data must be an objective for the partners involved, for example for mutual societies 
and health insurance funds. The “FAIR Guiding Principles for scientific data management and stewardship” 
can be used (findability, accessibility, interoperability, and reusability). Financial means must be provided 
to enable this work. The added value must be clear before sharing. 

 Sharing of the least complex datasets and combinations to ensure the personal privacy 
Efforts should be made to ensure that the least complex datasets and dataset combinations are used for 
specific projects as foreseen by the principle of data minimization in the GDP). Appropriate technical and 
organisational measures should be implemented to avoid re-identification of patients.(through 
combination of information of multiple databases). It should be forbidden to link the data with other 
(commercial) databases that are not as secure and anonymised. 

 Enable public participation 
The public should be involved in decisions about how health data is used. Patients should be involved in 
the so-called grey area/mid-range use cases, for which there will be a diversity of views and perspectives. 
The involvement should be limited to consultations.  

 Investing in digital health literacy is a prerequisite for the European Health Data Space 

An EU Joint Action on Digital Health Literacy should invest in and promote the equal development of a basic 
understanding of digital health literacy and skills (e-health, m-health literacy) in the member states for the 
public at large to empower the citizen in healthcare and the citizen’s knowledge on their health data.  

Digital health literacy and skills should be promoted in the formation for healthcare professionals and a 
point of attention in (continued) education. Researchers and academics should be aware of the legal 
framework that applies to the digital exchange of health data. 

The EU could increase attention for measuring and monitoring the level of health literacy (via population 
survey) by including it as an indicator in the social scoreboard. 
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 Data from private insurance funds and private hospitals for the general view of health status  

For the sake of completeness, it would be important to include the private health sector, especially private 
insurance funds and private hospitals, in this data sharing exercise to combine the data to the public health 
sector and as a consequence get a general view of status of health. AIM health insurance funds and health 
mutuals would be ready for collaboration in this matter. 

 

II. Better use of data between health insurance funds/mutuals and other actors in 
the healthcare system can transform healthcare  

Health insurance funds and health mutuals agree with the huge potential that a flexible use of health 
data has for patient centeredness as well as improving healthcare quality and outcome. A closer 
cooperation in the use of health data shall aim to improve patient’s access to healthcare and allow to 
more easily predict the costs of the treatments (the amount to pay and the part reimbursed by the 
heath system). The use of real-world data can drive research, cost-effectiveness analysis, treatment, 
and care, identify inefficient spending and empower patients through access to their own data and 
records. Through data collection, their organization as well as the regulation of their access and use, it 
is possible to develop and implement national and European strategies for AI in healthcare. The 
outbreak of COVID-19 has made clear that access to health data, notably real-world data, for scientific 
research and a coordinated interpretation is of utmost importance. Moreover, a European health data 
hub would increase the competitiveness of Europe in a world, where other regions are developing at 
high pace in this area, sometimes under less stringent data protection regimes than that of Europe. 

1. Clinical data used for research vs. public health data 

Clinical data is a main resource for most health and medical research and is either collected during the 
course of ongoing patient care or as part of a formal clinical trial program. These data are about the 
individual. Clinical data falls into six major types: Electronic health records, administrative data, claims 
data, patient/disease registries, health surveys and clinical trials data.6 Health insurance funds and 
health mutuals deal mostly with claims data. It helps them to design the services and programs needed 
for the insured and to guarantee affordable healthcare in the long-term. Public health data is needed 
to improve and to protect public health. Timely access to high-quality information in order to formulate 
appropriate action is indispensable. In an increasingly globalized world, sharing of data is often sensitive 
across borders. During the COVID-19 pandemic it showed that successful public health data sharing can 
prevent a disease from becoming established or facilitate a robust and timely response.7 

2. Genomic data 

Genomic data is the study of our genes, which are made up of DNA. It is a “key source of data within 
most discipline of healthcare”.8 By donating blood, participating in genetic research of having genetic 
tests online, genetic data will be added to the personal data that is already online or offline.   The COVID-
19 pandemic has demonstrated that sharing data can improve clinical outcomes for patients, but only 
few healthcare organizations are participating in data-sharing initiatives.9 

 
6 Data resources in the health sciences, https://guides.lib.uw.edu/hsl/data/findclin, assessed on 14/12/2020. 
7 Strengthening data sharing for public health data, https://www.chathamhouse.org/about-us/our-departments/global-
health-programme/strengthening-data-sharing-public-health, assessed on 14/12/2020. 
8 We need to talk about big data and genomics. Here is why - and how, https://www.weforum.org/agenda/2020/07/why-we-
need-a-public-conversation-about-big-data-and-genomics/.The COVID-19 pandemic has demonstrated that sharing data can 
improve clinical outcomes for patients, but few healthcare organizations are participating in data-sharing initiatives. 
9 Idem.  
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A federated data system can enable sensitive data sharing across borders and ensure data security, 
patient privacy and data interoperability. Genomic data as such does not give a lot of insights, but larger 
data sets linked to de-identified clinical health records and phenotypic data can improve information on 
diseases immensely.10  However, data might be de-identified and anonymity cannot be absolutely 
guaranteed. Health information, for instance, can always be linked to other personal information that 
is also available on the web.11 It is important that experts provide full transparency about ongoing 
discussions and the risks, but patients also must take on responsibility.  

The European Commission launched in April 2018 the “One million Genome Initiative”, aiming to 
develop a mechanism by which genomic data bases across Europe can be assessed and linked for 
analytical purposes with a robust governance model and in full compliance with data privacy regulation.  

The Commission plans to contribute to improved health outcomes and to support the long-term 
sustainability of the EU's health and care systems by exploiting the potential of new digital technologies, 
such as big data analytics, AI, and high-performance computing. It directly contributes to implementing 
key political priorities, such as the European Health Data Space and the Commission’s plan to beat 
cancer. It will enable to make more efficient use of scarce resources from cancer, to rare diseases, brain 
related diseases or prevention.  As a consequence, better diagnostics can be made, prevention will 
receive a boost and better diagnostics can be made. prevention, and make more efficient use of scarce 
resources from cancer, to rare diseases, brain related diseases or prevention. At the same time, there 
are privacy issues, such as the identification of persons and their families based on DNA.  

Sharing 'genomic data' is different than, for example, claims data, especially because anonymity cannot 
be guaranteed. This requires an opt-in construction, but the question arises, whether that is workable. 
The privacy issues that are being discussed are essential and need to be resolved. 

3. eHealth literacy 

Electronic tools such as a common health data space provide little value, if the intended users do not 
have the skills use information technology to promote health and eHealth. E-Health requires a skill set, 
or literacy of its own. The ability “to seek, find, understand, and appraise health information from 
electronic sources and apply the knowledge gained to addressing or solving health problems”12 is not 
sufficiently there. The EU should promote the development of a basic understanding of e-health literacy 
and recommendations for member states. 

4. Already existing health data hubs 

Research partnerships consisting of several actors in healthcare such as academics, researchers and 
clinicians can provide health insurance funds and health mutuals with a lot of expertise and new 
resources. It can speed up research for new medicines and treatments and support more timely 
diagnoses, which can help to save lives. Some health data spaces already exist at European and national 
level but they are not very numerous. Moreover, the different systems in the European Union are not 
interoperable. But they give many opportunities and can serve as good examples for the future work 
regarding a European health data space. 

 
10 We need to talk about big data and genomics. Here is why - and how, https://www.weforum.org/agenda/2020/07/why-
we-need-a-public-conversation-about-big-data-and-genomics/.The COVID-19 pandemic has demonstrated that sharing data 
can improve clinical outcomes for patients, but few healthcare organizations are participating in data-sharing initiatives. 
11 Idem. 
12 eHealth literacy: Essential skills for consumer health in a networked world, J Med Internet Res. 2006 Apr-Jun, Cameron D 
Norman, PhD corresponding author and Harvey A Skinner, PhD, https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1550701/ 
(assessed on 16/12/2020).  
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secondary use of health and welfare data will be provided by one authority, based on “one-stop-shop” 
principle. Health and welfare data can be harnessed by public and private providers for broader use, 
such as for the development of personalized medicine, medical technologies, and digital health 
solutions, or optimizing services.18 

5. Good data management 

In Europe, 80% of the data remains unstructured19 after being collected. In most Member States data is 
stored in several separate and often incompatible silos. Compatibility between States is an even more 
complicated matter. Challenging is a homogeneous definition of data that has to be shared and the 
subsequent correct interpretation of these shared data. For example, the lack of homogeneity in 
definition COVID-19-deaths between countries can lead to questions, whether only serologically 
confirmed cases or also suspected cases are included. Does the definition only cover deaths in hospitals 
or also in elder’s homes and private homes are covered by the definition.  In addition, it is often argued 
that the data is of insufficient quality. Finally, when it comes to personal health data, there is an 
expectation from citizens and patients that the data will be governed in an appropriate, safe and 
accountable way. The use of personal data by public research institutions (universities, hospitals, 
mutual) to improve public health might be acceptable to most citizens. It is unclear how citizens feel 
about the use of their personal data for for-profit research (with a public health impact). 

Good data management is important to get knowledge discovery and innovation. However, the existing 
digital ecosystem prevents from extracting maximum benefit from research investments. The FAIR 
guiding principles (Findable, Accessible, Interoperable, Reusable) for better data management and 
stewardship began in a few European academic institutions and have now burgeoned to include 
endorsements by global organisations such as G720 and national governments and science funding 
agencies including the European Commission21 and National Institutes of Health in the USA22 as a useful 
framework for thinking about sharing data in a way that will enable maximum use and reuse. 

 
III. Recommendations 

AIM and its members manage access to health data information very carefully. Robust and ethical 
frameworks are indispensable to maintain public trust in rapidly developing technologies. This is 
particularly important in the fields of health data and patient data, where data is profoundly personal. 
Irresponsible use can undermine the foundations of trust and legitimacy that goes with the social value 
of that data.23 The use of patient data should be visible, understandable, and trustworthy for patients, 
the public and health professionals.24 As health insurance funds and health mutuals mostly deal with 
claims data, the following recommendations focus mainly on claims data and contain proposals about, 
among which criteria should to be followed in the collection, organization and sharing of health data: 
 

 
18 Finnish model. 
19 Adam Rogers, the 80% Blind Spot: Are You Ignoring Unstructured Organizational Data? 
https://www.forbes.com/sites/forbestechcouncil/2019/01/29/the-80-blind-spot-are-you-ignoring-unstructured-
organizational-data/#7e42dfe9211c, assessed on 01/10/2020. 
20 http://www.g8.utoronto.ca/science/2017-annex4-open-science.html 
21 http://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetail&groupID=3464 
22 https://commonfund.nih.gov/commons/awardees 
23 The foundations of fairness for NHS health data sharing, 12 March 2020, https://www.adalovelaceinstitute.org/the-
foundations-of-fairness-for-nhs-health-data-sharing/. 
24 Idem. 
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Protection Board (EDPB)25 and in cooperation with the supervisory authorities of the member states 
(Data Protection Authorities – DPA’s). The concept, introduced by articles 40 and 41 GDPR, which 
determines codes of conduct and “bodies” that can be accredited to monitor compliance with these 
codes of conduct, should also be used for the data surveillance body. The data surveillance body should 
be able to scrutinize and oversee any use of personal data and guarantee their protection. The 
organization should be responsible for decisions about how and for which purpose health data is used. 
It should collect the data from the individual data sharing bodies and grant one permit for all, notably 
when it comes to multi-centered research at European level (e.g. COVID-19), to save time and costs. 
The data surveillance body should include a governance structure with the participation of all relevant 
stakeholders that decides if a certain project is in the public interest (with power of veto for the non-
profit health insurance organizations). It should oversee the policy framework and provide legal advice 
for health insurance funds and health mutuals as well as other organizations which enter data 
agreements. There should be clear rules concerning liability, cases of abuse/misuse of data, 
independent audits as well as penalties. 

 Transparency by listing all health data partnerships in a central register  
Information about all cross-border health data partnerships of health data hubs, health insurance funds 
and health mutuals should be made available on a central register, which is part of the data surveillance 
body, to ensure publics’ trust in sharing data. Short summaries on the partnerships’ purpose, the data 
involved and how decisions have been made about them should accompany the respective partnership. 
A central register would also reduce the risk of creating an internal market for data partnerships, making 
it harder to get a fair deal that benefits the wider health system.26 The data surveillance body should 
offer free operational advice and guidance in order to help organizations get the fairest health data 
partnerships possible, taking into account that public interest and benefit goes beyond financial 
returns.27 It should also determine specific topics to be followed. Therefore, health indicators should be 
constructed, which allow policy makers to take actions. The European Research agenda28 should also be 
considered. 

 Need for clear rules to guarantee the quality of data  

Clear rules need to guarantee the quality of data. This also needs to be addressed in Member States 
before exchanging health data in the European Health Data Space can occur: 

o Data registration: Need to use international standards of clinical, epidemiological, and 
sociological information. 

o Uniform way of coding is necessary (the pandemic has shown the difficulty of exchanging 
information, when the information is not completely the same; for instance the use of ICD10 
but also of Orpha codes for rare diseases in Belgium or such as SNOMED and HL7 / FHIR in the 
Netherlands). 

o Need to create awareness with doctors and medical personnel to adhere to quality data 
registration. This requires more and continued attention to data registration in the curriculum 
and their career.  

 
25 Articles 51, 68 GDPR. 
26 The foundations of fairness for NHS health data sharing, 12 March 2020, https://www.adalovelaceinstitute.org/the-
foundations-of-fairness-for-nhs-health-data-sharing/. 
27 Idem.  
28 Communication on a renewed European Agenda for Research and Innovation - Europe's chance to shape its 
futureEuropean Research (COM(2018) 306 final),  https://ec.europa.eu/info/publications/renewed-european-agenda-
research-and-innovation-europes-chance-shape-its-future en 
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o Need for clear rules on the way the data is kept and managed. Importance of safely storing, 
classifying, clustering and then sharing of data  

 Motivating health data partners  

A strategy and criteria should be developed on how to motivate reliable “health data partners” to share 
their data and spend the required time and effort for putting quality data at the disposal of other 
partners. The sharing of quality data must be an objective for the partners involved, for example for 
mutual societies and health insurance funds. The “FAIR Guiding Principles for scientific data 
management and stewardship” can be used (findability, accessibility, interoperability, and reusability). 
Financial means must be provided to enable this work. The added value must be clear before sharing. 

 Sharing of the least complex datasets and combinations to ensure the personal privacy 

Efforts should be made to ensure that the least complex datasets and dataset combinations are used 
for specific projects as foreseen by the principle of data minimization in the GDP). Appropriate technical 
and organisational measures should be implemented to avoid re-identification of patients. Sufficient 
sample sizes should be used to avoid identification of patients (through combination of information of 
multiple databases). It should be forbidden to link the data with other (commercial) databases that are 
not as secure and anonymised. 

 Enable public participation 
People believe that the public should be involved in decisions about how health data is used.29 Much of 
data-driven technology in healthcare will rely on using data that originates from people’s health records 
and their interactions, so they naturally have an interest in how it is used. Patient involvement should 
not hinder positive developments because of an overly complex or bureaucratic system. Patients should 
be involved in the so-called grey area/mid-range use cases, for which there will be a diversity of views 
and perspectives.30 It should be possible for patients to opt-out from the use of their health data. No 
health data sharing without the permission of the patient/citizen should be allowed. 
 

 Investing in digital health literacy is a prerequisite for the European Health Data Space 

An EU Joint Action on Digital Health Literacy should invest in and promote the equal development of a 
basic understanding of digital health literacy and skills (e-health, m-health literacy) in the member states 
for the public at large to empower the citizen in healthcare and the citizen’s knowledge on their health 
data.  

Digital health literacy and skills should be promoted in the formation for healthcare professionals and a 
point of attention in (continued) education. Researchers and academics should be aware of the legal 
framework that applies to the digital exchange of health data. 

The EU could increase attention for measuring and monitoring the level of health literacy (via population 
survey) by including it as an indicator in the social scoreboard. 

The ambitious target in the European Pillar of Social Rights Action plan to attain basic digital skills by 
2030 for 80% of those aged 16-74 as a precondition for inclusion and participation in the labour market 
and society in a digitally transformed Europe, should be extended to digital health literacy, not leaving 
the most vulnerable (and older) citizens behind.  

 
29 The foundations of fairness for NHS health data sharing, 12 March 2020, https://www.adalovelaceinstitute.org/the-
foundations-of-fairness-for-nhs-health-data-sharing/. 
30 Idem.  
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The data surveillance body as a supervisory authority on the use of health data has a role to ensure 
protection of general interest by guaranteeing these research questions and resulting data are rendered 
public on transparent and objective rules.  

 Private commercial sector must give a quid pro quo for the use of data and must be transparent 

While access to a large data pool is being created for the private commercial sector, it must be ensured 
that the “innovations” of this sector meet the urgent needs of the health sector. This could be reached, 
for example, by requesting a quid pro quo from the commercial sector and/or that use of the data is 
made transparent. 

• Development of standard contracts/templates and guidance 

The data surveillance body should develop standard contracts and guidance. It should provide tools and 
products including good practice guidance and examples, standard contracts, and methods for assessing 
the value of different partnership models. When the private sector is concerned, a template must be 
developed to assess the use of data. The data surveillance body should have the authority to conduct 
audits on the application of the contract. 

 Understanding the landscape 
The data surveillance body should build relationships and credibility with the research and industry 
community, regulators, health insurance funds and health mutuals as well as patient organizations.  The 
data surveillance body should build relationships and credibility with the research and industry 
community, regulators, health insurance funds and mutuals and patient organizations. That is necessary 
to understand the demand for specific health data that is used for public health, or private purposes, to 
explore new data sources and to promote the use of available data. New Data sources need to be 
explored and the use of available data needs to be promoted. It should identify and communicate 
opportunities for agreements that support data-driven research.   
 

 Data from private insurance funds and private hospitals for the general view of health status 

For the sake of completeness, it would be important to also include the private health sector, especially 
private insurance funds and private hospitals or data of mobile health apps, in this data sharing exercise 
to combine the data to the public health sector and as a consequence get a general view of status of 
health. AIM health insurance funds and health mutuals would be ready for collaboration in this matter.  

 

         Brussels, 19 April 2021 
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