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European Commission department

Regulation regarding information society - “digital agenda”
Co-funding of cost of research projects: 1,5 bn € per year

> 7000 beneficiaries, >2000 projects

Financial audits - 200 per year (80% outsourced)




@LAF

OLAF

© European Commission anti-fraud Office

© Performs administrative investigations into facts affecting the
financial interests of the European Institutions and contributes to
their protection.

° Part of the European Institutions from a statutory point of view but
operationally independent.

© Obligation to report to the judicial authorities facts of a criminal
nature identified in the course of its investigations.

© Support to judicial authorities as well as to DGs” anti-fraud policy is
on the rise.



Control environment
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Materiality: 2% residual error rate
“Zero” tolerance for fraud
Reliance on ex-post controls

Trust-based, cut red tape
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Audit strateqgy

© Assurance audits (50%)
' Representative error rate via statistical sample (MUS)
© Corrective action via the main beneficiaries (TOP200)

© Risk-based audits (50%)

° Detecting irregularities
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Assurance audits -> error 4%

o 36% results in recoveries

7 Detected error rate 4%

1 Residual error rate 2%

@® Positive <2% ® >2%
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Risk-based audits
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Detection and correction of intentional overclaims
Aims to be highly selective and effective
Special procedures for data-gathering, risk-assessment and auditing

Strong cooperation with OLAF




Cooperation with OLAF

Cooperation

Earlier detection - correction
Better investigations

Prevention - dissuasion

Methods Tools



Multiple claims




Multiple claims




Charge as subcontracting
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ISA 240

© Auditor’s responsibility to consider fraud in financial statements
° Distinguishes fraud from error

° Professional skepticism - fraud may exist

© Assess the risk before the field work - brainstorming is required

© Audit procedures linked to identified fraud risks

ciety and Media

© Obtain written representations from management
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ISA 315 - 330
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Understanding the entity and its environment
Assessing the risks of material misstatement
Assessing the controls

Design audit programme in line with the risk

Detect contradictions or misrepresentation

ciety and Media
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Initial Desk
Review

Potential Risks

Essential Data
Gathering

Anomalies

Onsite Audit

Standard Audit
Procedures

Anomalies

: Anomalies:

X Financial Capacity?
i+ Operational Capacity?
: Misrepresentation?

Full Desk
Review

Full Data Gathering

Specific Identified
Risks

Onsite Audit

Specific Audit
Procedures

L Full participation history
D Credit report
Personnel

s All staff on any project
) Expertise for all projects

: Organisation:

Unable to do the work (financial)
Unable to do the work (operational)
Able but did not do the work

: Personnel

Unable to do the work (skills & experience)
Able but did not do the work
Did the work but costs ineligible or inflated



® Collect all data from internal and open sources
®Structure data
® Assess inconsistencies and misrepresentation

® Assess which type of risk to expect
® [dentify linked beneficiaries

® Timing - advance warning

® Audit programme adapted to the risk
® Involvement of PO?

® Involvement of other fund sources?

® Implement specific audit programme
® Adapt if necessary
®Safeguard evidence

® Additional data needed?
® Consult with PO?

® Subsequent audits needed?
® Inform OLAF?

® Document accurately and in a self-explanatory way
® Consult with lawyers?
® Administrative action needed (EWS, termination)?



Digital Agenda

Internal data sources

Project-related

*Contracts, cost statements, reports
‘Fund streams

*Emails, letters

*Deliverables

Coordinates

*Address, company information, contact, telecommunication

Other

‘Involvement of experts as evaluator or reviewer
*Fund streams from other DGs




Make Internal data
searchable

© Mainframe -> indexed hard disk (unstructured)

v All letters and emails

v All deliverables

1 Dataware house -> Pluto
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Risks at beneficiary level

Traditional risks :

*Elegibility of costs
*Multiple claims
*‘Plagiarism

Additional, inherent, risks may exist at beneficiary level:
*Conflicts of interest

* Related entities

*« Side » agreements



@LAF

Use all data available

More data is available in the Commission’s systems, but not used.

Unused
‘ data

This data concerns the beneficiaries themselves:

Used data

* Means of contact (phone, fax, email address, website address,...)
* Locations (contractor’s address)
*Persons (contact persons, staff assigned to project, managers,...)



@LAF

Use of all available data

Enrichment of data may reveal:

* Previously unidentified links between persons and/or
organisations.

Check of data may reveal:
* Lack of operational or financial capacity of the beneficiary
* Misrepresentation of the staff declared to the project,

* Misrepresentation of the nature of the participant (lawyer’s
practice instead of a research institute,...)



http://www.google.be/imgres?imgurl=http://www.hollywoodgothique.com/wp-content/uploads/disney_pinocchio_08.jpg&imgrefurl=http://www.lifeofabusywife.com/2009_03_01_archive.html&usg=__DEWlUPEESTT_IgPIWoODk090uDY=&h=213&w=298&sz=48&hl=fr&start=127&zoom=1&um=1&itbs=1&tbnid=VV0wcfayurUoKM:&tbnh=83&tbnw=116&prev=/images?q=pinocchio&start=120&um=1&hl=fr&sa=N&ndsp=20&tbs=isch:1&ei=3t9jTejZK4ufOsH3uK4J

SLIDE PROCESSED TO PROTECT THE CONFIDENTIAL
INFORMATION DISCLOSED IN THE ORIGINAL PRESENTATION

Pluto example (1)

6 companies
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Initial Picture: 6 companies




SLIDE PROCESSED TO PROTECT THE CONFIDENTIAL
INFORMATION DISCLOSED IN THE ORIGINAL PRESENTATION

Pluto example (2)
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SLIDE PROCESSED TO PROTECT THE CONFIDENTIAL
INFORMATION DISCLOSED IN THE ORIGINAL PRESENTATION

Pluto example (3)
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Additional data on means of communication




SLIDE PROCESSED TO PROTECT THE CONFIDENTIAL
INFORMATION DISCLOSED IN THE ORIGINAL PRESENTATION

Pluto example (4)
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Additional data on Contact persons




SLIDE PROCESSED TO PROTECT THE CONFIDENTIAL
INFORMATION DISCLOSED IN THE ORIGINAL PRESENTATION

Pluto example

-,
e ——
- R
- — '--\.
- - ..
- - ] .,
P i =
- -
L = 3 | 1"‘. .

i.‘:n _-pﬁ-l-'—-'_:—'--—m e aa il
=

— R

-
~.
\I"‘l.
Sy
b
a8 b o
= o/l
— T
N
I C
i
AP b e — = e \\
"'T'-'I'w'rm"l'q'l'l_"\"'"‘ﬁl'"""l’qr’r"lﬂl—‘ﬂF”ﬂr-‘-ﬂ"‘l".'ﬂ"r \|
[N !
i L LY
"5 TN E A ST RN RS T TN F TG TR T B OFTT T TR e e P . - "-'l"lrI:'Ir
ey r:" n -fﬂ_-'
L -
"c,‘ L e L e e e e ]
LS }... F e -
— - T . — e s ol b d—
L3 " =" Bl e = r—" T [ e E—
B T 5
« -
& =

Y s - N

1 " - . :

o - Vg, ;

e . L%
= & [FY W NPT P - S A -} = I 1\.
AZLD CLATID WME TV FREDA DD LIT ETWEC O
Bradp
FESFEINN
L

~

R e N

L
¢ R B T T RN LT TR RS W e TR A —

B LA o pii B LN LWLt 4
CEie IPQNMATIGNE

Tty
R b i.l.'lﬂi

[ i —

Enrichment with more companies linked to Contact persons




SLIDE PROCESSED TO PROTECT THE CONFIDENTIAL
INFORMATION DISCLOSED IN THE ORIGINAL PRESENTATION

Pluto example
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- 36 projects and 12 companies organised in a network

Real Situation




Data Gathering: Open

Sources

People Companies Communications

Da
Ixquick Ixquick Google, Bing
Google, Bing Google, Bing Infobel
Google Scholar Company registries Ixquick
LinkedIn, Zoominfo Google Maps, Streetview Domaintools
123People, Yasni, PIPL www.robtex.com/dns/
EntityCube Wayback Machine
Google Magic Wheel, Timeline Blekko




Initial Desk
Review

Potential Risks

Essential Data
Gathering

Anomalies

Onsite Audit

Standard Audit
Procedures

Anomalies

: Anomalies:

X Financial Capacity?
i+ Operational Capacity?
: Misrepresentation?

Full Desk
Review

Full Data Gathering

Specific Identified
Risks

Onsite Audit

Specific Audit
Procedures

L Full participation history
D Credit report
Personnel

s All staff on any project
) Expertise for all projects

: Organisation:

Unable to do the work (financial)
Unable to do the work (operational)
Able but did not do the work

: Personnel

Unable to do the work (skills & experience)
Able but did not do the work
Did the work but costs ineligible or inflated



Check bank statements for undeclared project -
related receipt

Check clients ledger for undeclared project related
receipt

Organisation %

Check general ledger for undeclared project
related receipt

Cannot (financial) P Find other income sources

Interview the individual (s) whose costs have been
claimed by the beneficiary

Cannot (operational )

Get all commercial agreements related to project
work

Can do / have not

NI

Detailed Data Gathering Get written confirmation from beneficiary that all

project work related commercial agreements have

BT

been supplied to you .

* Staff .

Have not done

Have done, costs inflated

Have done, costs not
eligible

L]
L]



Traditional approach




Adaptive approach




50%

© 91% Result in recoveries

© Very high error rate

1 Detection of fraud

@ Positive ® <2% ® >2%
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Challenges

- Selective controls
© Manage exceptions well

© Trust and control are not mutually exclusive

ciety and Media
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Selectiveness

Detect/Correct/Preve
nt

Facilitate
Simplity

Trust




http:/ /www.intosaijournal.org/technicalarticles/technicaljuly2010a.html
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