Draft guidelines on Whistleblowing, 3 May

1. INTRODUCTION
1.1. General

The existence of procedures for raising concerns about fraud, corruption or other serious
wrongdoing is relevant for all responsible organisations and to the people who work there.
While good internal control systems can reduce the probability of something going seriously
wrong, this risk can never be reduced to zero. Where this risk materialises, the first people to
realise or suspect the problem will often be those who work in or with the organisation. Yet
unless the culture is one where employees believe that it is safe and accepted to raise such a
concern, the risk is that people will stay silent. This denies the organisation an important
opportunity to detect and investigate the concern, to take any appropriate action and to protect

its assets, integrity and reputation. @Zg 9
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The most effective way to %ﬁ:gﬁde staff to report concerns internally is to provide/clearly a,.) (T\(:c,uv
defined reporting channelsjas agSafe and accepted roufegythrough which staff may raise eo&‘
o cwmﬁﬁéaﬁon as an option of Iast resort.
Y
&)J’( iewed in this way, having whistleblowing procedures in place is simply a question of good
management and a means of putting into practice the principle of accountability. They

g‘:&? contribute to improving the diligence, integrity and responsibility of an organisation.
7
O

It is against this background that rules on whistleblowing were adopted and included in the

| “_pj‘} Staff Regulations (articles 22a and 22b) in 2004. , : W
A *  \While these rules have already triggered a number of significant investigations by the

(VS
lEuropean Anti-Fraud Office (OLAF), the Commission 1s aware that staff may be reticent 0\ne t\mD 2
make il s of the whistleblowing procedure, because of a fear of negative repercussions on J -
their reputation or carcer. The Commission therefore considers it necessary to ensure that 03(@5 '@
members of staff who report Seriouicrongdoing%in good faith are afforded the utmost W\

confidentiality and greatest degree of protection against any retaliation or reprisals as a result
rele radpedi o

Furthermore, as whistleblowing arrangements are widely recognised as an important tool to
detect fraud, corruption and serious irregularities, it is important that staff fully understand the
types of situations fﬁﬁé?mto "blow the whistle" applies, and to whom they

DL should address their concerns. Providing guidance on this issue is part of the Commission's
overall ethics policy, which aims infer aliq at clarifyng the rules regarding professional ethics
in the Commission'.

of their whistleblowing.

Accordingly, the Commission has issued the following guidelines, in agreement with OLAF.

! gee Communication from Vice-President Kallas to the Commission on enhancing the environment for
professional ethics in the Commission, SEC(2008)301 final, and the Practical Guide to Staff Ethics and Conduct,
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Accordingly, not every disclosure of any type of information qualifies as whistleblowing in
the sense of these rules. For example, the rules are not intended to apply to the reporting of
the following types of information:

¢ Information already in the public domain (for example: newspaper articles, publicly
available audits);

o Unsubstantiated rumours and hearsay;
¢ Matters of a trivial nature;

» Disagreements over legitimate policy;

N’{:\j prechngla }mpaf -
f o Information not linked to the performance of one's duties;
, Y informet-on?

¢ Information discovered a long time before the date of disclosure.
Neither do the rules apply to information for which specific procedures are available to staff:

» Personnel issues where staff have a personal interest in the outcome. In these cases,
staff may wish to exercise their statutory rights, for example by lodging a request or
complaint with DG HR under Article 90 of the Staff Regulations®;

e Harassment claims and personal disagreements or conflicts with colleagues or
hierarchy. In appropriate cases, staff may w1sh to address themselves to their Human
Resources Unit, to the Mediation Service®, to HR.B.5 (Equal opportunities and
working conditions) or to a confidential ccunsellor , or to lodge a request for
assistance with DG HR under Article 24 of the Staff Regulations?.

Nor do the rules apply to disclosures that cannot be considered as reasonable or honest, such
as: : '

* Abusive disclosures (repeated disclosures aimed at paralysing a sefvice);

* Malicious, frivolous or potentially defamatory disclosures (i.e. false or unverifiable
accusations with the aim of harming another person's integrity or reputation).

"Good faith" can be taken to mean the melief in the veracity of the reported facts,] is Thas
i.e. the fact that the member of staff reasonably and honestly believes the transmitted

information to be true. Good faith is presumed unless and until proven otherwise. A fina oA

S&Ajﬁéﬁ a

3 http://myintracomm.ec.europa.ewhr_admin/en/appeals/Pages/index aspx
* hitpy/fmyintracomm.ec.europa.ew/serv/en/mediation/Pages/index.aspx rciw e
*hitp://myintracomm.ec.europa.ewhr_admin/en/equal_opporfunities/respectful_working/harassement/employee

Pages/contacts.aspx
® hitp://myintracomm.ec.europa.en/hr_admin/en/appeals/Pages/assistance.aspx
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Under this Article, if neither the Commission nor OLAF has taken appropriate action within a
reasonable period, the staff member who reported the wrongdoing has the right to bring his or
her concerns to the atfention of the President of either the Council, the Parliament or the Court
of Auditors, or to the Ombudsman. In this case, the whistleblower protection continues to

apply.

However, the duties of discretion and of loyalty imply that this is an option of last resort,
justifiable only if the official concerned honestly and reasonably believes that the information
disclosed, and any allegation contained in it, are substantially true and if s/he has allowed the
Commission or OLAF a reasonable period of time to take the appropriate action.

The Commission generally receives and handles large quantities of confidential information,
much of it highly sensitive and some of it of great commercial value, The Commission is
under the obligation to ensure that this confidentiality is maintained and Commission staff
members are therefore necessarily subjected to a duty of discretion.

Under the present rules and arrangements, the possibility of external disclosure is therefore
limited to other EU institutions, which are clearly able to hold the Commission to account
because of their institutional role, but are also themselves subjected to the duty of discretion.

This means of external disclosure therefore strikes an effective balance between the public.

interests of confidentiality and loyalty and those of transparency and accountability.

It is up to the staff member to choose the most appropriate channel for reporting the serious
irregularities that they must disclose. However, if a matter is reported to a Commission
service that is not competent to deal with it, it is up to that service to transmit, in the strictest
confidence, the relevant information and documents to the competent service and to inform
the member of staff accordingly.

3. - PROTECTION FOR WHISTLEBLOWERS

Any staff member who reports a serious irregularity, provided that this is done in good faith
and in compliance with the provisions of these guidelines, shall be protected against any acts
of retaliation.

it should be noted that staff members will not be expected to prove that the wrongdoing is
occurring, nor will they lose protection simply because their concern turned out to be
unfounded, provided that they could not have been expected to realise that.

The protection continues to apply in cases of external disclosures, provided that the staff
member honestly and reasonably believes that the information and any allegation in it are
substantially true. In this context, account will be taken of any information the staff member
has had from the Commission and from OLAF following the initial internal reporting.

The following specific protective measures apply:
Confidentiality of identity

The protection of a person reporting a serious irregularity in good faith shall be guaranteed
first of all by the fact that their identity will be treated in confidence. This means that their
name will not be revealed to the person(s) potentially implicated in the alleged wrongdoing,
or to any other person without a strict need to know, unless the whistleblower personally

EN
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information i .'n ivolous, malicious and unreliable than information coming from L

known sources, and anonymity deprives the investigative services from the possibility of w_ (\_C.’(\
asking the source for clarification or more information.

For these reasons, anonymous reporting is not encouraged.’’ fo NE/}"?QR '

Penalties for those taking retaliatory action

No members of staff or managers of the Commission may use their position to prevent other
members of staff from complying with their obligation to repo.

Any form of retaliation undertaken by a staff member against any person for reporting a

serious irregularity in good faith is prohibited. In such cases, disciplinary measures will
normally be taken.

Where members of staff consider that they have been the victim of retaliation as a result of the
disclosure of %ﬁnous itregularityy they shall be entitled to ask for assistance from the
Commission under Article 24 of the Staff Regulations and to request that protect:ve measures
be adopted. Such requests should be addressed to DG HR. i

Limits

As explained above, the whistleblowing provisions are concerned with disclosure of
information pointing to fraud, corruption and other comparable serious wrongdoings. They
are not intended to be used as substitutes for grievance procedures where staff have some
personal interest in - or seek to dictate - the outcome. They are also inappropriate for dealing

with disagreements over legitimate policies. Their purpose is to allow the staff member to
raise a concern abou a that those in charge may look into it.

It should be noted that, even if there is substance to the information itself, the protection may .
be lost if the staff member makes unwarranted or damaging allegations that s/he cannot show b
to be honest or reasonable. The effect of this is that wherever a staff member is contemplating %C@\
a disclosure in the sense of these guidelines, it is advisable to let the facts speak for

themselves. @M OQJ\QQ ?

Similatly, if the staff member makes the disclosure for purposes of private gain — for instance M
by selling the information to external parties — he or she will forfeit this protection as that 4 =
would not be a legitimate disclosure in the sense of the whistleblowing rules. M

o —

Finally, if the staff member is him- or herself implicated in the serious irregularities an
decides to come forward and report these irregularities, this fact may consti
circumstance in any ensuing disciplinary proceedings, but it is not & qualifying disclo

the sense of this policy and does not provide him or her with/Tull protection against \t \37 \0

disciplinary consequences on the basis of the whistleblowing rules. (\_9)&
BN e ‘\Ciy M)CS\ %@@“é
S A O\kS

! As potential whistleblowers may hesitate to come forward with their identity for fear of retaliatory action, the é’@_@/
OLAF Frand Notification System offers the facility to enter into an initial dialogue with specialised staff before a e

person decides to come forward and make use of the whistleblowing procedures, W
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In addition, the web-based Fraud Notification System of OLAF gives potential
whistleblowers who hesitate to come forward the opportunity to enter into a dialogue with
OLAF investigators, which allow these staff members to verify whether the information in
their possession fall within the remit of OLAF.

In case of doubt, staff are encouraged to seek the guidance offered to them when
contemplating a disclosure under the whistleblowing rules.

6. ROLE OF MANAGEMENT

The duty on managers to notify OLAF of information received on the basis of the
whistleblowing rules does not of itself discharge them from their own responsibilities to
tackle the wrongdoing.

Managers will therefore have fo reflect on whether the evidence provided reveals
shortcomings that could be redressed or requires other measurcs in addition to the
transmission of the information to OLAF. In particular, if following such information it
occurs that a procedural or organisational change could prevent the risk of serious
professional wrongdoing¥ in the future, such measures should be considered and, where
appropriate, taken as soon as possible. Care should be taken that any such measure does not
harm any future OLAF investigation into the reported facts. In case of doubt, managers are
therefore advised to consult OLAF before taking any such measures.

7. COMMUNICATION AND AWARENESS-RAISING

In order to increase the awareness of the whistleblowing arrangements amongst staff, these
guidelines will be given adequate publicity through the internal communication channels in
the Commission and will be included in the course material of the Commission's courses and
trainings on ethics and integrity. ' -

8. REVISION

The practical application and effectiveness of these whistleblowing guidelines will be
evaluated at the end of a period of three years following their adoption. In light of the results
of this evaluation, these guidelines may be revised as appropriate.
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