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Using ARES in JRC

A

The basis of document management in the EC

Getting started

Working together: User Delegation vs Virtual Entity
Managing files

Managing documents

Circulating documents: Tasks and e-Signatories
AresLook and External Transmission

Securing documents
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Objectives of the day
e Develop ARES skills

| LEARN BY:
DOING

e Learning by doing... “')

e Enjoy document management...

e Questions and Answers

e ...keeping the focus...

“ JRC Integrated Management System
®, JRC Document & Records Management Policy

Author:
JRC CAD Ispra (JRC.C.3)
,DMO (JRC.B.1)

P Gifice Outlook
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The Basis — E-Domec and HAN

e E-Domec: What it is? Why?
e |nternal Control Standard (ICS) 11
e HAN....
 ARES: the electronic register of documents

e NomCom: the electronic filing plan
e HERMES: The central repository of the documents

Author:
JRECADIEalIRCCO) Versi::;eéet/tgiﬁioasevised
[, DMO (JRC.B.1) ’ :
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The Basis The JRC Documents and Files

Lifecycle in 3 Stages

Manage &
Organize

renoaddy
® MO|H XIOM

Create &
Capture

Distribute Dispose or

& Access Transfer to
- Historical Archives

Interme- Historical

diate
Current Records S Records

JRC Integrated Management System ) Y Date: 04/03/2015

li JRC CAD lspra (IRC.C.3) Version 9.2 - Status: Revised
JRC Document & Records Management Policy [, DMO (JRC.B.1)
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At DG DECISION, in the Referendum Unit,
they know how to persuade their users...

Referendum Room

Do you find ARES
a fantastic tool?

a9
o
SN

JRC Integrated Management System
JRC Document & Records Management Policy

> A problem?

@&"
ARY

—

Iy o
L1}
()
1
© Vincent H.
Joint Author:
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Getting started...

e Get to know your (connected) neighbours

e J:\Public\Training\ARES
e http://www.cc.cec/Ares
e The ARES menu

e Setting my preferences

e Language
e Start page
 File options

“ JRC Integrated Management System (T
) JRC CAD Ispra (JRC.C.3)
®, JRC Document & Records Management Policy [, DMO (JRC.B.1)

Date: 04/03/2015
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ARE S Il Go to NomCom ‘

Advanced Records System

. JANKOWSKA Malgorzata (malgoja)

News o Help * Preferences En »

Advanced
Search

Search criteria -

DOCUMENT

/M E-signatories

f Assignments 04
i Get started by creating a new
E5 Received docs 01 document
° Recent 5 Create a new document, have your
S = : colleagues approve it and send it
Delegations to registe € gio E JC ] e automatically to recipierits
for electronic doc 5
FIEE
: . . . + Create document
W ravourites It provides security, electronic workflows and full text search.

ﬂ My service
h Filing plan

E-SIGNATORY ASSIGNMENT RECEIVED DOCUMENTS

FOLLOW-UP

2

Lo Sent tasks N N ? N

E Deadlines 04 0 1
TASKS NEW TASKS TOTAL NEW DOCUMENT T L

" Ext. transmissions

@ Reports

ADMINISTRATION e

Docs locked by me i
Distribution lists

Workflow lists

e Lo
JRC Integrated M t Syst s Author: _
n egra e anagEmen yS em Research JRC CAD Ispra (JRC.C.3) Date: 04/03/2015
L JRC Document & Records Management Policy CEniee "DMO (RC.B.1) Version 9.2 - Status: Revised
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Getting started... NOTIS

Main

User Delegation Task Delegation

NOTIS Alert Options

NOTIS

Summary Report |Tw0 notifications per day
Task Notification Include delegations ]
Document Notification Include delegations O
Deadline Report day(s) before deadline

You can define other preferences
directly in Notis.

L Ares
[l Delegated to Me

A

[ Detegated to Others
@ Trash B

o

(ulpof ate Notilicat on S,:"‘S'ttl‘ﬂ

Delegation Subject
New Document - jrc.c.3(2014)796469
New Task - jrc.€.3(2014)796489

Daily Summary Report

Your NOTIS preferences

Mark as read

== 0} >
period:
Language: English «
Filter: All -
prisnyy, ——
Inbox -
&l Task  Executed by
17/03/14 09:00 O
1703140857 [ Date i

17/0314 08:27

Messages 1-3 of 3

9
B ©

Customize...

link | X
The EEAS staff located in the KO buildings will have to connect to ARES by using the

1710312014

Vwmi new document:
Title

Sensitivty level
Marking information
Commeni(s)
Attachment(s)

Remark the hyperiinks work only from the C:

subject:  New Document - rc.c 3(2014)706489

mDoemm its

TESTHNN

JANKOWSKA Malgorzata
JANKOWSKA MalgorzatatRC.C.3)
JC.€3(2014)796489
Ares(2014)752829

171032014

171032014

HNormal

TESTTTTIT.docx

network If you want to

lesta euAre

Ares via the Internet or the scientific network (JRC), use the following:

Descending ~

Smies Notis & Mail -~

Mips Notis & Mail -

-

Ares Notis & Mail

JRC Integrated Management System
JRC Document & Records Management Policy

Joint
Research

Centre

Author:
JRC CAD Ispra (JRC.C.3)
[, DMO (JRC.B.1)
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Working together

e User Delegation

Temporary delegation of one's responsibility and role
in the organisation

* Virtual entities
Working in team

“ JRC Integrated Management System
®, JRC Document & Records Management Policy

Author:
JRECADIEalIRCCO) Versic?:tfée.z?z‘s/toa\?t’t/éoasevised
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Working together: User Delegation

Main

p—

— :
User Delegation >Task Delegation NOTIS

| User Delegation

[ | @ From®* To*

access to
documents with
Markings

Allow or forbid
access to
documents Restreint
UE

Allow or forbid |
cascade delegation Thiz delegate has the following permissiq,-

[] 1s allowed to delegate in cascade "-"

Access to sensitive data
Allow or forbid -

L May hawve access to documents with a level of sensitivity "Handling restriction”
L May hawve access to documents with a level of sensitivity "RESTREINT U

May hawve access to documents received as "Person Concernes

Time limitation

=0 I
May only have access to documents with creation dates superior or equal to 04/11/2008 55

[ Ok ][ Cancel J h

|
i| 11T ] l|
Joint Author:
“ JRC Integrated Management System . ?5,‘;;’;"“ JRC.CAD Ispra (IRC.C.3)
[S JRC Document & Records Management Policy ,DMO (JRC.B.1)

A

Allow or forbid
access to
documents “Person
Concerned”

Insert a date limit
for access to the
documents (up to 3
months before the
date of assignment
to your current job)

Date: 04/03/2015
Version 9.2 - Status: Revised
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Working together: Virtual Entities

functional mailbox in Outlook).

Virtual Entities are created by CAD or DMO upon reqguest
from VE leader.

e Assigning tasks to a Virtual Entity avoids blocks in the
workflow because several people can complete the tasks
(business continuity!).

e |f a user delegates his tasks to a Virtual Entity all users who
are part of the Virtual Entity can access and complete them.

It doesn’t make any sense to use a VE to sign (SIGN) or
validate (VISA) a document.

! To see or finish a task assigned to a virtual entity, users MUST CHANGE ROLE and work
as the virtual entity.

Joint .
“ JRC Integrated Management System Sl e CAD’*lls‘:;:'r('J - Date: 04/03/2015
#, ' JRCDocument & Records Management Policy cenie "DMO (JRC.8.1) Vieelizm 2= SERES (Revbe:




Working together

Exercise 1
e Edit your preferences

e Delegate your role to your neighbour
 Look at the roles delegated to you

e Changerole

e Remove delegation to your neighbour

e \Watch out...

DOING &,
READING O

e User delegation allows you to see documents received up

to three months in the past

“ JRC Integrated Management System
®, JRC Document & Records Management Policy

Date: 04/03/2015

JRECADIEalIRCCO) Version 9.2 - Status: Revised
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Working together

Questions on User Delegation and/or Virtual Entities ?

“ JRC Integrated Management System
L JRC Document & Records Management Policy

Author:
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Managing my files

Searching my files...

Through the filing plan
Through the file search
Through your favourite files

European

Commission
_—

=] é Lead Department:

File code:
Specific code:
Status:

Desk officer:

@\ @

tjreb.1

2014-AC0526 Kk
JRC.2014/DOMA.TRALIPR.19032014
ACTIVE

DEJAIFFE Luc

m
[:10:]

Heading name
Specific code

@

Decimalization:

: JRC DRMP - Training & Workshops
: JRC.2014/DOMA.TRAI

File Editors
File Users

File Readers:

: nc_jrc_he, nc_jrc_fc
: dejallc, jre.b.5, malgoja
jre

Category code

Category name

DUA:
Post-ARP action:

112,124

. General administrative support
" management

i
EL

Post-THA action:

C03.2014/DOMA. CORR CAD IPR 14

C03.2014/DOMA.ISM.CORR.C03.2014

10,02.05.53.010.030 -ups - ISM (DM&FU.50)

C03.2014/DM&FU.TOT ANNUL/WF

Favourites Search Filing plan
| Group by heading decimalisation v || Sort by file title v | M Export |
|
B & (10.02.05.53.010.030) JRC DRMP - Training & Workshops (JRC.2014/DOMA.TRAT)
B @ © [A] My ARES training file - Ispra 02/04/2014  JRC.2014/DOMA.TRALIPR.02042014 2014-AC7746
The file does not contain sub-files
@  [A] My ARES training file - Tspra 19/03/2014  IRC.2014/DOMA.TRALIPR. 19032014 2014-AC0526 Actions ¥

1 View content

%2 Remove from favourites
E‘& Add an existing document
“, Add a new document

l-!_l'()pen this file in NomCom

...and check access rights, i.e. the visibility of the files content!

A

“ JRC Integrated Management System
[ JRC Document & Records Management Policy

Joint
Research

Centre

Author:

JRC CAD Ispra (JRC.C.3)
[, DMO (JRC.B.1)

Date: 04/03/2015
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Managing my files

Exercise 2
e Search for afile....

e Search for today's training file

e Tag it as a favourite....

[File Specific code: JRC.year/DOMA.TRAI.xxx.ddmmyyyy
[File Title: My ARES training file — [Place] — [Date]

“ JRC Integrated Management System
[

a JRC Document & Records Management Policy

DOING%

READING O

Date: 04/03/2015

dRECADlpral IREES) Version 9.2 - Status: Revised

[, DMO (JRC.B.1)
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Managing my files

Questions on managing file ?

Joint Author: )
Wy rcntegrated Managementsystem e e caplsra U3 N Side 18
. JRC Document & Records Management Policy [, DMO (JRC.B.1) : :
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Managing my documents

Exercise 3

e \Watch out...

e Mail type (internal, incoming, outgoing, note for the file)

e Imported document(s)
e Document date versus sent date
e Title

e Sender(s)

e Recipient(s): Internal versus External Entities!!

e "Register and Send" it |

“ JRC Integrated Management System Jng?;arch
(3

4 JRCDocument & Records Management Policy CeaiE

DOING &,
READING O

Date: 04/03/2015

JRECADIEalIRCCO) Version 9.2 - Status: Revised

[, DMO (JRC.B.1)

"Create" a new incoming document from your new favourite
file [J:\Public\Training\ARES\REQUEST_FROM_LUXDON.docx]




*  Working docum
* Not approved
* Can be modifiec

e Only the title/st
compulsory

e Saved NOT filed
automatically R
months

“ JRC Integrated Management System
®, JRC Document & Records Management Policy
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Managing my documents: External Entity
Sent by * Reciﬁient(ﬂ *
I/E Name - First Name l Organisation / Service ! tofcc I/E Name - First Name Organisation / Service L
[oal] | ie.DOEJohn Q| Qx| eam] | Q [T.e. BARTALAND SRL Q@

& First search for the entity with different criteria in the list and if not available create it or

use the one with the highest validation level.
PERSON _—
e Last name, First name, email, city, country -
e Last name and city recommended in CAPITAL Rl -
case | ® P R T—

I 1 want to validate the person

e Link to Organisation (where relevant!)

organisation
Name® [Luxpon Lo Ems name i alréady USed Dy another organisation. Please check that this organisation s
ot a duplicate
A 1

Email is not required but strangly advised
Main email

Alternate email

ORGANISATION S =

web

* Name, email, city, country _ .
* Name and city recommended in CAPITAL case e e — I —

No data available in table

71 T want to validate the organisation
I want to validate the selected persons linked to the organisation

save | cancel

Joint .
“ JRC Integrated Management System Sl e CADAl‘S‘:;:r('J - Date: 04/03/2015
» JRC Document & Records Management Policy et "DMO (RC.B.1) Version 9.2 - Status: Revised
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Managing my documents: External Entity

Private person not linked with the organisation (with private email)

Person x
Last name* DOE
First name John
Email is not required but strongly advised
Main email j.doe@gmail.com

Alternate email(s)

city FLORENCE
Couritry Italy [+

Linked organisation

[ EE Acronym: Country: Validation level:

7] 1 want to validate the person

Save Cancel

Private person linked with the organisation (with organisation email)

Person
Last name* DOE
First name John

Email is nat required but strongly advised

Main email 5.5« @5mai|?cnm

Alternate email(s)

City FLORENCE

Country Italy El

Linked organisation

| 1.e.: BARTALAND SRL Acronym: Country: validation level:

IF] 1 want to validate the person

Save Cancel

JRC Integrated Management System ) Y Date: 04/03/2015

JRC CAD Ispra (JRC.C.3)

JRC Document & Records Management Policy CEniee I, DMO (JRC.B.1) Version 9.2 - Status: Revised




Managing my documents

DOING &,
READING O

Exercise 4
Retrieve the registered "Incoming"” document

Watch out...
"Recent" documents

Date: 04/03/2015

JRC Integrated Management System
Version 9.2 - Status: Revised

JRC Document & Records Management Policy

JRC CAD Ispra (JRC.C.3)
[, DMO (JRC.B.1)




Managing my documents

Exercise 5
e Create an "answer" document
e Watch out...
e Metadata are automatically populated
e Filing of the answer document is automatic
e BUT attachment is not automatically imported
e Addin ccthe internal recipient

e So...import the reply document in Word format
[J:\Public\Training\ARES\REPLY_TO LUXDON.docx]

e "Save" the answer document !

“ JRC Integrated Management System
®, JRC Document & Records Management Policy

Author:
JRC CAD Ispra (JRC.C.3)
[, DMO (JRC.B.1)

Date: 04/03/2015
Version 9.2 - Status: Revised
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Managing my documents

Exercise 6
 Checkit OUTto edit it
e Watch out...
e "Docs locked by me" documents
e Save the document (in Word) and close it
e Check it IN and version it
e Watch out...

e Minor vs major version
e \Version label and description

e See current and previous version

Joint Author:
“ JRC Integrated Management System . g:;gm JRC.CAD Ispra (IRC.C.3)
®, JRC Document & Records Management Policy [, DMO (JRC.B.1)

Date: 04/03/2015
Version 9.2 - Status: Revised

DOING &,
READING O




To sum up with files and documents...

o

A

What are the differences between:

Is a saved document already sent to the recipient?
Can | modify a registered document?

JRC Integrated Management System
JRC Document & Records Management Policy

Documents, Files, Records....

Incoming, Outgoing, Internal, Note to the file
Saved document versus registered document
Internal recipient and External Entity

Date: 04/03/2015

JRECADIEalIRCCO) Version 9.2 - Status: Revised
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Managing my documents

Questions on managing documents ?

Joint Author: )
oy rcinegated Managementsysem A e caolor ) T (e Stide 27
[ JRC Document & Records Management Policy [, DMO (JRC.B.1) : :
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Circulating my documents

Assignements Tasks

Non Sequential

CF - Chef de
File / Lead
Department

ASOC -
Associated
Services

INFO - Info CLASS - Filing

E-Signatories Tasks
RED - Writer of

the doc

CONTRIB - For
contribution to

the doc

VISA -
Approval of
the doc

SIGN -

Sequential

Signature of
the doc

EXP - For
"Register and
Send"”

“ JRC Integrated Management System
L JRC Document & Records Management Policy

Author:
JRC CAD Ispra (JRC.C.3)
,DMO (JRC.B.1)

Date: 04/03/2015
Version 9.2 - Status: Revised
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Circulating my documents

Document

e Creator
e Assignment
actors

e Creator and

Who can Assignment

ADD the actors can add
task assignments

Assignements Tasks

e Creator
eSender(s)

e Recipient(s)

e Assignment actors

e All stakeholders
can add
assignments

E-Signatories Tasks

e Creator e Creator
eE-signatory e E-signatory
workflow actors workflow actors

e e-signatory
managers

e Current actor in
e-signatory

JRC Integrated Management System
JRC Document & Records Management Policy

o

A

Joint
Research
Centre

Author:
Date: 04/03/2015
IR GG Version 9.2 - Status: Revised
, DMO (JRC.B.1)
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Circulating my documents: Assighements

L~ —
Document Filing ‘) e-Signatory Link

e |tis possible to withdraw an assignment clicking on the cross on the right

Actors

Add assignments |

Code ¢ | Assignedto @ v Deadline v Assigned by © {  status @

JANKOWSEKA M:

INFO VALLI Angelo (JRC.C.3) JANKOWSKA Malgorzata Launched since 25/08/2014

 Once withdrawn the assignment will appear strike through

Actors

Add assignments My DG : I

~ ~

Code ¢  Assignedto @ v Deadline < Assigned by @ ¢  status © <

"lﬁ pr , 25/08/2014
SaaSh N e e B i A [ s e

= INFE

Comments :
Deleted on 25/08/2014 by JANKOWSKA Malgorzata

K Only the person who assign the task (not more than 5 days) and the DMO can withdraw an
t
Assignment!

Joint .
“ JRC Integrated Management System Sl e CADAIlsJ:::rO - Date: 04/03/2015
» JRC Document & Records Management Policy et "DMO (RC.B.1) Version 9.2 - Status: Revised
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Circulating my documents: Assignments

Exercise 7

e Retrieve your Answer document

e Create an INFO assignment to your neighbour
e Save and launch it

e Check your own assignments

e "Finish" them!

Author:
JRC CAD Ispra (JRC.C.3)
[, DMO (JRC.B.1)

“ JRC Integrated Management System Date: 04/03/2015
#, ' JRCDocument & Records Management Policy pers onZAtatusRevised

DOING &,
READING O




Circulating my documents: My Lists

e Distribution lists (recipients)

e Workflow lists (tasks assighments / e-signatory)

“ JRC Integrated Management System
®, JRC Document & Records Management Policy

Author:
dRECADlpral IREES) VersioD:;e.Zc—MS/tO;u/J?asevised
[, DMO (JRC.B.1) ’ :



Circulating my documents: My Lists

Exercise 8

e Create a "personal"” e-signatory workflow list
With

JRC Integrated Management System
JRC Document & Records Management Policy

DOING &,

ammus%

Template name: "TEMPLATE" + your name
Template type: "PERSONAL"

RED : you

CONTRIB : empty

VISA : empty

SIGN : empty

EXP : your neighbour

Date: 04/03/2015

JRECADIEalIRCCO) Version 9.2 - Status: Revised

[, DMO (JRC.B.1)
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Circulating my documents: E-Signatory

: s
Highly recommen - ecgk Out/in t documen
n 0 ate
(edappro al of i I'Culatiop . eclin an e- 8hator task
OMmission| OCument . s it o - I8Nator
) E-Signatory Actors Edit &-signato task

E-Signatory Manager . Document Stakeholders
' First o - Creator
ast tag - Sender(s)
YPasseq X annot he - Recipient(s)
*  Bypasci - Assignee(s)
: F:nstsgng does not Mean re
* Only thz " Slgnatory Workflomov :
~Signa
IGN actor can b manager(s) and

A

Joint .
“ JRC Integrated Management System Rosearch e CAD’*lls‘:;Z'r('J - Date: 04/03/2015
» JRC Document & Records Management Policy CEniee "DMO (JRC.B.1) Version 9.2 - Status: Revised



Circulating my documents: E-Signatory

Exercise 9
Retrieve your "Answer" document

Prepare an e-signatory using your personal workflow list

With the following adjustments

JRC Integrated Management System
JRC Document & Records Management Policy

RED : you

CONTRIB : your neighbour

VISA : [delete]

SIGN : the trainer

SIGN : you ("insert" a new signature)
EXP : you

e Save and launch your e-signatory!

Author:
JRC CAD Ispra (JRC.C.3)
[, DMO (JRC.B.1)

DOING &,
READING O

Date: 04/03/2015
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e All tasks must be "finished" (or sent back or delegated)
* You may retrieve documents on the basis of assignments...
You may keep your favourite searches for future use...

Advanced
Search

Search for © Documents ~ Adonis ~ Ta:

v | -Last year (25/8/2013 - 25/8/2014)

= Exclude metadata search (content only)

My favourite searches

More

More

JRC Integrated Management System
JRC Document & Records Management Policy

The searched document must comply with all the encoded criteria and you must have access i

Circulating my documents: Summary

Save this search criteria ‘ Sort by: relevance

Refine search criteria  created since /st year: 25/08/2013 to 25/08/2014 registered by: JANKOWSKA Malgorzata (JRC.C.aj

om JANKOWSKA Malgorzata (JRC.C.3) created on 25/08/2014

My favourite searches

SEARCH TEST 25/08/2014 13:01

Showing 1 to 1 of 1 entries

Date: 04/03/2015

JRECADIEalIRCCO) Version 9.2 - Status: Revised

[, DMO (JRC.B.1)



e-Signatories references

 Quick Reference Card (JRC)
e Commission On the Go (COG)

https://webgate.ec.europa.eu/cotg

“ JRC Integrated Management System
L JRC Document & Records Management Policy

Author:
Date: 04/03/2015 A
JRC CAD Ispra (JRC.C.3) Version 9.2 - Status: Revised Slide 37
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External Transmission from ARES

Exercise 10

e Retrieve your Answer document
e What s its status ? (not registered, e-signatory opened...)
e Open the External Transmission tab
e Click on "Send to External”
 Watch out...
* You may change (or insert) the recipient's email

e Your email is "queued"

DONGE, 5 %
ammus%’

e The email is sent by "EC ARES NOREPLY" with standard

notification message (not modifiable)

Author:
JRC CAD Ispra (JRC.C.3)
,DMO (JRC.B.1)

Date: 04/03/2015
Version 9.2 - Status: Revised
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ARESLOOK

e ARESLOOK is a plug-in in OUTLOOK

e Allows ARES registration of Incoming and Outgoing emails
e Conversion to PDF of Email body and Attachments.

Se Ar
N externy) esLook for
C INte
Warning js 4 OMing emajj. ol er D
ot ISplayeq ‘ Tif €8isterey
Iiltd T ARES is Mpty bs:the ansmtu.:]s. 1lis just and
utfoIn Mail, the cont, OCumen 00l for anoth
Matically cre teg = een hich should p
¢ "Cgistered ip, Ares "

JRC Integrated Management System ) Y Date: 04/03/2015
# . JRCDocument & Records Management Policy CEniee B s (e :

"DMO (JRC.8.1) Version 9.2 - Status: Revised



ARESLOOK

Incoming

5
@essage | Areslook
Save and hanual

assign to I registration in Ares |

Two options:

e Save and Assign, when
you want to give the
filing/registration task to
someone else.

e Manual Registration
when you want to
register the document.

Outgoing

ﬁ Message Insert Cptions Format Text Review AresLook |

“ JRC Integrated Management System
[

»  JRCDocument & Records Management Policy

Areslook
send

Only one option:
e Registration of the mail

Ares will send a confirmation
with registration’s number.

Author:
Date: 04/03/2015
JRC CAD Ispra (JRC.C.3) ) ) R Slide 40
"DMO (RC.B.1) Version 9.2 - Status: Revised
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ARESLOOK: Send and register an email

Exercise 11

DONGE, 5 %
ammus%’

e Prepare a simple email to an external entity with attachment

[Jefferson@Iluxdon.org]

e Send the email using the AresLook Send plugin

e Make sure you file it in one of your favourite files (today's

training file!)
e Retrieve the sent email in Ares (Follow-up)
 Watch out...

* Qutbox in Ares
* How your email and attachment are converted

e Status in "External Transmission" tab
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Send and register an email

gild9 0+ + |-

ﬁ Message Insert Options Farmat Text

Invitation - Message (HTML)

AresLook

Review AresLook Q

(% Update Favourites

Thanks in advance for your collaboration.

Kind regards,

Luc Dejaiffe
Document Management Officer

“Oljﬁalm%ted Management System
[
A

JRC Document & Records Management Policy

jefferson@luxdon.org
ce

Subject: < Ares(20 14)1250297> Invitation

I Message | *}- REPLY_TO_LUXDON.pdlf (21 KB)

send | From: DEJAIFFE Luc (JRC-ISPRA)
To:  jefferson@luxdon.org;
L4 The following recipient is outside your organization: jefferson@luxdon.org x Ce
' || from~ | outlook s .
| (SR RO Email title™:  Invitation
| . . oy =
. To | | efferson@iuxdon.org Assign fling o PQ -
Cox cr
#' | Instruction:
Bec.. | . . - ¢ -
! | Please choose among your favourites the files where you would like to file the email:
Subject: |Irwi!aticn Hld9 o+ &38| Ares(2014)1250297 - Invitation - Message (HTML)
Aftached: |"1 REPLY TO LUXDOM.pdf (21 KB} | Message | areslook  Quicktips spra 02/04/2014
- = = = I f . 3 > i . . . . =
Gugoe XK | Sl Sl 5 B wveeting [H Movete? 6 o Manager D_‘] & Rules ) % afs 29 Find Q stion of the filing plan of Scientific Proje
DesrSic &4 Team E-mail « Done N oneNote i 3 3 Related ~ =
' & Junk - Delete ‘ Reply REA;‘J‘W Forward &, More - ‘ G Reply & Delete SE— Mrjve R K u’\::ad cate%nrze FSIF:UY‘I Tranvs[ate Nt | oom | kpra 19/ 04
. R . Delete Respond Quick Steps [ Move Tags r Editing Zoom tntton N7 March 2014
Please find enclosed a formal invitation to our trail -
. . . : EC ARES NOREPLY <DIGIT-NOREPLYARES@ec. .
We kindly ask you to acknowledge receipt of this e ::m - e

Sent by DEJAIFFE Luc (JRC-ISPRA) <Luc. DEJAIFFE(@ec.europa.eu>. All responses have to be sent io this email address.

Envoyé par DEJAIFFE Luc (JRC-ISPRA) <Luc DEJAIFFE@ec.europa.eu> . Toutes les réponses doivent étre effectuées d cette adresse électronique.
Dear Sir,

Please find enclosed a formal invitation to our training course.
‘We kindly ask you to acknowledge receipt of this email by replying to luc.dejaiffe@ec.europa.eu.

Thanks in advance for your collaboration.

Kind regards,

Luc Dejaiffe

Document Management Officer
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ARESLOOK: Send and regTster an email

ARESLOOK automatically sends an email to the external recipient/s.
Sent email status can be checked in “External Transmission” tab

Advanced
Search

Ext. transmissions 1 of 25

£ us 4 Back to list

Document Filing* Assignment e-Signatory Link | External Transmission |

Identification

Reg. number : Save number : Reg. date :

Copy
Ares(2014)3485817 jrc.c.3(2014)3840990 21/10/2014 m
5  Answer
Title :  test
& Preview attachment(s)
Type Ares Native Lang. External ref. Size Version [# Modify special
Cover note =4 B ns 120.0k8 |V 5 Print
Annex B @ ws 7.8 KB = send link
% Add translation
& Apply procedure

External transmissions

Send to external

Created on Created by Status Sent on Action

[ =1 21/10/2014 16:04 JANKOWSKA Malgorzata (JRC-TSPRA) ERROR  21/10/2014 16:04 ]

Delivery to one or more recipients has failed: lalamma@tzxt.it - 21/10/2014 16:04

Showing 1 to 1 of 1 entries

If your email was addressed to a non existent or incorrect external entity, you
will find this information in the 'external transmission’ tab

Joint .
JRC Integrated Management System Py e CADAlls‘g::r('J - Date: 04/03/2015
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ARESLOOK: Incoming Email Registration

DOING &,
READING O

Exercise 12
e Open Outlook...

Register one of your incoming email with AresLook (manual)

Watch out:
e All metadata and imported docs can be modified

Filing is not automatic

Date: 04/03/2015
Version 9.2 - Status: Revised

JRC Integrated Management System
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Advanced

iteri | text sear &
Search criteria ~ Full text search Search

+ Create document

DOCUMENT

/A E-signatories

- Assignments 06
5 Received docs 01
o Recent

FILE

W Favourites

ﬂ My service

h Filing plan

FOLLOW-UP

& Sent tasks

E Deadlines

) Ext. transmissions

E Reports

ADMINISTRATION ~

Docs locked by me

>

Save | | Register and send

Content
Attachment name Type Lang. External ref. Support
email.rtf Cover note Native elec.
Outlook original email.msg Cover note Native elec.

i [ This document is a note to the file

Actions

G
Ex

Import w [T Do not automatically sort attachments

General data

Document date* 05/11/2014 Received date Encoding date fﬁ m
Fitle Lunchtime Science Lecture on Friday 7 November at 12:30 from the Auditorium
| Sent by *
I1/E Name - First Name Organisation / Service
lint [#] | Q | Q x

Recipient(s) *

Distribution list \ ] Add Display
list list

Manage
list

|

:u_ to/cc 1/E MName - First Name Organisation / Service Up/Down
[to [ fime[=] | Q| ax

Security & markings

Level of sensitivity i Mormal

Comments

Comments

D e e |~ [ save || Register and send |

Joint .
“ JRC Integrated Management System Sl e CADAIlsJ:::rO - Date: 04/03/2015
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ARESLOOK and Virtual Entities and Functional
Mailbox

e Your Functional Mailbox must be linked to the virtual entity
in ARES.

 You must be a member of this virtual entity.

e If you send an email on behalf of a colleague, you must have
his/her profile delegation in ARES.

“ JRC Integrated Management System
®, JRC Document & Records Management Policy

Author:
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ARESLOOK and External Transmission

Questions?

Joint Author: )
oy rcinegated Managementsysem A e caolor ) T (e Stide 47
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Securing my documents

e Who can see my documents?
e Howl can limit the access to a document?

e What’s happened to the visibility of a
document once is filed in a file?

“ JRC Integrated Management System
®, JRC Document & Records Management Policy
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Securing my documents

Access rights on documents

e Creator
e \Workflow actors

Document

JRC Integrated Management System

Case 2 Case 3 Case 4
Saved and filed Registered and not Registered and filed
document filed document document

e Creator e Creator e Creator

e Workflow actors e Workflow actors e Workflow actors
eSender(s) eSender(s)
e Recipient(s) e Recipient(s)

—a

File Readers

‘ ) and File Users and File Users

Joint
Research

JRC CAD Ispra (JRC.C.3)

Author: Date: 04/03/2015 Slide 49
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Securing my documents: Markings

[ save | [ Register and send | V' H b H I 't
Mail type | Internal mail El I S I I I y
Content

——— — There is a difference between markings that

restrict the visibility and those that don't

Document date* Sent date

restrict the visibility of a document.

Sent by *
Security & markings

pistribution st | [ | Add ift || Display list || Mane Level of sensitivity C_Handling restriction ]

y A —— —

T/ E Name - First Name

Line [=] |

Recipient(s) *

Organisati

C®| tojcc  I/E Namg - First Name Marking |Personai i 0 Expiry date
o [o] [ [=] |
Do not restrict visibility
B AL Comments 5 ; : e
Uy ma Embargo until Marking used to indicate that the document should only be opened
Level of sensitivi Personal Data by the addressee(s) (only the stakeholders of the document (creator, |
Comments Restrict visibility

sender(s), recipient(s) and assignment and e-signatory actors) have
read access).

Handling restriction

Comments

RESTREINT UE Commission internal

URA-Restricted - :
Comments c——— ’ Save l l ngislﬁr ai’ld Staff Matter

I_ Save ] I _Register and send ]

Markings are defined in the Security Notice 01
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Securing my documents: Markings

Registered document without a marking

STAKEHOLDERS T

Creator Workflow actors

.
‘e,
.
",
"y,

STAKEHOLDERS | e, FILE
(J

File readers

Creator Workflow actors

D
.
.
.
.
-
.
"
.
E 3
k- .
. 3
b »
* 3
- 0
i g
.
£y Q

.
‘e,
-------
" .
. s
---------------

Marking group:
READ
Joint Author:
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Securing my documents

Questions on markings and/or accesses to files ?

“ JRC Integrated Management System
L JRC Document & Records Management Policy

Author:
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Questions and Answers

...more questions and more answers...
....to JRC-DMO@ec.europa.eu or to your local CAD !
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References

E-Domec website

e-Domec Toolkit

Common Retention List of the European Commission

Internal Control Standard on Document Management
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Training & documentation resources

"ARES — Step by Step — All you need to know"
http://www.cc.cec/di/syslog formation/application/catalogue.cfm?cou id=183251

"ARES - E-signatory Workflow and Managing E-mails with AresLook"
http://www.cc.cec/di/syslog formation/application/catalogue.cfm?cou id=174805

ARES Wiki

Ares Newsletter
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Thank you for your attention!
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