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INTRODUCTION In a world with increasing movement of people and goods across borders, customs 
agencies face two main challenges: (1) how to detect, investigate, and prevent the 
illegal movement of goods and (2) how to ensure timely and accurate collection 
of duty and tax, all without increasing trade friction. There is great promise in the 
concept of utilising the full spectrum of data available to meet these challenges, but 
inflexibility of legacy systems, siloed data landscapes, and complex data protection 
and compliance regimes mean that these promises often remain unfulfilled.

Pre-arrival data such as courier manifests, advance passenger information, and 
transit records provide meaningful insight on traffic in and out of the country, but 
these forms are often processed by separate departments. Other data that may be 
relevant — ANPR data, intelligence reports, and prior offence records — may be 
held by entirely different agencies, creating data silos that prevent officials from 
gaining a comprehensive view of suspicious persons and the goods they move. And 
data protection regulations mean that even if sharing is possible, it has to be done 
in a way that complies with strict policies and protocols.

Palantir Foundry solves these problems. A proven solution for data integration 
and analysis widely deployed in large government agencies and commercial 
organisations, Foundry can serve as an analytical hub for customs agencies, 
fusing together their datasets and surfacing irregular activity. Foundry allows 
agencies to detect attempts to traffic illegal or dangerous goods in or out of the 
country more effectively and combat threats and crimes through enhanced 
intelligence sharing and inter-agency collaboration. Its knowledge management 
capabilities lead to improved coordination of inspections and provide an easy way 
to track collection of duty and tax. And its built-in data protection infrastructure 
enables organisations to meet their compliance obligations programmatically and 
system-wide, rather than in an ad hoc manner. 

At its core, Foundry provides a platform for data centralisation, data integration, 
information analysis, and communication of analytical results. It is data-agnostic 
and can serve as a single hub for all types of data within an enterprise. Data can 
be structured or unstructured, clean or complicated, in any format and from 
multiple sources. Foundry creates a single source of truth for people throughout an 
organisation to contribute to and consume. Built-in applications enable users to drill 
down on any of the datasets contained in the system, examining correlations and 
connections in the data and visualising it in intuitive, easy-to-understand ways. 

They can merge and join different datasets, layering in any metrics that may shed 
light on their current analytical questions. Is there a pattern to the irregularities 
shown in certain courier manifests? What can ANPR data at border crossings tell 
us about the goods that might be in those vehicles? Are we collecting tax in the 
most effective way? Foundry can help agencies answer these questions and more.
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Custom rules logic feeds algorithms that run across an agency’s data, surfacing suspicious information. Reports are 
collected into an Alerts Inbox, where analysts can examine the underlying data and take further action if necessary.
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Foundry lets agencies create and manage sets of rules to run against the data, 
surface irregularities, and compute the associated risk. Backed by both codified 
human experience and machine learning, these algorithms are fully configurable 
according to agency-specific data or workflows. They comb the integrated data 
and send alerts based on suspicious patterns they detect, filtering them into a 
dashboard for analysts to investigate further. Since all data is gathered in the same 
platform, agencies are able to assess the efficiency of their defined rules. By fine-
tuning rules over time, they can improve their ability to detect illicit imports and 
exports while reducing unnecessary inspections. 

Furthermore, Foundry can fuse pre-arrival information with other data sources, 
such as census databases and existing intelligence reports, leading to a more 
robust and valuable data asset. Rules logic can run against this enriched data, 
leading to the creation of new datasets; for instance, blacklists of known bad actors. 
If analysts want to dig deeper on suspicious reports or people, they can use other 
capabilities in the Palantir ecosystem, such as geospatial analysis for vehicle/
vessel tracking, or link and relational analysis to uncover networks of illicit actors.
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Foundry includes built-in applications for visualisation and analysis. Users can customise these reports and share them 
with colleagues. All visualisations are dynamic, so the underlying data updates automatically.
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Foundry also provides many applications for users to create, configure, and share 
data visualisations to help them better understand the underlying information. 
Visualisation options include time series, plots, graphs, heat maps, network 
diagrams, and flows, among others. Users can generate reports on their analysis 
to share with colleagues throughout the agency or with partner organisations. All 
visualisations and reports in Foundry are dynamic, updating automatically as the 
underlying data changes so analysts can have up-to-the-minute status reports that 
track progress of investigations or collection of revenues.

Foundry facilitates collaboration without sacrificing data security or integrity; 
built-in capabilities for data protection contribute to a high-integrity enterprise 
knowledge base. Foundry retains the complete history of all data that enters the 
system, so administrators can see how it is being used, and by whom. Versioning 
and provenance controls ensure that users can always understand and retrace how 
a version of a dataset was generated. These capabilities also provide the complete 
records required for auditing purposes. 

Because of these protections, teams can work together freely, building on one 
another’s analysis and sharing their results without fear that they will inadvertently 
access or share protected data. For customs officials, this provides an easy way for 
different departments to share intelligence on the same case or quickly export their 
results to share with partner agencies.  



Palantir Foundry for Customs 05

FOUNDRY FOR 
CUSTOMS 
(CONTINUED)

Foundry was designed with the strictest protections of privacy and civil liberties 
in mind. Its industry-leading data protection technologies enable compliance with 
legislation such as the GDPR. Foundry provides a policy-aware, accountable data 
infrastructure that enables creative use of data within the constraints defined by 
law, policy, and culture, so agencies can rest assured knowing they are protecting 
their sensitive information.

Palantir Foundry is deployed with our customers all around the world, at 
government agencies as well as in industries as diverse as manufacturing and 
pharmaceuticals, insurance and shipping. Improvements made on site with 
customers are folded back into the main product, ensuring that all Palantir clients 
benefit from the full scope of Foundry’s capabilities. 

As an example from the customs realm, Foundry has been deployed at a large 
European customs agency since late 2017. In just a few short months, we 
integrated six different legacy datasets on the order of hundreds of gigabytes data, 
spanning many years of record-keeping. The ability to see all their data in one 
environment has transformed the way the agency works, and has led to significant 
outcomes, including the interdiction of drug-muling cars and the detection of 
illegally imported weapons. 
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