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Meeting with EDRi (European Digital Rights) and Access Now 

(CAB/BRETON 239)

1/ Scene setter: 

You are meeting with  EDRi (European Digital Rights) and Access 

Now. European Digital Rights (EDRi) is a Brussels based association of civil and human rights 

organisations from across Europe. They are active on the protection of fundamental rights in 

the digital world. Access now is an NGO with global presence, member of EDRi. Access Now 

is active in the protection of fundamental digital rights. 

2/ Objectives: 

Primarily, they would like to discuss the way EU is responding to the current crisis. EDRi and 

Access Now believe that response needs to be fundamental right-based and with necessity 

and proportionality in mind.  

Additionally, in a previous request for a meeting they put forward the issues of 

strengthening of fundamental rights online, in the context of the DSA and the rights to 

privacy, freedom of expression, equality and security. 

Reassure your interlocutor that the European Commission’s response to the crisis is 

fundamental right-based. The Recommendation for the use of technology and in particular 

apps to fight COVID-19, the common EU Toolbox and the Commission Guidance, all 

emphasize the importance of respect to fundamental rights and put forward that every 

response should be in line with Data Protection and ePrivacy rules. 

Inform your interlocutor of the on-going discussions with online platforms regarding their 

actions to counteract harmful practices taking place online in the context of COVID 19. 

Reassure your interlocutor that the Commission is committed to safeguarding fundamental 

rights and freedoms in the online space. In particular, the Commission is engaging with 

online platforms to ensure that any measures put in place in the context of COVID 19 have 

the appropriate checks and balances to safeguard those fundamental rights and freedoms. 

In addition, the Commission is making sure that all its initiatives are in line with the rules on 

protection of personal data and ePrivacy. 

The announced Digital Services Act will constitute the main regulatory framework for online 

platforms responsibilities regarding intermediated content and goods. The Digital Services 

Act will gather the lessons learned during these exceptional times and will ensure that 

appropriate safeguards of fundamental freedoms are maintained in the future. 
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COVID-19 crisis and the media sector 

Whilst the media sector, and especially the written press was already under heavy economic 

pressure, the COVID-19 outbreak is creating a situation that could see many news media 

outlets disappearing, especially at local level. This would undermine media pluralism in the 

EU. 

 

EDRi’s position can be summarized in the following quote: “Defend freedom of expression 

and information: In order to take sensible, well-informed decisions, we need access to good-

quality, trustworthy information. This means protecting the voices of human rights 

defenders, independent media, and health professionals more than ever.” 

3/ Running order 

The participants to the meeting are, EDRi's  

 Access Now's  

  

4/ Key messages / LTT 

Fight against COVID-19 

 In the fight against the spread of the Coronavirus, the Commission works to 

assist the Member States and prepare an exit strategy from the lockdown 

measures. Digital technologies and data can play a valuable role in 

combating the COVID-19 crisis and in the gradual lifting of containment 

measures. 

 Applications can play an important role in the reopening strategy in full 

compliance with data protection and confidentiality rules.  

 On 8 April 2020, the Commission adopted a Recommendation on a common 

Union toolbox for the use of technology and data to combat and exit from 

the COVID-19 crisis, in particular concerning mobile applications and the use 

of anonymised mobility data. The Recommendation sets out key principles 

for the use of these apps and data as regards data security and the respect 

of EU fundamental rights such as privacy and data protection. Furthermore, 

the Recommendation sets out a process towards the adoption with the 

Member States of a Toolbox, which first priority is a pan-European approach 

for COVID-19 mobile applications. This is a key element of the Commission’s 
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and Council’s Joint European Roadmap towards lifting COVID-19 

containment measures published on 15 April. 

 The European Data Protection Board and the European Data Protection 

Supervisor are associated to ensure high level of privacy and personal data 

protection.  

 On 16 April, Member States, with the support of the Commission, jointly 

developed the Common EU Toolbox providing them with practical guidance 

on mobile applications to support contact tracing in the EU’s fight against 

COVID-19. The Toolbox sets out the essential requirements for these 

applications:  

• They must be fully in line with EU data protection and privacy rules and 

implemented in close coordination with and approved by the public 

health authorities. They should be voluntary and have to be dismantled 

as soon as they are no longer needed to fight the current pandemic.  

• They must aim to exploit technological solutions, which make it possible 

to ensure the protection of privacy. They should be interoperable 

throughout the EU so that citizens are protected even when crossing 

borders.   

• They should be anchored in accepted epidemiological guidelines and 

should be consistent with best practices in cybersecurity and accessibility. 

 The possibility of easier, faster and more efficient tracing than conventional 

systems based on interviews with infected patients will complement the 

manual tracing, which will continue to be used for citizens who may be 

more vulnerable to infection but less likely to own a smartphone, such as 

elderly or disabled people.  

 The Recommendation and the Toolbox are complemented by the 

Commission’s Guidance adopted on 16 April, which sets out the 

requirements that the applications should meet in order to be compatible 

with European rules on privacy and data protection. This guidance focuses 

on applications of a voluntary nature. On 21 April, the EDPB issued 

additional guidelines on the use of location data and contact tracing tools in 

the context of the COVID-19 which are very much in line with the 

Commission guidance. 
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On the actions taken by online platforms (related to DSA input further below) 

 Since the beginning of the health crisis, the Commission has reinforced its 
on-going dialogue with online platforms in order to encourage them to take 
more responsibility over illegal and harmful content and goods 
intermediated in their services. Online platforms play a very important role, 
especially in the midst of the current crisis, in bringing people together as 
well as allowing access to goods and information.  This is as essential as 
ever in the current context of social distancing.  

 However, some rogue actors may also abuse online platforms and take 
advantage of this situation of uncertainty and concern for public health that 
we are living. For instance by promoting products based on false claims of 
immunity or by disseminating false information.   

 The Commission is working together with online platforms to encourage 
them to take more responsibility as regards unsafe or illegal content or 
goods intermediated on their services.  

 In particular, the Commission has facilitated the issuance of guidance by the 
Consumer Protection Cooperation network informing platforms of the most 
frequent illegal commercial practices targeted at consumers, and asked for 
their committed actions to counter such behaviours. The Commission has 
also taken inspiration from the successful measures to combat 
disinformation under the Code of Practice and is encouraging online 
platforms to implement them and report on their effectiveness. 

 I am glad to report that platforms have taken robust measures to combat 
disinformation, taking down illegal content that could lead to physical 
harm, demoting fact-checked content that is false or misleading, and 
limiting ads that promote false products and services news.  

 While exceptional times may call for exceptional measures, the Commission  
remains committed to make sure that these actions aimed at protecting 
users and consumers in this especial context of crisis do not undermine 
fundamental rights and freedoms. These constitute the core of our 
democratic societies and are a reflection of the European values that we 
stand for. 

 The Commission is therefore carefully assessing any actions taken by online 
platforms against the need to preserve, in particular, freedom of expression 
and information. For instance, actions taken by online platforms regarding 
the deletion of illegal content need to include the appropriate checks and 
balances in terms of counter notice and complaint systems for users to be 
able to assert their rights.  
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On the DSA 

 As you know, the Commission is also undertaking its preparatory work on 
the Digital Services Act, which will constitute the legal framework setting 
out online platforms responsibilities as regards intermediated content and 
products.  

 We have received your position paper on the DSA, which we are reading 
carefully. 

 The Digital Services Act will reinforce and clarify the responsibility of online 
platforms as regards illegal content and products on their services, thus 
creating a safer online environment for users and consumers. Of course, 
any such rules will be carefully balanced against the need to protect 
fundamental freedoms.  

 As I said, preserving fundamental rights and freedoms in online regulation is 
of outmost importance. Consequently, this specific aspect will be part of 
the open public consultation that the Commission will be launching on the 
Digital Services Act in the upcoming weeks. 

Given your expertise, I encourage you to submit your contribution. 

On media freedom and pluralism 

•  Media freedom and pluralism are pillars of modern democracy and 

represent crucial guarantees of an open and free democratic debate. 

 There is no media freedom without a viable media sector.  The impact of the 
Covid-19 should not jeopardise the existence of news media in the EU. 
Journalists are essential in times of crisis and they must be able to perform 
their tasks without undue influence of state or private actors.  

 Member States should make sure not to restrict media freedom and 
freedom of expression when taking measures in relation to the pandemic. 
Any emergency measures must comply with EU and international obligations 
relating to human rights and must be proportionate and necessary.  

 The European Commission is closely monitoring the emergency measures 
taken by Member States. This monitoring concerns the consistency with the 
essential values of our Union set out in Article 2 TEU, as well as with EU law 
in general and the Charter of Fundamental Rights in particular.  
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 The Commission will ensure this monitoring throughout the pandemic, as 
the uses to which emergency powers are made in practice will need to be 
looked at closely, as well as any further legislative or other measures that 
may be taken under the emergency powers. Measures affecting the 
democratic debate and their impact on media freedom and civil society 
deserves specific attention and will also be monitored. 

 As regards Hungary, the Commission will closely monitor the application of 
the new legislation by the government. This includes the application of 
provisions which criminalise stating or spreading false information related to 
the crisis and their impact on legal certainty and freedom of expression. 

 Especially in moments like this, we need reliable journalism, employing 
professional standards, to provide accurate information and to scrutinise the 
measures taken in response to the global health threat. Journalists must be 
able to do their job properly not least to avoid the spread of disinformation. 

 The July 2019 Communication on Strengthening the rule of law made it clear 
that journalists and the media are crucial, and sometimes fundamental, 
stakeholders in the upholding of the rule of law. It is the Commission’s 
intention to embed media pluralism in the New Rule of Law Mechanism. 

 On 24 March the European Commission has launched a targeted stakeholder 
consultation on the 2020 Rule of Law Report. 

 One of the major challenges for the present Commission will be to take 
action, through policy and financing, to make the news media industry more 
economically sustainable, while fostering its independence when it comes to 
its social mandate as a public watchdog. 

 The Commission is taking a number of measures to strengthen media 
freedom and pluralism across the EU. The Commission is funding a growing 
portfolio of independent projects in the area of quality journalism, media 
freedom and pluralism. Several Calls for Proposals have been published last 
year aiming notably at launching projects focusing on cross-border 
investigative journalism and on protecting media freedom.  The full results of 
the Calls will be announced in the coming weeks. Similar calls will be 
launched in the coming months. 

 The Commission is also in contact with the European Investment Fund to 
increase access to credit.  
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 The European Commission is coordinating a common European response to 
the outbreak of COVID-19 with a list of horizontal measures. We are taking 
resolute action to reinforce our public health sectors and mitigate the socio-
economic impact in the European Union. 

 Horizontal measures include the Coronavirus Response Investment Initiative, 
which will provide 37 billion EUR from the structural funds in order to 
alleviate the effects of the pandemic. Regions can consider using this to 
support news media, among others. 

 The Commission also published a temporary framework for state aid 
measures to support the economy in the current Coronavirus crisis, which 
can include support to media. 

 We have seen Member States taking actions to mitigate the dramatic drop in 
advertising revenues for local press, TV and radio; subsidising postal delivery 
and providing tax credits or vouchers for news media subscriptions; 
providing targeted social security measures for freelance journalists; and 
increasing funding for independent journalism directly or by providing tax 
incentives for philanthropy. 

 In addition, governments can help press by spending on media literacy 
campaigns and other adverts in local press or ensuring the reduction of VAT. 
When promoting digital alternatives, we call on Member States to look 
carefully into the consequences for news media producers’ revenues, as they 
risk declining even faster than before Covid-19.  

 The Commission is available to help exchange best practices where needed. 

 

 

5/ Defensives (based on questions received so far from the 

industry) 

On the use of non-anonymised telecom data 

 Anonymous location data is not covered by data protection laws as 
confirmed by the EDPS. However,  

 Regarding location data, which are not anonymised, Member States may 
restrict certain rights and obligations under the ePrivacy Directive by way of 
legislative measures for several purposes, including safeguarding public 
security, the protection of data subjects and the rights and freedoms of 
others, as well as important objectives of general public interest. Whenever 
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such restrictive measures are taken, they should be necessary and 
proportionate to the aims pursued and be accompanied by adequate 
safeguards.  

Do you have a comment on the creation of an EU app to help contain the 
virus? 

 Digital tools such as mobile apps with tracing functionalities can be of 

substantial support in contact tracing. Such functionalities can help warn 

more contacts and speed up the overall process substantially, which is of 

essence in this pandemic. In addition, the apps can provide close contacts of 

COVID-19 patients with the information on how to reduce the risk of further 

transmission and advice on what to do if they develop symptoms. 

 The use of such apps can provide for easier, faster and more efficient 

tracing and can complement manual tracing models like conventional 

systems based on interviews with infected patients. Applications can play an 

important role in the reopening strategy in but of course in full compliance 

with data protection and confidentiality rules. 

 The Commission has worked with Member States on a common approach 

regarding the epidemiological, technical, security and privacy requirements 

for such apps. It is important that the apps ultimately chosen by Member 

States are interoperable so that Europeans are also protected when they 

cross borders and can be warned if they have been in close contact with an 

infected person abroad. 

 
What about the use of a centralised or decentralised model for apps’ storing 
if keys? 

 As regards the storing of information, the Toolbox foresees both a 
“decentralised”, and a “backend server” solution, on a central server – 
overseen by the health authority. Both approaches have their respective 
advantages and disadvantages. None of the two approaches should include 
storing of unnecessary personal information, and the data stored on the 
server should not enable to directly identify the users. The Commission is 
carefully looking into the arguments put forward by the proponents of the 
two approaches. While it will be ultimately for Member States to choose 
their apps, it is essential that all these apps respect the requirements, 
including on interoperability, and the high privacy and data protection 
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standards set out in the Toolbox and the Commission guidance. The 
assessment of the apps and the models used has to be done on a case by 
case basis. 

 
What about the Commission’s own initiative to use mobile 
telecommunications data? 

• The Commission is also in discussions with mobile operators’ associations 
about the provision of aggregated, anonymised and privacy-compliant 
mobile phone location data to understand the dynamics and propagation of 
the epidemics, and contribute to the evaluation of the impact of social 
distancing measures.   

• The idea is to analyse mobility patterns including the impact of 
confinement measures on the intensity of contacts, and hence the risks of 
contamination. This would be an important – and proportionate – input for 
tools that are modelling the spread of the virus, and would also allow to 
assess the current measures adopted to contain the pandemic. 

• The Joint Research Centre would do the modelling, and the results would 
then be shared with Member States.  

• We want to work with one operator per Member State to have a 
representative sample.  

• The data will only be kept as long as the crisis is ongoing. 
 

What about the use of anonymised location data? Can this be done? 

 Certain companies including telecommunications providers and major 
technology platforms have made available to public authorities anonymised 
and aggregated location data. 

 Anonymization of location data, even though complex, can be achieved. The 
EDPB suggests that this can more easily be done in particular in large data 
sets, while individual anonymised location data can be more easily re-
traceable. 

 However, with careful anonymization in an aggregated form, as requested 
and suggested by the Commission, the goal can be achieved. 

 Of course, any process including the anonymization of data and use of such 
data should be done in high transparency. 
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Digital Services Act: 

Given the Covid-19 outbreak and its consequences, will the timeline for the DSA 
be delayed? 

 The Commission continues with its work on the DSA package as recently 
announced. While there may be some short delays due to the challenging 
times we are facing, it is also clear, as explained, that we need a clear 
framework that will allow us to tackle challenges as we are facing today in a 
coherent manner and with clearly defined rights and obligations of all 
stakeholders. 

 

6/ Background information on sector specificities  

3. Commission recommendations and EU toolbox for apps on contact tracing  

 

On 8 April 2020, the Commission adopted a Recommendation on a common Union toolbox 

for the use of technology and data to combat and exit from the COVID-19 crisis, in 

particular concerning mobile applications and the use of anonymised mobility data. The 

Recommendation sets out key principles for the use of these apps and data as regards data 

security and the respect of EU fundamental rights such as privacy and data protection. 

Furthermore, the Recommendation sets out a process towards the adoption with the 

Member States of a Toolbox, whose first priority is a pan-European approach for COVID-19 

mobile contact tracing and warning applications. The first toolbox was delivered by Member 

States and the Commission on 16 April 2020. Many Member states have already developed a 

variety of these applications.  

 

Digital tools such as mobile apps with tracing functionalities can be of substantial support in 

contact tracing. Such functionalities can help warn more contacts and speed up the overall 

process substantially, which is of essence in this pandemic. In addition, the apps can provide 

close contacts of COVID-19 patients with the information on how to reduce the risk of 

further transmission and advice on what to do if they develop symptoms. 

 

Anonymised and aggregated location data could also contribute to improve the quality and 

precision of modelling and forecasting for the pandemic at EU level. In particular, aggregated 

and anonymised mobile location data can help to understand and model disease 

transmission and the spatial dynamics of the epidemic and to assess the impact of social 

distancing measures (travel limitations, non-essential activities closures, total lock-down 

etc.) on mobility.  This is one of the priorities identified in the Commission Recommendation 

and will be elaborated further in collaboration with the Member States. 
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Mathematical models are being used to understand the spread of COVID-19 and to predict 

and evaluate the potential impact of public health measures. Comprehensive and reliable 

models, based on up-to-date and accurate data can offer crucial support to decision-making. 

Social media and mobile network operators can offer a vault of anonymised and aggregated 

data on mobility, social interactions, as well as voluntary reports of mild disease cases (e.g. 

via participatory surveillance) and/or indirect early signals of disease spread (e.g. 

searches/posts on unusual symptoms). This can play a crucial role in containing the spread of 

COVID-19. In the next stages, data-driven models could forecast the potential effects of 

relaxation of social distancing measures, help design a mix of intervention measures 

optimised to maintain incidence at manageable level, and ultimately inform a targeted 

strategy of coordinated lifting of the lockdown across the EU. 

 

The Commission also took note of the European Parliament’s Resolution of 17 April on an EU 

coordinated action to combat the Covid19 pandemic and its consequences.1 The Resolution 

states that the European Parliament: 

 

“Takes note of the Commission’s plan to call on telecoms providers to hand over 

anonymised and aggregated data in order to limit the spread of COVID-19, of national 

tracking programmes already in force, and of the introduction of apps allowing authorities to 

monitor movements, contacts and health data; 

 

Takes note of the emergence of contact-tracing applications on mobile devices in order to 

warn people if they were close to an infected person, and the Commission’s 

recommendation to develop a common EU approach for the use of such applications; points 

out that any use of applications developed by national and EU authorities may not be 

obligatory and that the generated data are not to be stored in centralised databases, which 

are prone to potential risk of abuse and loss of trust and may endanger uptake throughout 

the Union; demands that all storage of data be decentralised, full transparency be given on 

(non-EU) commercial interests of developers of these applications, and that clear projections 

be demonstrated as regards how the use of contact tracing apps by a part of the population, 

in combination with specific other measures, will lead to a significantly lower number of 

infected people; demands that the Commission and Member States are fully transparent on 

the functioning of contact-tracing apps, so that people can verify both the underlying 

protocol for security and privacy, and check the code itself to see whether the application 

functions as the authorities are claiming; recommends that sunset clauses are set and the 

principles of data protection by design and data minimisation are fully observed; 

 

                                                            
1      European Parliament's Resolution of 17 April 2020 on EU coordinated action to combat the COVID-19 pandemic 
and its consequences (2020/2616(RSP)). 
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Calls on the Commission and the Member States to publish the details of these schemes and 

allow for public scrutiny and full oversight by data protection authorities (DPA); notes that 

mobile location data can only be processed in compliance with the ePrivacy Directive and 

the GDPR; stresses that national and EU authorities must fully comply with data protection 

and privacy legislation, and national DPA oversight and guidance;” 

 

 

Digital Services Act Package: 

EDRi has recently submitted a position paper on the upcoming Digital Services Act. EDRi 
would support an initiative based on: 

 

1. Maintaining the limited liability regime for online intermediaries of the E-Commerce 
Directive, which they believe has contributed to the development of online economy 

2. Requiring platforms to set up a notice system allowing users report potentially illegal 
online content.  

3. Imposing transparency standards on large commercial platforms, as regards their 
content moderation activities and use of targeted advertising   

4. Requiring EU Member States to set up independent content moderation dispute 
settlement mechanisms that can settle disputes between users and with platforms.  

5.  Ensuring that the terms of service of online platforms are transparent and 
understandable for users  

6. Establishing a strong and independent European regulator that oversees and 
enforces compliance with the Digital Services Act 

In addition, EDRi would support obligations on large platforms that would give users more 
choice by making dominant platforms interoperable.  

 

Digital Services Act: 

 The E-Commerce Directive from 2000 is widely regarded as one of the central pieces of 
Internet Regulation in the EU. It regulates Treaty Freedoms such as the freedom to 
provide (digital) services in the Internal Market, as well as the freedom of establishment 
for providers of these services. It also regulates the liability that intermediaries such as 
ISPs, Cloud service providers, or online platforms have for third party content, which they 
transmit or host. The established framework guaranteed a balanced framework helping 
both innovators while also protecting fundamental rights online. 

 Today’s services are dramatically different from 2000 (e.g. social networks, collaborative 
economy services, online advertising, etc.), they reach much more deeply into the society 
than in 2000; and the internal market is refragmenting especially for platforms, e.g. with 
new online hate speech laws in DE and FR.  
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 Following these political guidelines, Commission services (under the lead of DG CONNECT) 
are now carrying out preparatory work, including fact-finding and evidence gathering. 

Market power/significant network effect: 

 The Platform to Business Regulation was adopted in June 2019 and will be applicable as of 
July 2020. It was conceived as a first step measure to address certain harmful practices by 
online platforms and search engines and to ensure a more predictable and transparent 
trading environment for online business users. It also provides businesses with better 
redress options in their relationships with online platforms.  

 As a second step, the Commission set up the Observatory for the Online Platform 
Economy to monitor the challenges and new developments in the online platform 
economy. It is supported by a group of independent experts, established by the Decision 
of 26 April 2018 to assist the Commission in its work.  

 Based on the work of the Observatory, the Commission will reflect on the need to review 
the current rules and come up (if necessary) with new regulatory measures.  

 At the same time, policy reflections are ongoing at international, EU and national level on 
how to increase and safeguard competition in digital markets and in the wider global 
digital economy.  Several reports pointed to the need to boost the enforcement of 
competition law and to consider effective ex-ante regulatory measures to complement 
competition rules in addressing these challenges.  

The need for an ex-ante regulatory framework has most recently also been advocated by 

some Member States (notably NL, DE, FR). 

COVID-19 crisis and the media sector 

Whilst the media sector, and especially the written press was already under heavy economic 
pressure, the COVID-19 outbreak is creating a situation that could see many news media 
outlets disappearing, especially at local level. This would undermine media pluralism in the 
EU. 

Advertising revenues are shrinking and many newsstands are closing.2 According to News 
Media Europe, early estimates suggest the drop may range from 30% to 80% of industry-
wide revenues depending on the country. 

In addition, in some countries the postal delivery is affected whilst online subscriptions are 
not popular in many Member States.   

Some Member States have launched support schemes in relation to the Covid-19 crisis. 
Journalists and publishers have expressed concerns that they would not (all) cover news 
media.  In terms of job losses, freelance journalists are likely to be especially impacted.   

While news consumption during the COVID crisis has increased, the consumption does not 
compensate for the losses in advertising revenue, and many news outlets provide news on 
COVID-19 for free (which does not lead to an increase in the number of subscriptions).  

                                                            
2 La presse écrite à l’épreuve de la pandémie: https://www.alternatives-economiques.fr/presse-ecrite-a-lepreuve-de-
pandemie/00092248  
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Revenues are not matching losses and publishers as well as journalists are calling on the EU 
for help. 

In addition to the immediate economic impact, the covid-19 is bringing new laws that are 
seen as potentially putting fundamental rights at risk. The so-called Hungarian “Covid bill”3 
aiming at criminalising disinformation is a worrying example of measures that could 
endanger media freedom.   

EU Commission President Ursula von der Leyen warned that "now, it is more important than 
ever that journalists are able to do their job freely and precisely, so as to counter 
disinformation and to ensure that our citizens have access to crucial information".4 

  

                                                            
3 https://cpj.org/amp/033535.html  
4 https://ec.europa.eu/commission/presscorner/detail/en/STATEMENT 20 567  
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7/ CVs 
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