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Scene setter

e Youwill meet_, Google’s on 20 November. You will discuss
some topics of common interest, including the COVID-19 response, Digital Service Act,
Artificial Intelligence as well as international data flows.

e Meeting objectives:

- Artificial Intelligence: inform about the state of play and next steps. Refer to the
fundamental rights, liability and product safety aspects of Artificial Intelligence.

- Digital Service Act: inform _ about ongoing work and underline the
importance the Commission will attach to fundamental rights in this.

- Code of Conduct: underline that it will continue to be an important tool for fostering
collaboration between the IT companies, Member States and civil society in the future.

- International data flows: underline how the GDPR has emerged as a key reference
point at international level and discuss Schrems II case.

- Consumers: discuss the COVID 19 response on rogue trading.

- Enquire about Google’s efforts to address the COVID-19 pandemic in the area of
information quality.

¢ You last met in June 2020. The discussion focussed on tracing apps, hate speech
and Artificial Intelligence. On the Code of conduct, you provided information of the 5%
evaluation of the code to which Youtube participates.

e On 16 November, VP Jourova also met _ Topics of discussion were i.a. the
Digital Services Act Package, the European Democracy Action Plan and Google’s efforts to
address the COVID-19 pandemic in the area of information quality.
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Lines to take

Artificial Intelligence [fundamental rights]

The Commission plans to present a legislative proposal
in the first quarter of 2021.

The White Paper presents initiatives including
investments, coordination of research and fostering
relevant skills.

As regards trust, the EU already has a large body of rules
aimed at protecting fundamental rights that are
relevant for AIl. However, certain ‘black box’ Al
applications are complex and opaque, which can be a
challenge for the effectiveness of this acquis.

The White Paper includes documentation-, testing, and
accountability-requirements to make enforcing existing
laws more effective and help those who deploy Al
systems to comply.

We also need to enable supervisory authorities to keep
fulfilling their mandate where Al is used.

An open public consultation on the contents of the Al
White Paper was open from 19 February to 14 June. The

Commission is now analysing the responses.
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Artificial Intelligence [liability]

e Businesses need to know which liability risks they run
and how they can ensure themselves against them.

e If the society has trust in Al, there will be the desired
uptake of Al. For such a trust, it is necessary that there is
an effective compensation if a damage is caused.

e While Al applications are not on the market yet, the
White Paper wants to create an enabling environment
where they can be put on the market and improve the
conditions for the internal market in Al

e Among companies, 60% of SMEs and 45% of all
responding companies to the public consultation
support the adaptation of national liability laws, while
citizen support stands at 72%.

e Adjustments to national civil liability rules would be
risk-based, targeted and strictly limited to what is

necessary to address the specific challenges of Al
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Artificial Intelligence [product safety]

o Artificial Intelligence and new technology products
have great potential from both the industry's and
consumers' point of view.

e But products using these technologies may present new
risks, such as product safety risks.

e It is necessary that producers make sure that these
products are safe for consumers.

e The Commission is currently preparing a number of
initiatives to tackle the product safety challenges brought
by AIl, such as a horizontal instrument laying down
requirements for Al applications and the revision of the

Machinery Directive.
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Global developments in the area of privacy

The GDPR has emerged as a key reference point at
international level. The EU can be a rule-maker.

The Commission has stepped up its work at international
level in the past two years.

This includes work on instruments for safe data
transfers, for example by actively engaging with key
partners with a view to reaching an “adequacy decision”.
But 1t also includes work on other tools, such as
modernised model contractual clauses that are widely
used by European companies.

The Commission has intensified its dialogue in a number
of bilateral, regional and multilateral fora to foster a
global culture of respect for privacy.

[Schrems II]

The Schrems II case judgment has underlined the
importance of global convergence on appropriate data
protection standards, including in the area of government
access by national security agencies.

Our priorities following the judgment are threefold:
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First, ensuring that the data of Europeans are adequately
protected when transferred outside the EU, in full
compliance with the judgment of our highest court.
Second, ensuring that companies can rely on solid
transfer mechanisms. That is what you rightly expect, as
you need to transfer data as part of your daily operations.
Third, ensuring a coordinated and consistent application
of the judgment throughout the EU.

To reflect these objectives, we are focusing our work on
three different aspects.

In particular, as you will have seen last week, we
published a draft of modernised “Standard Contractual
Clauses* (short: SCCs).

This modernisation — which we have prepared following
consultation with stakeholders — was necessary to bring
the SCCs in line with the GDPR and make them fit for
today’s digital economy.

The draft SCCs also incorporate the clarifications
provided by the Court of Justice in the Schrems II
judgment and contain specific safeguards in relation to

government access. On this, they align with the
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recommendations from the EDPB on contractual
safeguards in their Schrems II guidance.

Because the SCCs are so widely used and are
particularly useful for smaller businesses, we believe
that they will be an important tool to assist companies
with their compliance efforts.

We have launched a four-week public consultation
period on the draft, but we will also organise dedicated
exchanges with different stakeholders in the coming
weeks to obtain their feedback.

We already received a lot of useful input while we were
preparing the draft SCCs, and we would welcome your
views at this critical juncture.

Of course, the SCCs cannot provide a one-size-fits-all
solution and will still have to be used in accordance with
the clarifications provided by the Court, as further
explained in the recent guidance of the European Data
Protection Board, which is also subject to public
consultation.

Regarding this guidance, it is important that stakeholders

like the Google provide input during the consultation.
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Such input should be as concrete as possible, for
instance by pointing to best practices.

Finally, we are engaged in talks with the United States to
explore the possibility of a strengthened framework for
transatlantic data transfers.

We stand ready to explore “creative” solutions (as long
as they are also solid), but it is for the US side to tell us
where they see room for manoeuvre, both legally and
politically. They are the best experts of their system.
There can be no “quick fix”. We need sustainable
solutions that deliver legal certainty, and this requires

that they are in full compliance with the judgment.
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Digital Services Act/hate speech

[Digital Services Act/illegal content]

e The Commission is currently analysing the results of the
public consultation that closed on 8 September 2020. It
expects to put forward a proposal by the end of the year.

e The Digital Services Act will look at the platforms
liability and set out a comprehensive approach towards
all forms of illegal content online. The policy approach
will have to combine and reconcile a number of

fundamental rights.
[The code of conduct on countering illegal hate speech]

e The Code of conduct on tackling illegal hate speech that
YouTube helped to pioneer shows the results that can be
achieved.

e We will continue to work with the Code of Conduct and
hope that YouTube 1s as determined on this

collaboration as we are.
[Framework Decision on racism and xenophobia]

e The EU Anti-racism Action Plan published in September
indicates that the Commission as a matter of priority,
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will make a comprehensive effort to ensure a full and
correct transposition and implementation of the
Framework Decision across the EU, particularly where
the definition of hate speech or the criminalisation of
hate crime are not correctly transposed into national law
or effectively implemented in practice. We are stepping
up our efforts and will launch infringements in cases of

transposition gaps.
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COVID-19 response (rogue trading)

e Welcome that Google have followed my invitation to
cooperate with the Commission and the network of
national consumer protection authorities to address
COVID-19 scams and unfair practices, as a specific
element of disinformation.

e This cooperation has proven to be a very effective
tool. It has resulted in the removal of hundreds of
millions of illegal offers and ads.

e | have kicked-off a new phase of the dialogue with
online platforms to further enhance the cooperation with
you and encourage a peer-to-peer exchange amongst
platforms in order to increase preparedness for similar

situations of mass-market fraud.
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Digital Services Act [consumers]

The extent to which consumers using online platforms
are exposed to scams, misleading commercial practices
and other illegal third-party content and activities is

considerable.

Search engines and social media should step up their
efforts to better prevent these scams and ensure swift

removal when notified by authorities or consumers.

We need a clear responsibility framework for platforms,
both EU and non-EU, building on the unique position of
platforms. This can be done while preserving the key
principles of the E-commerce Directive regarding

liabilities and general monitoring obligations.

We need greater transparency on how platforms
moderate content, advertising and algorithmic processes.
I welcome the Google’s specific measures to help SMEs
during the pandemic, for example by easily editing
information on businesses’ new opening hours and the
possibility to indicate where food delivery or takeaway

1s possible.
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DEFENSIVES

Artificial Intelligence

Google finds it difficult to come up with tangible examples for completely
autonomous applications that are not covered by the existing liability
framework because in their opinion the industry is still at an extremely
early stage for Al:

e While Al applications are not on the market yet, the White Paper wants to
create an enabling environment where they can be put on the market.

e Examples for potential liability cases

o Delivery drone drops a package and causes injury to a person:
damage claim against the mailing service as operator of the drones.

o An autonomous crane drops a heavy load on a house neighboring
the construction site, damaging its roof: the house owner seeks
compensation from the construction company using the crane.

o Al-equipped irrigation system causing damage to a neighboring
farm: damage claim of the neighbour farm against the owner of the
farm using the Al-system;

o An Al-algorithm integrated in a search engine for academic papers
wrongly marks an article as likely plagiarism, causing the author to
miss a teaching opportunity. The author can make a claim against
the search engine provider using the Al

e Further examples:
o Delivery robots
o Traffic management systems
o Automatic harvester/weed destroyer/herbicides machine

Google emphasized the need for evidence to verify whether there are actual
problems with respect to liability

o Liability aspects of the Al were one of the most commented areas of the
public consultation, with more than 65 % of all the answers contributing
comments on the issue.

e More than 63 % of respondents were in favour of adapting national
liability rules for all AI applications (47 %) or for specific Al
applications (16,3 %), to better ensure proper compensation and a fair
allocation of liability. Particularly supportive for further harmonisation
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were consumer organisations (89 %), trade unions (86 %), NGOs (75 %),
citizens (72 %) and public authorities (70 %).

e Among companies the overall support for further harmonisation of
national liability rules was 45%, of which SMEs were the most
supportive (60 %).

e In the most recent Commission study, liability was the first ranked
external obstacle (43%) for companies that are planning to but have not
yet adopted Al.

COVID-19 scams

In the CPC action on COVID-19 scams, Google has demonstrated their
willingness and capacity — on the basis of the current legal framework — to
effectively react to large-scale consumer law infringements. Why does the
Commission then want to reinforce platform’s responsibilities regarding
illegal content under the future Digital Services Act?

e The legal framework for digital services has remained unchanged since
the adoption of the e-Commerce Directive in 2000/

e FEurope needs a modernised regulatory framework to reduce the ever-
increasing regulatory fragmentation across Member States, to better
ensure that everyone across Europe is protected online as they are offline.
We would like to offer to all European businesses a level playing field to
innovate, grow and compete globally. Users' safety as well as the respect
of their fundamental rights, in particular their freedom of expression,
must be guaranteed.

o While legislation is therefore necessary, close cooperation between online
platforms and enforcement authorities and best practice industry
initiatives will remain important complementary tools also under a
modernised legal framework.

Schrems case

The guidance of the EDPB is too restrictive, it makes it impossible to
transfer data in many cases (e.g. to cloud providers in third countries).

e The guidance of the EDPB further clarifies the different steps that
companies have to take to comply with the judgment and provides certain
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examples of possible measures they can put in place, e.g. to address
disproportionate government access in a third country.

e [t therefore does not provide a one-size-fits-all approach. As always,
companies should look at their specific transfers and assess, on a case by
case basis, whether and which supplementary measures they should put in
place.

e This may include scenarios or supplementary measures that are not
necessarily dealt with by the guidance.

e As regards the “negative use cases” set out in the guidance, we share the
concerns expressed by a number of stakeholders that this presents a too
restrictive view, and we hope that — based on stakeholder reactions — the
EDPB will reconsider this. In our view, it needs to be further explored
whether there aren’t other measures — including technical ones — that can
be deployed to deal with disproportionate government access.

To avoid that it becomes too difficult to transfer personal data, the
derogations under the GDPR should be interpreted more broadly.

e The judgment has not changed the situation on this aspect: derogations
are available, but they remain what they are, i.e. exceptions to the general
rule.

e While they of course continue to be available for specific transfers, they
cannot become the default solution. This would be contrary to the
rationale of the GDPR as interpreted also by the Court.

e Moreover, it would leave individuals without any protections, which
would be a rather paradoxical outcome of a judgment that focuses on the
need to ensure some continuity of protection when data is transferred
abroad.

[Background: the GDPR contains certain statutory grounds for transfers in specific
situations (e.g. where an individual has given consent to the transfer or where the
transfer is necessary on public interest grounds). These so-called ‘derogations’ can in
principle only be relied on if there is no adequacy decision and it is not possible to
provide safeguards by other means. As there is no requirement to provide any
safeguards when relying on such ‘derogations’, they are only meant as exceptions, i.e.
for limited, non-systematic transfers. After the Schrems Il judgment, there have been
calls from companies to reconsider this interpretation (which follows from the GDPR
itself and guidance from the European Data Protection Board) and also allow
regular, systematic transfers on the basis of the derogations. However, this would
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mean that personal data that is currently protected by SCCs or other tools would no
longer benefit from any protections when transferred abroad.]

We are concerned about calls for data localisation

We have repeatedly confirmed the Commission’s commitment to
facilitate data flows.

This is notably reflected statements of Commissioner Reynders in the
European Parliament, the Communication on two years of GDPR adopted
in June and the Commission’s Data Strategy.

That is also what we continue to pursue in our engagement with
international partners in different fora to promote safe and free data
flows. This includes for instance the very promising work at the OECD
on the development of global standards for government access for
national security purposes, which builds on the Japanese “Data Free Flow
with Trust” initiative.

For us, developing strong privacy safeguards and promoting the free flow
of data are not opposite objectives, but rather complementary ones that
can reinforce each other (“safe data flows”).

There should be an enforcement moratorium.

Such an enforcement moratorium is not possible under the GDPR. This
has also been made clear by the EDPB in public statements in the past.
Data protection authorities have discretion when it comes to launching ex
officio investigations, but some are required to act when receiving
complaints from individuals.

As you probably have seen, several complaints have already been lodged
by civil society that are currently being looked at.

That is also why it was so important for the EDPB to first develop further
guidance, which was issued last week.

Of course, the data protection authorities also understand that this is a
difficult situation and that companies need some time to adapt, but they
will not accept inaction.

Some key steps that companies should take, as described in the guidance,
include mapping their data transfers, carrying out risk assessments, where
necessary implement additional safeguards, etc.
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e And of course, all of this should be properly documented to demonstrate
due diligence if it comes to a dialogue with a data protection authority.

e In fact, this is something that any case already follows from the
accountability principle under the GDPR.

What is the process for the adoption of new Standard Contractual Clauses?

e The draft clauses have been published on the Europa website for a four-
week public consultation period. In parallel, they have been transmitted to
the European Data Protection Board and the European Data Protection
Supervisor for their opinion.

e This also launches the formal adoption procedure of the draft clauses,
which will be adopted in their final version following the consultation of
the Board and Supervisor and after the positive vote of Member States
representatives in a comitology procedure.

[Background: the EDPB and EDPS should provide their joint opinion by 31
December. This means that the comitology procedure and the final adoption of the
SCCs by the College will most likely take place early next year.]
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BACKGROUND
Artificial Intelligence [liability]

Google believes that the current liability framework is fit for purpose and strong evidence is
needed before changes to this framework are introduced. In their opinion the Al industry is
still at an extremely early stage and they are afraid that an initiative on liability might hinder
innovation. In particular, Google would be against introducing strict liability for Al systems
as anyone involved in making or operating an Al system could be held liable for problems
they had no awareness of or influence over.

Google pointed out that defining “AI” and “high-risk” will be crucial for any liability
framework to create certainty.

According to Google the victim should prove the negligence of an operator or developer of
the technology.

YoThe EP adopted in the October/II plenary session (20 October 2020) a resolution calling
for an EU “Regulation on Liability for the Operation of Artificial Intelligence”. The draft
Regulation follows broadly the Commission approach as put for consultation in the AI White
Paper/Report, but goes beyond it in terms of breadth and depth of regulation.

Code of conduct on countering illegal hate speech online

In 2016, the Commission presented the voluntary “Code of conduct on countering illegal
hate speech online" together with Facebook, Microsoft, YouTube and Twitter. Five more
companies have joined the Code of conduct in 2018- 2020, including Snapchat,
Dailymotion,Instagram Jeuxvideo and TikTok. The Code of conduct is constructed upon two
pillars.

» Effective notice-and-action: when a notice about alleged illegal hate speech is
received, IT Companies should review them within 24h and remove when necessary

» Mechanisms of cooperation between the IT Companies, national authorities, civil
society organisation to address the societal challenges of hate speech and to support
effective law enforcement

The EU Code of Conduct is providing a robust response to illegal hate speech online. Since
adoption in 2016, the Code of Conduct is delivering continuous progress: the last evaluation
shows that on average the companies are now assessing 90% of flagged content within 24
hours and 71% of the content deemed illegal hate speech is removed.

). In relation to the cooperation with civil society organisations, the IT Companies since 2016
have built larger networks of “trusted flagger” NGOs and have engaged with them also on

counter narrative and awareness raising campaigns.

E-commerce directive
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The E-Commerce Directive from 2000 is widely regarded as one of the central pieces of
Internet Regulation in the EU. It regulates Treaty Freedoms such as the freedom to provide
(digital) services in the Internal Market, as well as the freedom of establishment for providers
of these services. It also regulates the liability that intermediaries such as ISPs, Cloud service
providers, or online platforms have for third party content, which they transmit or host. The
established framework guaranteed a balanced framework helping both innovators while also
protecting fundamental rights online.

Google play

Google Play (the service to provide applications for mobile devices) is registered on the
Commission’s Online Dispute Resolution (ODR) platform, which is a service to allow the
consumers and traders to connect with the out-of-court dispute resolution bodies. Use of Al
to improve consumer information and optimise work of the dispute resolution bodies is on the
future roadmap of the ODR platform. DG JUST is also overseeing a feasibility study on the
use of Al to analyse consumer complaints, deriving insights into trends and emerging issues
on the various markets.

International data flows (general)

As described in the Commission’s June Communication on the first two years of application
of the GDPR application (see extracts in Annex), the GDPR has emerged as a key reference
point at international level and acted as a catalyst for many countries around the world to
consider introducing modern privacy rules. This trend towards global convergence is a very
positive development that brings new opportunities to better protect individuals in the EU
when their data is transferred abroad while at the same time facilitating data flows. Building
on this trend, the Commission has intensified its dialogue in a number of bilateral, regional
and multilateral fora to foster a global culture of respect for privacy and develop elements of
convergence between different privacy systems. In addition, the Commission has stepped up
its work to harness the full potential of the tools available under the GDPR. This for example
includes engaging with key partners with a view to reaching an adequacy decision and
modernising the model contract clauses for data transfers (so-called Standard Contractual
Clauses, or SCCs).

Schrems II judgment

In the Schrems II judgment of 16 July 2020, the Court pronounced itself on two instruments
that were widely used by EU companies to transfer personal data to third countries. The
Court declared the EU-US Privacy Shield invalid (with immediate effect), after concluding
that insufficient protections applied in case of access to EU individuals’ data by US
intelligence agencies. At the same time, the Court confirmed the validity of the SCCs, while
further clarifying the (strict) conditions under which they may be used.

The European Data Protection Board (EDPB), on 11 November, adopted recommendations
on “supplementary measures” to address issues of government access following the Schrems
IT judgment. The draft SCCs were made public the following day (12 November)

What were the main findings of the Court in the Schrems II case?
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On the Privacy Shield: the Court invalidated the Commission’s decision, after concluding
that several aspects of the US legal framework in the area of national security do not meet the
standard of “essential equivalence” that is required for an adequacy finding. In particular, the
Court finds that the limitations on the collection of data for national security purposes are not
sufficiently clear and precise, and that EU individuals do not have access to effective
remedies in the US.

On the Standard Contractual Causes (SCCs): while the Court confirmed the validity of the
current SCCs, it also formulated strict requirements for their use. The judgment puts the
responsibility on companies (in particular the data exporter in the EU), to assess the legal
framework in a third country (including in the area of national security) before any transfer of
personal data.

The judgment thus makes the use of such transfer mechanisms more complicated and might
prevent companies from relying on them to transfer data to certain countries. At the same
time, the judgment suggests that, in making that assessment, companies can take into account
the specific circumstances of the transfer (e.g. nature, volume, purpose of the transfer) and
have the possibility to supplement the SCCs with additional safeguards (e.g. in terms of data
security). That may allow companies to continue carrying out some transfers on the basis of
SCCs even to more “problematic” countries.

What are Standard Contractual Clauses (SCCs)?

The GDPR offers different mechanisms that can be used for international transfers of
personal data. To transfer data to countries that do not benefit from an adequacy finding of
the Commission, EU operators are in principle required to ensure appropriate data protection
safeguards through contractual tools (companies) or international arrangements/agreements
(public authorities).

One contractual tool are Standard Contractual Clauses. These are model data protection
clauses (developed and approved by the European Commission) that an EU based data
exporter and a data importer in a third country can incorporate into their contractual
arrangements (e.g. a service contract requiring the transfer of personal data) on a voluntary
basis and that set out appropriate data protection safeguards (principles, obligations,
individual rights, liability, redress, etc.).

SCCs represent by far the most widely used data transfer mechanism. Thousands of EU
companies rely on SCCs in order to provide a wide range of services to their clients,
suppliers, partners and employees. Their broad use indicates that they are very helpful to
businesses in their compliance efforts and of particular benefit to companies that do not have
the resources to negotiate individual contracts with each of their commercial partners.

Through their standardization and pre-approval, SCCs provide companies with an easy-to-
implement tool to meet data protection requirements in a transfer context.

What are the main novelties of the modernized SCCs?

There was a need to modernize the existing SCCs, which were adopted under the previous
data protection regime, the Data Protection Directive. In particular, there was a need to
incorporate new requirements introduced by the GDPR (e.g. on transparency, accountability,
etc.), adapt the SCCs to the modern digital economy (e.g. by covering broader transfer
scenarios and allowing multiple parties to join the clauses) and make them more user-
friendly. One of the key changes provided by the new SCCs is the so-called ‘modular
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approach’: the draft SCCs combine general requirements with specific modules that differ
depending on the transfer scenario (e.g. controller to controller transfers vs. controller to
processor transfers). Instead of providing different types of SCCs (as is currently the case
with the existing SCCs), there is one set that allows companies to choose those elements that
fit their situation.

Another important modernisation follows from the Schrems II judgment: the draft SCCs
incorporate the clarifications provided by the Court, as well as new safeguards to address
aspects related to government access in third countries. While the SCCs remain a
standardized tool that may not, by themselves, provide a ‘magic solution’ in all cases, they
draft SCCs provide companies with a methodology and toolbox to assist with their
compliance efforts.
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CV OF INTERLOCUTOR
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