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This document has not been adopted or endorsed by the European Commission and is 

intended as a basis for discussion. It may not be shared further without permission of the 

European Commission services. 

 

Technical solutions to detect child sexual abuse in end-to-end encrypted communications 

1. INTRODUCTION 

Purpose 

The purpose of this paper is to gather expert input to inform policy decisions in the EU to 

ensure the privacy of citizens (including children) and the protection of children against 

sexual abuse and sexual exploitation. 

Scope 

The scope of the paper is limited to one specific type of online service, electronic 

communications, and one specific type of illegal content, child sexual abuse.  

The focus on electronic communications is due to the fact that the largest amount of reports to 

the National Centre for Missing and Exploited Children (NCMEC) of instances of child 

sexual abuse (around 2/3 of the 16.9 million reports received in 2019, more than 800k of 

which concerned the EU) originate in this type of online services. These include one to one 

instant messaging services and email.  

The focus on child sexual abuse is due to several reasons: 

 the material identified as child sexual abuse (legally referred to as “child 

pornography”) is context independent, unlike other types of illegal content such as 

terrorist material;  

 it is the only illegal content whose mere possession is illegal; 

 industry has been using tools to detect voluntarily instances of child sexual abuse for 

years, as the fight against this type of illegal content has been the least controversial; 

 because of this effort, there is data available to assess the scope of the problem and the 

impact of foregoing detection measures. 

The scope of the paper is not limited to the detection of images and videos but also text-

based child sexual abuse such as grooming or sextortion.  

This paper:  

 defines the problem of the detection of child sexual abuse in end-to-end encrypted 

communications; and 

 presents possible technical solutions that could allow the detection of child sexual 

abuse in end-to-end encrypted communications. 

Approach 

The approach of the paper is purely technical. It aims to reflect in a non-technical language 

the input from top technical experts from academia, industry and public authorities from 

around the world, who have kindly contributed with their time and knowledge to help make 

progress on this matter.  



 

2 
 

2. PROBLEM 

Unencrypted communications 

In unencrypted communications, the electronic service provider (ESP) has the ability to apply 

various tools to detect child sexual abuse (images, videos or text) on its server. The most 

common ones are: 

 Hashing tools1: they convert the image (or video) into a unique alphanumeric 

sequence (hash), which is compared with a database of known images and videos 

identified as child sexual abuse.  

 Text-based tools: they detect keywords or text patterns that indicate possible child 

sexual abuse (e.g. grooming or sextortion).  

If the tools identify possible child sexual abuse, the message is flagged for manual review by 

content moderators.  

Figure 1: detection of child sexual abuse in unencrypted communications  

 

 

 

 

 

 

End-to-end encrypted communications 

In end-to-end encrypted communications the sender encrypts the message with the public key 

of the recipient. The recipient is the only one able to decrypt the message using the private 

key that only he has.  

The server is not able to apply the tools to detect child sexual abuse, since it does not have the 

private decryption key.  

 

 

 

                                                 
1  The most widely used hashing tool is PhotoDNA, developed by Microsoft and Professor Hany Farid in 

2009. See here for more information on how PhotoDNA works. 
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Figure 2: detection of child sexual abuse in encrypted communications 

 

 

 

 

 

 

 

The problem that this document aims to address is therefore the following: given the above 

end-to-end encryption setting, are there any technical solutions that allow the detection of 

child sexual abuse while maintaining the benefits of encryption or comparable security 

measures?  

In addition to the technical aspects of the problem, which are the focus of this paper, the 

problem has important policy aspects, as it lies at the core of the privacy vs security debate. 

Some voices on the security side of the debate push for forbidding end-to-end encryption 

altogether or require the existence of generalised backdoors, whereas some voices on the 

privacy side would reject any solution that allows the detection of child sexual abuse in end-

to-end encrypted communications, as they would put the privacy of communications above 

anything else.  

This document aims at mapping possible solutions that could strike a balance between 

ensuring the privacy of electronic communications (including the privacy of children) and the 

protection of children against sexual abuse and sexual exploitation. The solutions explored are 

purely technical in nature, and this paper does not take a position on the related policy 

aspects. 
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3. POSSIBLE SOLUTIONS 

There are three basic elements in an end-to-end encrypted communication: device, server and 

encryption type (see figure 2). These basic elements also determine the three possible types of 

technical solutions: device related, server related, and encryption related solutions. A 

number of options have already been explored and are set out in this section. 

 

1) Device related solutions 

This type of solutions consists in moving to the device some or all of the operations done at 

the ESP server in unencrypted communications.  

a. All detection done on-device. 

In this solution, all the main operations done at the server, i.e. hashing and matching for 

images and videos, and matching for text, are moved to the device, and applied on the 

message before it is encrypted. If the tools detect child sexual abuse, the message is sent for 

manual review. If they do not, the message is end-to-end encrypted and sent to the recipient. 

The detection tools could in principle be incorporated either at the app or the operating system 

level: 

Figure 3: all detection done on-device 

 

 

 

 

 

 

 

 

 

 

 

 

Assessment: 

 Effectiveness and feasibility:  

o Highly feasible: it could be implemented today.  

o It would allow the detection on known child sexual material only. 

o Depending on the type of device, the list of hashes may need to be limited to work 
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o Tech-savvy individuals could manipulate the device (e.g. by “rooting” the 

operating system) to circumvent the detection tools, , reducing the effectiveness of 

the solution. 

 Security:  

o The detection tools (hashing algorithm, hash list, keywords list) could eventually 

leak. This would make it easier to build tools that will distort images to ensure 

they don't match. This would also reduce the effectiveness of similar detection 

tools used elsewhere.  

 Privacy: 

o User data not exposed to ESP. 

o The possible leak and manipulation of detection tools could allow their misuse to 

introduce false positives to wrongfully incriminate the user. They could also be 

misused to work as backdoors.  

 

b. On-device hashing with matching at server. 

In this solution, the device converts the images and videos in the message into hashes, 

encrypts the message and sends the unencrypted hashes and the full encrypted message to the 

server. The server compares these hashes with those in the database of hashes of confirmed 

child sexual abuse (matching). If there is a hit, the server instructs the device to send the full 

image (or video) for manual review. If there is no hit, the server forwards the encrypted 

message to the recipient. The hashing tool could in principle be incorporated either at the app 

or the operating system level: 

Figure 4: on-device hashing with matching at server  
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Assessment: 

 Effectiveness and feasibility:  

o Highly feasible: it could be implemented today.  

o It would allow the detection on known child sexual material only. 

o No need to limit the hash list, as it will be located at the server.  

o Tech-savvy individuals could manipulate the hashing algorithm to circumvent  

detection, reducing the effectiveness of the solution. 

o It would not be applicable to text.  

 Security:  

o The hashing algorithm could eventually leak. This would make it easier to build 

tools that will distort images to ensure they don't match. This would also reduce 

the effectiveness of similar detection tools used elsewhere.  

o Hashes would be available client side (after the device produces the hashes).  

 Privacy: 

o User data (hashes) are visible to the ESP. 

o The possible leak and manipulation of hashing algorithm could allow its misuse to 

introduce false positives to wrongfully incriminate the user (e.g. by making the 

hashing algorithm produce hashes of known child sexual abuse out of legal 

images) [NOTE: is this possible?] It could also be misused to work as backdoors.  

 

c. On-device classification only. 

In this solution, the device classifies child sexual abuse instances using e.g. machine learning, 

and only triggers action (i.e. sends message for review) above a threshold. The information to 

determine whether action should be taken could come from the server as the result of 

aggregated and/or historical analysis informing of the potential gravity of the material shared 

(e.g. repeated offender, network of offenders, new material). Below this threshold (or if no 

child abuse is detected) the message is end-to-end encrypted and sent to the recipient. The 

detection tools could be incorporated either at the app or the operating system level: 

Figure 5: on-device classification only 
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Assessment: 

 Effectiveness and feasibility:  

o Highly feasible: it could be implemented today.  

o It would allow the detection of known and unknown child sexual abuse material. 

o Likely to be feasible only in modern phones, given the high CPU usage.  

o Tech-savvy individuals could manipulate the device (e.g. by “rooting” the 

operating system) to circumvent the detection tools, reducing the effectiveness of 

the solution. 

 Security:  

o The detection tools (classifier) could eventually leak. This would make it easier to 

build tools that will distort images to circumvent the classifier.  

 Privacy: 

o High rate of false positives initially (around 1 in 1000, which can be tuned 

depending on the desired recall (sensitivity) of the classifier). 

o Medium risk of exposure of user data to ESP, depending on the rate of false 

positives sent for review. 

o The possible leak and manipulation of the classifier could allow their misuse to 

introduce false positives to wrongfully incriminate the user.  

o In addition, the likely high rate of false positives initially would result in a large 

amount of user data (not child sexual abuse) being reported / processed / reviewed. 

2) Server related solutions 

This type of solutions consists in moving to third party servers some or all of the operations 

done at the ESP server in unencrypted communications.  

a. Multiple third-parties matching.  

In this solution, based on multi-party computation, the device converts the image (or video) 

into a hash, breaks it into parts, and sends these parts to multiple third-parties for partial 

matching. The device compiles the responses from the third-parties and determines whether a 

match has occurred. If there is a match, the device sends the full image (or video) for review. 

If there is no match, the device encrypts the message end-to-end and sends it to the recipient. 

The hashing tool in the device could in principle be incorporated either at the app or the 

operating system level: 
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Figure 6: multiple third-parties matching  
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 Effectiveness and feasibility:  
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o The possible leak and manipulation of hashing algorithm could allow its misuse to 

introduce false positives to wrongfully incriminate the user. It could also be 

misused to work as backdoors.  

 

b. Single third-party matching.  

This solution is the same as 1.b. (on device hashing with matching done at server), but with 

the matching done at a trusted third-party server instead of at the ESP server. 

Figure 7: single third-party matching  
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 Privacy: 

o User data (hashes) would not be visible to the ESP. 

o No operations to detect child sexual abuse would occur at the ESP server. 

o The possible leak and manipulation of hashing algorithm could allow its misuse to 

introduce false positives to wrongfully incriminate the user. It could also be 

misused to work as backdoors.  

 

A possible variant of this solution would be to encrypt the hashes coming out of the device 

with an encryption key known only to the trusted third-party. Matching could take place using 

the encrypted hashes.  This could increase the privacy of the matching operations in the 

trusted third-party.  

 

c. Secure enclaves in the ESP server.  

In this solution, also known as 'Trusted Execution Environments', the ESP server contains a 

“secure enclave” that allows compute intensive operations to happen on the cloud, but in a 

closed off environment that can decrypt the user info and perform the same operations and 

checks as done in unencrypted communications (see figure 1), but can't leak it. 

 

Figure 8: secure enclaves in the ESP server   
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3) Encryption related solutions 

This type of solutions consists in using encryption protocols that allow the detection of child 

sexual abuse in encrypted electronic communications.  

a. On-device homomorphic encryption with server-side hashing and matching.  

In this solution, images are encrypted in the device using homomorphic encryption (a type of 

encryption that allows the hashing of encrypted images). The encrypted images are sent to the 

ESP server for hashing and matching.  

Figure 9: on-device homomorphic encryption with server-side hashing and matching  
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4. OVERVIEW 

To be completed (including star rating, the current one is just a placeholder and a suggestion for rating system) with the experts’ input. 

Type Solution Feasibility 

& 

effectiveness 

Privacy Security Overall assessment 

(top 3/further research 

needed/discard) 

1) Device 

related 

a. All detection done on-device    TBD 

b. On-device hashing with matching at server    TBD 

c. On-device classification only    TBD 

2) Server 

related 

a. Multiple third-parties matching    TBD 

b. Single third-party matching    TBD 

c. Secure enclaves in the ESP server    TBD 

3) Encryption 

related 

a. On-device homomorphic encryption with 

server-side hashing and matching 

   TBD 
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5. RECOMMENDATIONS 

To be completed with the experts’ input. 
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