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This paper:  
 defines the problem of the detection of CSA in end-to-end encrypted (E2EE) 

communications; and 
 presents possible technical solutions that could allow the detection of CSA in E2EE 

communications. 
 
The paper aims to provide a first technical assessment to help identify possible solutions. 
Substantial additional work, beyond the scope of this paper, is likely to be needed to 
finalise the development of the solutions and deploy them across the companies’ 
infrastructure.  

A possible solution is one that allows the detection and reporting of CSA in E2EE electronic 
communications using existing technologies (e.g. hashing), as well as upcoming 
technologies, to the extent that these may be known today.  

Approach 

The approach of the paper is purely technical. It aims to reflect in a non-technical language 
the input from top technical experts from academia, industry and public authorities from 
around the world, who have kindly contributed with their time and knowledge to help make 
progress on this matter.  

The paper maps possible technical solutions and assesses them from a technical point of view 
across five criteria (the order does not reflect any considerations on relative importance): 

1. Effectiveness: how well does the solution detect and report known and unknown 
CSA (images, videos and text-based threats)?2  

2. Feasibility: how ready is the solution and how easily can it be implemented, in terms 
of cost, time and scalability?3 

3. Privacy: how well does the solution ensure the privacy of the communications?  
4. Security: how vulnerable is the solution to be misused for other purposes than the 

fight against CSA, including by companies, governments or individuals?4  
5. Transparency: to what extent can the use of the solution be documented and be 

publicly reported to facilitate accountability through ongoing evaluation and 
oversight by policymakers and the public?5  

 

                                                 
2  This includes the ability to report to law enforcement sufficient information to enable the rescue of children 

from ongoing abuse and the prosecution of the offenders, as well as the ability of companies to proactively 
stop the abuse of their infrastructure to commit CSA related crimes. Also, a solution is more effective if it 
allows the detection of CSA with multiple technologies (e.g. image and video hashing, AI, etc).  

3  A solution ready to be implemented also ensures optimal user experience (e.g. no reduction of performance).   
4  This includes, e.g., the misuse by companies to detect other types of content, the misuse by governments for 

mass surveillance, and the misuse by individuals to cause damage exploiting possible weaknesses that the 
solution may inadvertently introduce in the infrastructure.   

5  Carnegie Endowment for International Peace, Moving the Encryption Policy Conversation Forward, 
Encryption Working Group, September 2019, p14. 
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2. PROBLEM DEFINITION 

The problem that this document aims to address is the following: given an E2EE electronic 
communication, are there any technical solutions that allow the detection of CSA while 
maintaining the same or comparable benefits of encryption?  

In addition to the technical aspects of the problem, which are the focus of this paper, the 
problem has important policy aspects, as it lies at the core of the privacy vs security debate. 
Some voices on the security side of the debate push for forbidding E2EE altogether or require 
the existence of generalised backdoors, whereas some voices on the privacy side would reject 
any solution that allows the detection of CSA in E2EE communications, as they would put the 
privacy of communications above anything else.  

This document aims at mapping possible solutions that could strike a balance between 
ensuring the privacy of electronic communications (including the privacy of children) and the 
protection of children against sexual abuse and sexual exploitation. The solutions explored are 
purely technical in nature, and this paper does not take a position on the related policy 
aspects. 
 
3. POSSIBLE SOLUTIONS 

0) Baseline solutions 

These are immediate solutions that require little or no technical development. They provide 
reference points for comparison to the other technical solutions.  

a. Unencrypted communications 

In unencrypted communications, the electronic service provider (ESP) has the ability to apply 
various tools to detect CSA (images, videos or text) on its server. The most common ones are: 

 Hashing tools6: they convert the image (or video) into a unique alphanumeric 
sequence (hash), which is compared with a database of known images and videos 
identified as CSA.  

 Text-based tools: they detect keywords or text patterns that indicate possible CSA 
(e.g. grooming or sextortion).  

If the tools identify possible CSA, the message is flagged for manual review by content 
moderator or reported directly to the authorities. 
 
 
 
 
 

 
                                                 
6  The most widely used hashing tool is PhotoDNA, developed by Microsoft and Professor Hany Farid in 

2009. See here for more information on how PhotoDNA works. 
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Assessment: 
 Effectiveness:  
o Medium-high: it would allow the detection of known CSAM. Depending on the 

type of device, the list of hashes may need to be limited to work properly.9 
Updating the hashset with new hashes is slower and thus less effective than a 
model where the hashset is in the ESPs cloud. 

 Feasibility:  
o High: it could be implemented relatively easily. An open-source version of the 

solution could be created to be used by smaller companies.  
 Privacy:  
o Medium: user data is not exposed to the ESP. The possible security issues 

(compromise and manipulation of detection tools) may introduce vulnerabilities 
that could decrease the privacy of the communication.  

 Security:  
o Low: the solution could be easily subverted and compromised/reverse engineered 

to not detect or report child sexual abuse (in particular in devices without trusted 
execution environments). It could also be manipulated to introduce false positives 
to wrongfully incriminate the user, or inundate the reporting systems (e.g. 
NCMEC) with false positives. The possible leak of detection tools (e.g. hashing 
algorithm, hash list, keywords list), could reduce the effectiveness of similar 
detection tools elsewhere. This risk might be mitigate through obfuscation 
techniques to scramble pixels without affecting the creation of the hash.  
could you please clarify how this would work and how it would address the 
concerns of leaking the hashsets and hashing algorithm?  
Also to consider is the possibility that tech-savvy offenders (which may 
compromise the solution) are probably not using unencrypted communications 
already, and the solution could still work to detect non tech-savvy offenders (as is 
the case of most CSA detected and reported today).  

 Transparency: 
o Medium-low: the possible security issues could limit the reliability of public 

reporting on the use of the solution and therefore the accountability.     
 
b. On-device full hashing with matching at server 

In this solution, the device converts the images and videos in the message into hashes, 
encrypts the message and sends the unencrypted hashes and the full encrypted message to the 
server. The server compares these hashes with those in the database of hashes of confirmed 
child sexual abuse (matching).  

If there is a hit at the server, it instructs the device to send the full image (or video) for manual 
review (or reporting). If there is no hit, the server forwards the encrypted message to the 
recipient.  

                                                 
9  That said, in the case of PhotoDNA, the additional time needed to compare hash databases of increasing size 

scales logarithmically, not linear. In other words, doubling the size of the database requires one extra 
comparison, not twice as many.  
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Assessment: 
 Effectiveness:  
o Medium-low: the detection of (known and unknown) child sexual abuse images 

and videos using machine learning is still not sufficiently developed and generates 
relatively high error rates (e.g. compared to hash matching). Do we have numbers 
for these error rates and estimates on what would be an acceptable error rate 
(false positives and false negatives? The machine learning algorithms require 
well-labelled data on an ongoing basis to make sure that the models are kept up-
to-date. They also require constant feedback on the quality of the classification, 
which is particularly difficult to consistently provide in the detection of child 
sexual abuse in an end-to-end encrypted system. This may result in the algorithms 
getting outdated relatively soon. Unfortunately, machine learning and AI systems 
are not currently the magic solution/silver bullet to end child sexual abuse 
material that sometimes they are presented as. 
Classifiers are more effective in detecting text-based threats like sextortion or 
grooming through patterns of behaviour than images or videos (although all 
require well-labelled data on an ongoing basis to make sure that the models are 
kept up-to-date, as well as feedback on the quality of the classification).  

 Feasibility:  
o Medium-low: some companies are already using classifiers to detect child sexual 

abuse but significant development is still required, in particular for the detection 
of images and videos. Increased operations in the device may reduce battery life. 

 Privacy:  
o Medium-low: the possible security issues (compromise and manipulation of 

classifiers) may introduce vulnerabilities that could decrease the privacy of the 
communication. In the particular case of behavioural classifiers, which determine 
possible instances of child sexual abuse based on metadata from the user, the 
privacy intrusion is higher than other tools such as hashing. In addition, a possibly 
higher rate of false positives could result in user data (not child sexual abuse) 
being reported / processed / reviewed. 

 Security:  
o Medium-low: the classifiers in the device could be compromised and manipulated 

to avoid detection (i.e. introduce false negatives), introduce false positives to 
wrongfully incriminate an user or inundate the reporting systems (e.g. NCMEC).  

 Transparency: 
o High: the use of the solution could be documented and be publicly reported to 

facilitate accountability. 
 
2) Server related solutions 

This type of solution consists in moving to secure enclaves in the ESP server or to third 
party servers some or all of the operations done at the ESP server in unencrypted 
communications.  
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Assessment:  
 Effectiveness:  
o Medium: it would allow the detection of known CSAM only. It would not be 

applicable to text-based threats. No need to limit the hash list, as it will be located 
at the third-party server. 

 Feasibility:  
o Low: scalability could be an issue, although similar systems exist in the 

advertising ecosystem that could serve as a reference for best practices.     
 Privacy:  
o Medium-low: user data (hashes) are not visible to the ESP and no operations to 

detect child sexual abuse would occur at the ESP server. The possible security 
issues (e.g. compromise of third-party server by state actors) could decrease the 
privacy of the communication.  

 Security:  
o Medium-low: in addition to the security concerns of 1.b) (on-device full hashing 

with matching at the server), e.g. risk of manipulation of the hashing algorithm, 
the third-party server could be compromised by state or individual actors. 

 Transparency: 
o Medium-low: the possible security issues could limit the reliability of public 

reporting on the use of the solution and therefore the accountability.     
 

c. Multiple third-parties matching 

In this solution, based on multi-party computation, the device converts the image (or video) 
into a hash, breaks it into parts, and sends these parts to multiple third-parties for partial 
matching. The device compiles the responses from the third-parties and determines whether a 
match has occurred. If there is a match, the device sends the full image (or video) for 
review/reporting. If there is no match, the device encrypts the message end-to-end and sends 
it to the recipient: 

 

 

 

 

 

 

 

                                                 
12  In this and the other solutions (both device and server related) that require sending hashes separately to 

servers, “unencrypted” means that the hashes are not end-to-end encrypted but they could be encrypted at 
the device with a key known only to the server with another protocol, such as https.  
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internet connections. A similar technology is already in use by Google and online 
merchants14 but further research would be required to see how it could be applied 
in this situation (in particular on scalability) and what would be the costs 
(probably high).   

 Privacy:  
o Medium: user data (hashes) are not visible to the ESP and no operations to detect 

child sexual abuse would occur at the ESP server. The possible security issues 
(e.g. compromise of third-party server by state actors) could decrease the privacy 
of the communication. That said, the solution could offer better privacy than 
solution 2.b) (single third party matching): if at least one of the parties is 
trustworthy the hash will remain private. On the other hand, it is possible that the 
larger companies, which also offer electronic communication services, turn 
themselves into the third parties of this solution for the smaller companies, which 
may generate some privacy issues. 

 Security:  
o Medium: in addition to the security concerns of 1.b) (on-device full hashing with 

matching at the server), e.g. risk of manipulation of the hashing algorithm, the 
third-party servers could be compromised by state or individual actors. That said, 
compared to solution 2.b) (single third-party matching), the risk will be lower as 
bad actors would need to compromise multiple servers instead of one.  

 Transparency: 
o Medium: the possible security issues could limit the reliability of public reporting 

on the use of the solution and therefore the accountability.     
 

3) Encryption related solutions 

This type of solutions consists in using encryption protocols that allow the detection of CSA 
in encrypted electronic communications.  

a. On-device homomorphic encryption with server-side hashing and matching 

In this solution, images are encrypted in the device using homomorphic encryption (a type of 
encryption that allows the hashing of encrypted images). The encrypted images are sent to the 
ESP server for hashing and matching.  

 
 
 
 
 
 
 

                                                 
14  , do you have the link to the Real World Crypto talk of Google that you mentioned? The technology 

allows Google and online merchants to compute certain profile information on internet users (.g. the average 
age of buyers of a certain watch) without sharing all the data they have about those users.  
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5. RECOMMENDATIONS 

On possible solutions: 
 Immediate: on-device hashing with server side matching (1b). Use a hashing algorithm 

other than PhotoDNA to not compromise it. If partial hashing is confirmed as not 
reversible, do that for improved security (1c). 

 Long term:  
 Invest in research on secure enclaves in ESP server to make the technology 

more accessible (2a). 
 Invest in research on classifiers to supplement hashing and matching, but not 

replace it (1d). 
 Invest in research on multiple third-parties matching, leveraging existing 

applications (2c). 
 Invest in homomorphic encryption research with regard to image matching 

(3a). 
 To be further completed with the experts’ input 

Other considerations: 
 PhotoDNA update: PhotoDNA, the hashing technology most widely used, is more 

than 10 years old and it may require an update now and then periodically every few 
years to keep up with the latest developments (and make it less vulnerable to 
manipulation).  

 Quality and integrity of hash databases: a number of solutions rely on the detection of 
child sexual abuse through hashing technology. The quality of this detection (and 
therefore the effectiveness of those solutions) depends on the quality and integrity of 
those databases. 

 Industry standards for detection: the creation of industry standards for the detection 
tools (e.g. image and video hashing) could facilitate the development and deployment 
of solutions across industry.    

 Open source tools: open source tools could also facilitate the development and 
deployment of solutions across industry. However, substantial research may be 
required to produce open source tools that cannot be manipulated to reduce their 
effectiveness or be misused.  

 Open competition: an open competition with a substantial prize16, could encourage not 
only the development of open source tools and industry standards, but also the 
development of new possible solutions to detect and report child sexual abuse in end-
to-end encrypted electronic communications. 

 Reporting mechanisms: when describing the solutions, the paper does not analyse in 
detail what happens after child sexual abuse is detected, i.e. review and reporting 
mechanisms. These mechanisms depend on national legal obligations. These can have 
an influence on the effectiveness of some solutions (e.g. training of machine learning 
classifiers, which rely on a stream of well-labelled material to remain effective). 

                                                 
16  For example, similar to the open competitions organized by NIST on cryptography.  
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 Industry standards for reporting and transparency: when using hash databases, it would 
be useful to know not only the total number of reports sent to relevant statutory bodies 
from matches, but also the matches not sent to statutory bodies but removed based on 
the terms of service, and matches not sent to statutory bodies nor removed.  
The effectiveness of a hash database is currently only known to the company using it. 
It could be useful to have a third party perform regular testing/auditing using a sample 
non-CSAM match similar to the EICAR test file in the anti-virus industry.     

 To be further completed with the experts’ input 
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