Transparency — traffic management and speeds

\

No blocking/slowing down/degrading/discrimination
against specific websites/classes of traffic

Preferential treatment permitted, so long as does not
impair in a recurring or continuous manner the general
quality of internet

Traffic management only permitted to prevent serious
crime/security but traffic management limited to
temnporary or exceptional congestion provided
equivalent traffic treated equally

Traffic management only permitted to (1) where required
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Transparency — traffic management and speeds

r “\
No blocking/slowing
down/degrading/altering/discrimination against specific

websites/classes of traffic
\ y,

Preferential treatment permitted provided that: (1) itis
provided on logically distinct capacity (2} it is not to
the detriment of the availability or quality of internet
access services and (3) no discrimination

by court order (2) security (3) to manage temporary or
exceptional congestion provided equivalent traffic
treated equally
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Consumer Harm

BiglC

Child abuse row

* No voluntary
blocking of child
abuse material on
IWF block list

* No parental
controls, which
block over 18
content

oncerns have been raised that the net neutrality
amendment passed n parliament could be expiaited
ig allow child sbuse imagss te be shared

A section that originally stated that sites couid be
Hocked f # was necessary 1o "implement 3
ismislative provision or @ court arder, of prevent o
edi senpus cames” was shotensd m the final
versisn to refer oniy to court orders

At present & UK-based crganisation calied the
internel Watch Feundation maintains a hist of
pages cordaining images of child abuse so that 1ISPs
can bicok the content - a process that doss not

i 2 COUM orders

feiched as 1t might seem that the EU would
make ! easier to share such matenal. som

fear that the amendment 1n ds cusrent
maie this the case
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state couid

The Consenative Paty's Vicky Ford MEP wamsd
that the cument draft was “dangerous” and sad that
it would have to be revised

* No spam
blocking, even
with consent of
the end user

Labour's Richard Howilt KIEF tweeted that he too
appesed the propoessd law. which ke said “could

weaksn [the] fight against anline child sex sbuse
images”

Vicky Ford Facebouok blog
Richard Howitt tweet
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EU threat to child-abuse

Kic Fildes
‘Technwlogy & Communications Editor
A new 24 taw could bamper effors to
crack down on child abuse images
onling, lawyers bave wared.

Telecoms companies will no tonger
beableto Mock websites that show such
spaterial, under Jeghlation designed
creat2 an “open” internet.

lnstead internet service proviaders
will have to wait for orgamisations such
as the Internet Watch Foundation to
abtain a court order hefore blocking
access to the sites,

The new telecoms packdge, which
wis passed earligr this month, could al-
so disrupt David Camerons pians to
force internet users o "optin” to access
adult content anline, secording to sen-
iorfigures in the telecoms industyy who
saiid spam filters could als be banoed.

The Eurcpean parliament vored in a
telecoms package last month, which
was praised for ending excessve roam-
ing charges. 1t also ushered in an era of
the "open” internet, The legislation said
thial telecoms compuines coand engage
in "traffic management” only to ease
congzetion on the network, o ensure
the seeurity of the netwaork or to imple-
ment & court order.

The onginal proposals submatted by
the European Comnission included a

ause designed to ensure that the
blocking of Wlegal contant by teleconss
companies such s3 BT and Vodafone
would be preserved. However the
phrase covering this was delesed by Eu-
ropean ministers before bemig passed.

Tin Ward, QC, sudd that the current
ystem for blocking access would no
ger be permitted as a result. “In the
JK, we have a voluntary system that

§
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crackdown

fails hetween the eracks” he sald. The
TWP sends emails twice a day to tele-
coms companies about sites that con-
tain harmfnl material. It identified
13.182 websites conlaining ¢hild sexual
abuise fast year, u 31 per cent rise, over
half of which contained viclence &
change in the law o force she organtsa-
tion 1o get a cowt order to block access
would impede abiempts 1o crack down
on child abuse. *With thebest willinthe
world, vou car't ges that many courtor-
ders twice 2 day.” said Mr Ward,

Chiidren charities expressed alarm
at the potential consequences. Claire
Lilley, NSPCC head of chiid safety on~
Lpe, said “We would be deeply
concerped about the introduction of
any fegislation that vesults in internel
service providers not being able to shut
down sites containing child abuse im-
ages until they get a court order”







Traffic management?

It is how the Network would deal with customer data flows to make it more efficient and
increase the effective capacity of the Network to improve the end to end user

experience

It provides the control needed to maintain user experience and quality even if:
» Different application race for network resources independently and randomly
» Network conditions change due to customer mobility and concentration of traffic
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The science of radio dictates that capacity and user performance
decreases the further users are from the radio site

Radio Quality varies across the

> The capacity and user performance delivered by a radio coverage area of a Macro Site

site varies by user location

Radio \ &
Quality
» If users are at cell edge e.g. deep indoors, the radio

signal struggles to reach them lowering the network

capacity Macro Site

» A HD Video has a typical data rate of 2.5Mbps: if 2 users
at the cell edge both try and view an HD video, both S cortore

users are likely to experience video stalling Radio Capacity per Sector of Macro Site is
dependent on Radio Quality (Mbps)

» To add the same capacity for serving video as the
content optimisation, would require more than double HSPA7.2| 7
the site density HSPA43.2| 32 OR

LTEB0O| 70

OR 25




Types of Traffic management

C3

- ™
® |t targets the best user

experience that sustains
over changing mobile
environment due to
mobility or congestion

-
® The goal of QoS isto
provide guarantees on
the ability of a network
to deliver predictable
results dependent on
service & traffic type

~
(o Storing the frequently
used content by
customers in a specific
area, city or country as
close as possible to
accelerate content

delivery

-
® Control of traffic

delivery and policies to
ensure that the
congestion impactis
minimized and sensitive
traffic is not impacted

-
¢ Intelligent analysis of

email patterns and
identification of spam
senders




Optimization
it is primarily about providing the best possible video experience

http://www.youtube.com/watch?v=C-U DOGO6G8&feature=share&list=PLIOV6UQ7-
7HOf7WOrf3xeOLMG8j9WTztP

http://www.youtube.com/watch?v=|GR7IW-oSbE&feature=share&list=PLIOV6UQT -
7HOf7WOrfaxeOLMG8Bi9WTztP&index=1
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QoS & prioritization

 Every application has different needs dependent on its nature.
« Some applications can tolerate delays (e.g. emails, chat,..)

« Some applications require much more bandwidth than others (e.g. Video)

1 Bearer Type Priority Packet Delay | Packet Loss Example

2 4 150 ms ot Video call

3 3 &0 ms Online Gaming (Real Time)

4 5 300 ms ‘ , Video streaming
5 Lo 100ms S ; IMS Signaling
& & 200 s Video, TCP based %EE"@TEGS 2.g emall,
f S : chat, fip etc
e MonGBR o g - et ,
7 o f9ms 30 Voke Video, interactive gaming |
B 2 .  Video, TCP based services e.g email, |
5 g - - . chal Bpelc '

LTE traffic classification as defined by 3GPP standards
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End User Experience is Content dependent

» Standards and consequently Networks evolved from a
‘dedicated resources’ to ‘shared pool of resources’,
where the resources pools are managed on the basis of
QoS requirements for different services

» Standards define different QoS per services based on
service characteristics.

» Without the possibility to allocate and manage
shared resources across the network intelligently,
there will be QoE degradation

» This is valid especially for real-time services which
rely by nature on higher QoS, thus also limiting
Innovation

. L1 IPTY
I% &2«»’} Video Gaming
§ 3/ Videocall 14,
= ,
'§> Web (6 L5, volP
E rl) email
LouBgpep
(Less stringent) Latency (More stringent)
. NetNeutrality will degrade the quality of
- majority of internet services overtime
£
g
a Potential degradation for
2 75% of the main services
g in busy hours
o
£
=

(Less stringent) Latency (More stringent)




Caching R 7

Internet content is spread around the world and getting it closer reduces latency and improves
user experience, but is only applicable for some types of traffic that are non encrypted and non
real time content (e.g. Live TV)
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Caching .

Internet content is spread around the world and getting it closer reduces latency and improves
user experience, butis only applicable for some types of traffic that are non encrypted and non
real time content (e.g. Live TV)




Spam filters are bi-directional (preventing incoming and
outgoing spam)
» Spam distorts users and can block networks due to loads of illegitimate traffic

« Example: an employee on vacation can find out that his mailbox is full and losses important
emails because he received 100s of spam that consumed his/her inbox capacity

* An ISP (Internet Service Provider) can suffer latency or even reach a Denial of service as it
receives millions of spam emails blocking its capacity for legitimate use

/ ™
e D
. Examples of anti-spam
S techniques:
II’;’ q _
I.Ilf’! «  Known Spammers list
j P I.l‘g’l * Inspecting embedded
s Mo Spam+ j
Anti-Spam * Falsified address of the
In IE (@Vodafone.ie) we measured filter In IE (@Vodafone.ie) we measured sender
<10% of outgoing email being spam ~95% of incoming email being spam (7l Onthe fly content checks |

N
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IP technology relies on pooling resources for high efficiency, that's why
the entire world is moving to IP

* Providing logically distinct capacity with strict admission control based on type of application
is a very challenging and inefficient use of network resources.

« Currently the standards does not facilitate this type of separation, this actually goes against
3GPP and GSMA standards

* Instead all standards differentiate between services based on the minimum requirements of
these services (e.g. Voice requires special treatment to maintain its quality under all
conditions) while keeping all resources pooled for efficiency

Network Operator

Aggregation and
Core Transport
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Examples

Voice?

mHealth —time critical M2M services
* Enterprise services

https://workspace?2 vodafone.com/global/enterpriseproductmarketing/Pages/Produ
ct-Search.aspx?Product=Vodafone%20Intelligent%20Enterprise?620Hub

Insert Confidentiality Level on title master 17







Congestion Management in the future

« With the proliferation of devices and wider LTE rollout, traffic will increase significantly
and has to be managed in the best possible way.

Netwark Operator

Aggregation and
Core Transport

If Network operators do not manage traffic, every application and content provider will try
to absorb as much resources as possible from the network at both ends. This will be a
completely non controlled environment, and even more prone to congestion

Best Traffic Management requires full control of all traffic to take the right decision based
on criticality of the content (e.g. emergency) and its nature (e.g. Voice)
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Innovation
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TRANSPARENCY

NO BLOCKING/DISCRIMINATION

PREFERENTIAL TREATMENT
PERMITTED PROVIDED NOT
DISCRIMINATORY

REASONABLE TRAFFIC MANAGEMENT

PERMITTED

SPAM FILTERS/PARENTAL
CONTROLS/BLOCKING ILLEGAL
CONTENT PERMITTED

TRANSPARENCY

NO BLOCKING/DISCRIMINATION

PREFERENTIAL TREATMENT PERMITTED
PROVIDED NO MATERIAL IMPACT ON

INTERNET SPEEDS
4 Y
TRAFFIC MANAGEMENT LIMITED TO
CONGESTION
\. W,
4 ™y

SPAM FILTERS/BLOCKING ILLEGAL CONTENT
PERMITTED BUT NO PARENTAL CONTROLS

\. 7

TRANSPARENCY

NO BLOCKING/DISCRIMINATION

%

.

PROVIDED ON SEPARATE CAPACITY + NO

DISCRIMINATION
\,

N
PREFERENTIAL TREATMENT PERMITTED

( TRAFFIC MANAGEMENT LIMITED TO
CONGESTION
\,

NO SPAM FILTERS/NO PARENTAL
CONTROLS/NO BLOCKING ILLEGAL

CONTENT PERMITTED




