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Scene setter

DSA

In 2016, the Commission presented the voluntary “Code of conduct on countering illegal hate
speech online" together with Facebook, Microsoft, YouTube and Twitter. Five more companies
have joined the Code of conduct in 2018 and 2019, including Snapchat and Instagram. The Code of
conduct is constructed upon two pillars:

e Effective notice-and-action: when a notice about alleged illegal hate speech is received,
IT Companies should review them within 24h and remove when necessary;

e Mechanisms of cooperation between the IT Companies, national authorities, civil
society organisation to address the societal challenges of hate speech and to support
effective law enforcement.

Revising the system for responsibility of platforms is an important objective in the Commission’s
political guidelines. The Commission work programme 2020 indicates that the “new Digital
Services Act will reinforce the single market for digital services and help provide smaller
businesses with the legal clarity and level playing field they need. Protecting citizens and their
rights, not least the freedom of expression, will be at the core of our efforts.

Artificial Intelligence

e The Commissioner met with Google representatives in April. DG JUST provided a
briefing on Al at this time, but has no information about the topics that were discussed.

e Google submitted their reaction to the Al WP public consultation on 28 May.! Please
find main points of the reaction in the background section below.

e In the week of 8-12 June, IBM, Microsoft and Amazon made public that they will not
supply facial recognition technology to police forces, which received considerable
attention by the media. DG JUST is not aware of a positioning by Google on this topic
at the time of the deadline of this briefing. Google had previously declared not to supply
Al technologies for military purposes.

e Google has a lot to lose from possible regulation on digital issues. Therefore, it is
generally supportive of non-legislative actions reassuring the public. In particular, on Al
it has been proactively promoting ethical principles and their implementation.

1 https://www.blog.google/around-the-globe/google-europe/responding-to-the-european-commissions-ai-white-
paper/
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The seven Al principles of Google (launched in June 2018, see annex) are non-
controversial but generic. Similarly, Google’s red lines are sound but worded in a way
avoiding stringent commitments.

On 21 November 2019, Google introduced its “Google Cloud Al Explanations” tool
which is supposed to quantify each data factor’s contribution to the output of a machine
learning model. It also introduced “Model cards”, a kind of standardised product
information for Al products.

Both initiatives have the advantage for Google of being proactively ethical and
reinforcing its position vis-a-vis start-ups that do not have the resources to launch
similar projects.

Google’s White Paper on Al governance (February 2019) also calls for regulation
through dialogue with industry rather than legislation.

Google is represented in the Al High-Level Expert Group (HLEG) established by the
EC in June 2018. Therefore it could not participate in the deep dives (around 50
organisations, not part of the HLEG, were selected for an in depth evaluation of the
trustworthy Al assessment list developed by the HLEG), but it did participate in the
online survey of the assessment list. In its submission, the company agrees with the
topics covered by the EU Ethical Guidelines Assessment List. In establishing Google’s
procedures to implement their Al principles they had similar considerations — albeit in
a manner tailored to specific applications and issue areas rather than a generic
standardised list. Because of this, the Assessment List in its current form seems less
effective for Google to adopt than their application and context specific approach.
However, they agree that a revised version of the Assessment List could be a helpful
starting prompt for those organisations who have not yet established procedures for
ensuring responsible Al implementation. More specifically Google proposes
clarifications and simplifications to the list.

Google (following a discussion with CNECT services) submitted two initiatives to the
Al & COVID initiatives repository, namely: Kaggle COVID-19 Open Research Dataset
Challenge, and Google Cloud Rapid Response Virtual Agent.
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TRACING APPS

EU Members States, supported by the Commission, have developed an EU toolbox for
the use of mobile applications for contact tracing and warning in response to the
coronavirus pandemic. This is part of a common coordinated approach to support the
gradual lifting of confinement measures, as set out in a Commission Recommendation.

Member States have reported on their actions by 31 May 2020 as required by the April’s
recommendation. The Commission will assess the progress made and publish periodic
reports starting in June 2020 and throughout the crisis, recommending action or the
phasing out of measures that seem no longer necessary. Since the outbreak of the
coronavirus pandemic, Member States, backed by the Commission, have been assessing
the effectiveness, security, privacy, and data protection aspects of digital solutions to
address the crisis. Contact tracing apps, if fully compliant with EU rules and well-
coordinated, can play a key role in all phases of crisis management, especially during this
time when most countries are gradually lifting social distancing measures. They can
complement existing manual contact tracing and help interrupt the transmission chain of
the virus. The toolbox is accompanied by guidance on data protection for such mobile

apps.

At present seven EU/EEA countries have already launched an app (AT, CZ, FR, HU,
NO, IT). We understand that 13 countries intend to launch an app in the near future.
Some Member States have publicly ruled out a contract tracing app or decided to launch
an app with other functionalities. The timeline for the availability of the apps may differ
between Member States.
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ONLINE PLATFORMS — HATE SPEECH

e The Commission announced, in the Communication on Shaping Europe’s Digital Future,
a Digital Services Act Package, including two instruments:

1. New and revised rules to deepen the Internal Market for Digital Services, by
increasing and harmonising the responsibilities of online platforms and
information service providers and reinforce the oversight over platforms’
content policies in the EU. This would help reinforcing users’ protection
across the EU also against illegal hate speech, while at the same time
providing sufficient clarity and legal certainty to online platforms on what the
EU expects from them.

2. The Commission will further explore, in the context of the Digital Services
Act package, ex ante rules to ensure that markets characterised by large
platforms with significant network effects acting as gatekeepers, remain fair
and contestable for innovators, businesses, and new market entrants.

e The package is announced in the Commission’s Work Programme for Q4 2020.
Commissioner Breton announced in the French Senate that some minor delay might
follow. No formal update to the Commission Work Programme was made to date.

e (Google, as a Member of EDiMA, has urged EU policymakers in a position paper to
establish a ‘responsibility framework’, this framework would allow online platforms to
take measures against illegal content without losing their immunity from liability for
users' hate speech, violent extremism or other illegal behaviour.

e This position paper argued that the foundational principles of the e-Commerce Directive
should be maintained, in particular, the Country of Origin Principle, the limited liability
regime and the prohibition against general monitoring obligations.

e The position paper further argued that the Digital Services Act should only regulate
illegal content and not harmful content.

e Furthermore, it foresees the creation of an EU oversight body under the framework to
allow for effective oversight.

e [t was further argued that any new legislative instrument could also be complemented by
sector- or content-specific rules.

e Related to content specific initiatives, Google has been responsive on cooperation
measures against terrorist content online and is part of the EU Internet Forum, the Global
Internet Forum to Counter Terrorism (GIFCT), as well as a signatory of the Christchurch
call for action launched by the French President Macron and Prime Minister Jacinda
Ardern of New Zealand on 15 May.
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YouTube, held by Alphabet, reports having closed 25 000 channels for uploading
incitements to violence or extremist content (1% total channels closed) and having
deleted 357 000 such videos (4% of total deleted) in the first trimester of 2019.

Furthermore, Alphabet also participate in the Code of Conduct on countering illegal hate
speech online initiated by DG JUST, with Google +, the main social network of the
company, signing the commitment last year (the service was, however, discontinued in
the meantime). YouTube was amongst the first signatories of the Code and reports a
removal rate of 85.4% for content notified as illegal hate speech by trusted flaggers, with
84% of the requests assessed within 24 hours of the report, and 8% within 48 hours.

Google services are also part of the Code of Practice against disinformation initiated by
the Commission in October 2018 and has taken a number of steps to improve the scrutiny
of ad placements and enhance transparency of political ads. The Commission asked the
company to extend its actions to a larger number of Member States and to further support
research actions.

On the 11 June 2020, Google has introduced a new policy to remove links to counterfeit
goods from Search results, upon valid notice from trademark owners and not only based
on court orders. Google has also flagged its intention to develop a ranking signal that will
help to further limit the visibility of sites that are consistently found to be selling
counterfeit goods.
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Lines to take

ILLEGAL HATE SPEECH AND THE DSA

e Ensuring that we take measures to ensure that hate
speech is removed online is an integral part of
fostering a society where pluralism tolerance and non
discrimination prevails. This 1s part of the values
enshrined in art 2 of the Treaty of the European Union.

e YouTube has been an important partner in working to
tackle this problem head on through the 2016 Code of
conduct on countering hate speech online.

e Over time, the Code has achieved fast progress on
removing online hate speech. We have seen removal
rates go up from only 28% in our first monitoring in
2016 to stabilise at around 70% since 2017.

e Having said this, an evaluation carried out by a smaller
group of civil society organisations outside the
monitoring exercise, following a very similar
methodology, shows that some of the IT companies,
including YouTube had lower removal rates than in
the Commission led monitoring exercises. Assessment of
notices, and removal of content when necessary, have to
be consistent every day, all year round.

e The Commission is constantly reviewing the situation
and 1s currently examining whether further measures,
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including regulatory measures are needed.

e The Digital Services Act will look at the platforms
liability and set out a comprehensive approach towards
all forms of illegal content online. While still at an
early stage, possible options that will be assessed could
include obligations to put in place notice and action
systems as well as reporting and transparency obligations
that would require platforms to provide information on
how they deal with illegal hate speech on their platforms.

e The open public consultation for the DSA has just been
launched and we welcome contributions and engagement

on the specific issues.

DG CNECT

e The Commission takes very seriously the need to act
against illegal content online, including illegal hate
speech. As you know, over the last few years the
Commission has adopted several initiatives in this
regard.

e This is the case of the Commission Recommendation on
measures to effectively tackle illegal content online,
which sets out appropriate and proportionate measures
that online platforms should take in fighting illegal
content, and the revised Audiovisual Media Services
Directive which has been extended to cover certain types
of illegal content on video-sharing platforms.
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e As announced in the President’s political guidelines, the
Commission is carrying the preparatory work for the
Digital Services Act package which will take another
step forward in setting up online platforms’
responsibilities over illegal content and goods, building
on the experience gathered until now.

e The ultimate aim of the Digital Services Act would be to
reinforce users protection across the EU also against
illegal hate speech, while at the same time providing
sufficient clarity and legal certainty to online platforms
on what the EU expects from them.

e We strongly believe that any effective action to combat
illegal activities online needs to come from the EU level,
given the cross border nature of online platforms and the
need to provide a harmonized level of protection to all
EU users.

e We are concerned about a patchwork of different hate
speech laws in the EU. This raises concerns when it
comes to the regulation under the country of origin
principle, a cornerstone of the internal market and the
principle behind the E-commerce Directive and the
AVMSD.
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TOPIC 2

ARTIFICIAL INTELLIGENCE

e The AI white paper published on 19 February pursues a
human-centric approach. It sets out regulatory options
to foster an ecosystem of excellence and trust.

e To help Europe pursue excellence in the area of Al, the
white paper presents initiatives including investments,
coordination of research and fostering relevant skills.

e As regards trust, the EU already has fundamental
rights legislation relevant for Al in particular on data
protection, privacy, non-discrimination and equality; and
relevant laws on consumer protection and copyright.

e The effectiveness of this acquis is challenged by the
complexity and opacity of certain Al applications
(‘black boxes’) which are no longer comprehensible.

e To address these challenges, the white paper includes
documentation-, testing, and accountability-requirements
to benefit the effective enforcement of existing laws and
help those who deploy Al systems comply.

e Only those who use Al systems that present a high risk
to rights or safety of people need to fulfil requirements.

e We also need to enable supervisory authorities to keep
fulfilling their mandate where Al is used. They need
adequate capacities and they need to work together.

e Questions around safety and liability are also analysed
in the white paper. They are further addressed in a

9
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separate Commission report.

e On 19 February, the Commission launched an ongoing
public consultation that lasted until 14 June. The
Commission will take into account Google’s input to
this consultation, which was published on 28 May.

DG SANTE

e Explain that AI provides many opportunities for
improving health outcomes. For example, prevention of
chronic diseases (cancer screening).

e Explain that the Commission is working to define the
particularities of Al in specific sectors such as health
with a view to identifying the needs for a regulatory
framework that protects citizens without hampering
innovation.

10
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TOPIC 3
CONTACT TRACING TOOLS

e In order to specifically address issues of the use of
technology and data the Commission has issued on 8
April a Recommendation on a common EU approach
for the use of mobile applications and mobile data.

e On 10 April, Google and Apple made a common
announcement that devices running 10OS (Apple) and
Android (with Google services) would offer a software
allowing governments to build contact tracing tools. This
software runs in the background of people’s
smartphones, provided that the tracing apps are based
on a decentralised approach.

e On 16 April Commission has provided a specific data
protection guidance on apps aimed at supporting the
fight against COVID-19 (accompanied by an EU
toolbox on contact tracing apps). We involved the data
protection authorities and health authorities in its
preparation.

e These apps can help limiting the spread of the virus by
alerting people who have been in proximity of an
infected person to get tested or to self-isolate. However,
it is essential to ensure that EU citizens can fully trust
them. To this end, our guidance sets key principles:

- National health authorities should be the
controller.

- The installation of an app on a user’s device should
be voluntary. If proximity data is used, it should be

11
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stored on an individual’s device and only shared
at the initiative of the user.

- For contact tracing, there is no use of geolocation
data - only proximity data based on Bluetooth.

- Only the personal data that are necessary to meet
the purpose of the app can be processed.

- The identity of the user of the app will not be
disclosed to other users.

- The personal data should not be kept for longer
than necessary. Timelines should be based on
medical relevance.

- The data should be protected through state-of-the
art techniques, including encryption.

- Data protection authorities should be fully
involved and consulted in the development of an
app and should keep its deployment under review.

e The European Data Protection Board (EDPB) has
adopted on 21 April detailed guidelines on geolocation
and other tracing tools in the context of the COVID-19
outbreak, which are fully in line with the principles set
in the guidance issued by the Commission.

e With the support of the Commission, Guidelines on
interoperability of national tracing apps have been
adopted by the eHealth Network of Member States on 13
May. The Guidelines cover the principles and the key
requirements for approved national contact tracing and
warning apps to be able to communicate with each other
when required.

e The work on ensuring interoperability is still ongoing, in
particular in order to ensure the data protection rules

12
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compliant development of the means of exchange of
proximity data.

On the 16.06.2020 the EDPB adopted a statement
addressing the interoperability. The Commissions will
study it while accompanying the Member States in their
endeavour to establish and interoperable system by the
summer holidays.

13
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TOPIC 4
CONTACT TRACING APPS
DG SANTE

e Thank Mr. Walker for Google’s support to the EU in
developing national contact tracing apps and to finding
an interoperable solution across borders.

e Explain that contact tracing apps are an important part of
strategies to lift COVID-19 containment measures across
the EU.

e Highlight that the Commission and the Member States in
the eHealth Network are working to ensure
interoperability of national contact tracing apps across
borders.

e Explain that the Member States developing
“decentralised” systems have reached consensus to use
the Exposure Notification framework by Google and
Apple.

e Explain that the Member States developing
“decentralised” systems have decided to move forward
with the piloting of the solution proposed by
Germany, as a means to achieve interoperability among
their backends.

14
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e Encourage Google to continue to support the Member
States in their efforts to achieve interoperability across
the EU.

DG CNECT

e Most Member States have decided to launch mobile apps
to support manual contact tracing of the spread of
COVID-19.

e Following the Common Toolbox adopted on 16 April,
Member States, with the support of the Commission, our
priority has been to ensure that they are interoperability
to support the lifting of the internal borders of the EU.

e So a person’s national app will work in the same way
wherever she is in the EU.

e In most cases, active or planned mobile apps rely on
technology that lets the user’s device detect whether she
has been close to another user that has tested positive for
the virus. These apps have generally been designed to
ensure compatibility with the Google/Apple Exposure
Notification API released in May 2020.

e These Member States, in a sub group of the eHealth
Network, have today agreed on a set of technical
specifications for how necessary information can be
exchanged between their respective apps.

e For users who have travelled or intend to travel to
another Member States and then test positive for the
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virus, their apps will pass on this information in an
encrypted form that prevents the identification of any
individual. Users in participating Member States will
then be alerted if they have been in proximity to that
infected user and given appropriate instructions on what
to do next.

Next steps

e Member States can start piloting these arrangements
immediately. To minimize the amount of data that a user
needs to consume and that needs to be exchanged
overall, the Commission is exploring with Member
States the deployment, within the coming weeks, of a
‘federation gateway service’ between Member States
apps that would receive and pass on the relevant
information in the most efficient way.

e Member States have reported on their actions by 31 May
2020 as required by the April’s recommendation. The
Commission will assess the progress made and publish
periodic reports starting in June 2020 and throughout the
crisis, recommending action or the phasing out of
measures that seem no longer necessary.

16
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DEFENSIVES

Why has the fifth round of monitoring of the code of conduct not yet been
published?

e As you are aware the fifth monitoring round on the implementation of the
Code of conduct was carried out November and December 2019. The
Commission has analysed the results and as always we want to discuss
individual findings, inconsistencies or questions between platforms and
NGOs before we publish in view of ensuring an as accurate picture as
possible. We are still discussing with the NGOs and we hope to also
discuss further with you (a meeting with you and platforms in March had
to be cancelled due to the Corona crisis).

How feasible is it that the envisaged set of obligations can be usefully
applied in a horizontal manner to very different business models and types
of illegal activity? DG CNECT

e Our experience has shown that the procedural requirements are very
similar — whether we talking about counterfeit goods, unsafe products
online, or hate speech. Our 2018 Recommendation captures all of these
categories easily in a horizontal framework because the question is how
you should detect and remove illegal content, no matter what typ.

e Concerning different business models, we note that the Court of Justice
has had no difficulties in applying the existing horizontal rules to
Facebook (2019, for defamation) as it did to eBay (2009, for counterfeit).

e The DSA should build on this and equally apply across the board, to be
able to adapt to fast evolving business models.

What is the relationship between the DSA and sectoral initiatives already
taken or planned (such as the terrorist proposal, the copyright reform, the
revision of the Audio-Visual Media Service Directive, or the General
Product Safety Directive, the European Democracy Action Plan, etc.).
Overlaps? Synergies? DG CNECT

e The DSA should remain the overall horizontal framework for all services,
just like the E-commerce Directive. This is about a renewal of the

17
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foundation on which the other initiatives have built, in light of today’s
realities; it’s also one more reason why the basic principles of the ECD
should be maintained.

e Measures which have been adopted very recently, such as the Copyright
or the AVMS Directives, should obviously remain unaffected.

e The DSA will add value by providing an overarching framework for
platform responsibility and oversight which doesn’t exist today; it will in
addition help smaller companies scale up better.

Will the EU regulate facial recognition for remote identification?

e EU data protection rules already prohibit in principle the processing of
biometric data for the purpose of uniquely identifying a natural person,
except under specific conditions.

e Specifically, remote identification can only take place for reasons of
substantial public interest. It must be based on EU or national law, the use
has to be duly justified,2 proportionate and subject to adequate
safeguards.

e Facial recognition for remote biometric identification is currently the
exception. With the Al White Paper, the Commission wants to launch a
broad debate on which circumstances might justify exceptions in the
future, if any.

How do you define Artificial Intelligence?

e The White Paper refers to the definition of AI adopted by the
Commission in April 2018 and the definition prepared by High Level
Expert Group.

e The White Paper mostly focuses on machine learning because it is what
makes Al most opaque and in certain situations unpredictable. Machine
learning 1s a subset of Al and implies that algorithms are “trained” on
data.

2 The GDPR lists several grounds which could justify this kind of processing of “special categories™ of personal
data, including biometric data. The one mainly relevant here is “substantial public interest on the basis of EU or
national law”. The Law Enforcement Directive also lists several grounds, the most relevant one requiring a
“strict necessity” as well as an “authorisation by EU or national law”.
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How will you guarantee Al regulation will it not impede innovation?

e With its White Paper on Artificial Intelligence, the Commission is
consulting on possibilities for legislation.

e We propose that potential legislation would follow a risk based approach,
1.e. we would only regulate with regards to high risk Al systems.

How will you guarantee trustworthy AI?

e We already have a solid framework of legislation at EU and national level to
protect fundamental rights and to ensure safety and consumer rights. To
prevent breaches of these rules and to ensure that possible breaches can be
addressed by national authorities, high-risk Al systems need to be well
documented and provide an adequate degree of transparency.

e The White Paper sets out concrete requirements for the development and
deployment of high-risk Al:

o
@]

to be technical robust and safe,

the data sets used for training must be sufficiently broad in order to
avoid unfair bias,

accurate records of the data used to train the algorithm must be
ensured,

the citizen should be clearly informed when dealing with an Al
system, and

a sufficient human oversight must be foreseen in order to ensure
that the Al system does not undermine human autonomy.

What issues do you see with the solution proposed by Apple and Google
(traveller bit solution)? DG SANTE

e To achieve cross-border interoperability, the traveller bit solution
proposed by Apple and Google replaces countries of interest (i.e.
countries the user has recently visited) with a switch to indicate cross-
border travelling.

o With the traveller bit approach, all countries that are different from the
home country of the app fall in the same category, meaning that a
traveller user needs to download all infected keys across the EU.
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e There are concerns regarding the increase in data traffic that this would
entail between the devices and backend servers. It should be noted that
this would not only affect holidaymakers but also cross-border workers.

e The proposal from Germany solves this issue with the concept of
countries of interest.

20
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BACKGROUND

Google’s reaction to the AI White Paper Consultation

e Google “applauds” the Commission’s focus on developing a European “ecosystem of
excellence” (i.e. the first section of the White Paper that focus on investments,
research etc.) and underlines their partnership with multiple universities in the EU.

e Google also signals support for the Commission’s goal of building a framework for
Al innovation that will create trust and guide ethical development following a
proportionate, risk-based approach.

e (Google’s main suggestions on future regulation:

o Future regulation would benefit from a more carefully nuanced definition of
“high-risk” applications of Al. Some uses warrant extra scrutiny and
safeguards to address genuine and complex challenges around safety, fairness,
explainability, accountability, and human interactions.

o Requirements need to be proportionate to the risk, and shouldn’t unduly
limit innovation, adoption, and impact.

o The Commission’s proposal suggests “ex ante” assessment of Al applications
(i.e., upfront assessment, based on forecasted rather than actual use cases).
Having established due diligence and regulatory review processes expand
to include the assessment of AI applications would avoid unnecessary
duplication of efforts

o For the (probably) rare instances when high-risk applications of Al are not
obviously covered by existing regulations, we would encourage clear
guidance on the “due diligence” criteria companies should use in their
development processes. This would enable robust upfront self-assessment and
documentation of any risks and their mitigations, and could also include
further scrutiny after launch.

e In 2018 Google published their own Al Principles to help guide ethical development
and use of Al, and also established internal review processes to help avoid bias, test
for safety, design with privacy top of mind (However, there is criticism that there is
little public information about these processes). Google’s principles also specify
areas where Google says they will not design or deploy Al such as to support mass
surveillance or violate human rights.

Google’s Al principles

~N N L kWD =

. Be socially beneficial.

. Avoid creating or reinforcing unfair bias.

. Be built and tested for safety.

. Be accountable to people.

. Incorporate privacy design principles.

. Uphold high standards of scientific excellence.

. Be made available for uses that accord with these principles.
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Google’s red lines

1. Technologies that cause or are likely to cause overall harm. Where there is a material risk
of harm, we will proceed only where we believe that the benefits substantially outweigh
the risks, and will incorporate appropriate safety constraints.

2. Weapons or other technologies whose principal purpose or implementation is to cause or
directly facilitate injury to people.

3. Technologies that gather or use information for surveillance violating internationally
accepted norms.

4. Technologies whose purpose contravenes widely accepted principles of international law
and human rights.

Digitalization and Al in times of crisis

e There is potential in Al and robotics to contribute to the fight against COVID-19.
Mature innovative solutions to be deployed in the healthcare sector range from Al-
powered diagnostics to using robots and advanced sensors to help detect the disease in
patients, to disinfect hospital premises, to transport medical equipment, medicines or
food, or to support patients at home.

¢ Funding from the EU R&D programme Horizon 2020 will be allocated to innovative
approaches to leverage possibilities offered by digital technologies (including Al and
robotics) and help society exit and recover from the crisis.

e In general, the analytical power of artificial intelligence is a major asset, for instance
when it comes to detecting patterns in the spread of the coronavirus and quickly
devise effective response strategies.

Communication on Shaping Europe’s digital future

The Communication provides an overview of Commission key actions in relation to digital
policy files. The overview is structured around four main areas: 1. Addressing new
technological developments (e.g. the Al White Paper or work on 5G corridors), 2. Ensuring a
fair and competitive digital economy (e.g. the European Data Strategy and the ongoing
evaluation of EU competition rules), 3. shaping an open, democratic and sustainable society
in the digital age (e.g. the Digital Services Act and the Democracy Action Plan), and 4. The
international dimension, exploring Europa as a global player (e.g. in view of a Global Digital
Cooperation Strategy).

Al White Paper

In the Al White Paper, the Commission proposes a framework for trustworthy Artificial
Intelligence, following a balanced approach based on excellence and trust that aims to
address high-risk Al systems without putting too much burden on those who develop and
deploy less risky ones.

The White Paper mostly focuses on machine learning because it is what makes Al most
opaque and in certain situations unpredictable, but it does not exclude other Al systems, such
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as expert systems, which follow pre-defined rules. Expert systems are fully interpretable.
Their results (output) can precisely be determined based on their determined rules and the
input data.

Regarding the pursuit of excellence, in partnership with the private and the public sector, the
ambition is to mobilise resources along the entire value chain and to create incentives to
accelerate deployment of Al, including by smaller and medium-sized enterprises. This
includes working with Member States and the research community, and attracting and
keeping talent.

Regarding the ecosystem of trust, the Commission pursues a human-centric approach to
Al This means first and foremost ensuring that Al applications comply with EU law that
protects consumer and fundamental rights. For example, gender bias in algorithms or training
data used for recruitment Al systems could lead to unjust and discriminatory outcomes,
which would be illegal under EU non-discrimination laws. It is important to prevent breaches
of fundamental rights and consumer laws and if they occur, to ensure that those breaches can
be addressed by the national authorities. The complexity and opacity of certain Al systems
makes it difficult to see if they comply with fundamental rights obligations. The
establishment of accountability and transparency requirements, combined with improved
enforcement capacities, will ensure that legal compliance is considered at the development
stage of Al systems and, in case of a breach, such requirements will allow national authorities
to investigate whether the use of Al complied with EU law. On this basis, the White Paper
sets out concrete requirements for the development and deployment of high-risk Al systems:

e They need to be technical robust and safe,

e the data sets used for training must be appropriate for the foreseen use in order to
avoid unfair bias,

e accurate records of the data and algorithms used to train the AI system must be
ensured,

¢ individuals should be clearly informed when dealing with an Al system, and

e adequate human oversight must be ensured.

High-risk Al systems can be identified through the combination of two criteria:

1) The sector where significant risks can be expected to occur because of the characteristics
of the activities in the sector; and

2) the consequences that a specific Al application may generate on affected parties in
individual uses (impact on rights, injury, death or significant material or immaterial damage).

Some uses are critical in all sectors, e.g. use of Al for recruitment of for certain consumer
services such as financial credits.

In relation to the addressees of the legal requirements that would apply in relation to high-
risk Al applications, obligations are to be distributed among the many actors involved in the
lifecycle of an Al system (e.g. the developer, the deployer, the person who uses an Al-
system, [maintenance] service providers etc.). Obligations should be addressed to the actor(s)
best placed to address potential risks. While developers may be best placed to address risks
arising from the development phase, their ability to control risks during the use phase may be
more limited. In that case, the deployers should be subject to the relevant obligation.
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Regarding the geographic scope, the requirements should be applicable to all relevant
economic operators providing Al-enabled products or services in the EU, regardless of
whether they are established in the EU or not.

The White Paper suggests that prior conformity assessments would be necessary to verify
and ensure that certain requirements applicable to high-risk applications are complied
with. The prior conformity assessment could include procedures for testing, inspection or
certification. It could include checks of the algorithms and of the data sets used in the
development phase. In addition, there would also be an ex-post control, for example to
verify that an application is used in full respect of fundamental rights.

Depending on a legislative proposal, Member States might need to implement new rules on
high-risk Al, with the support of the Commission and a network of national authorities to
ensure coherent implementation. Member States’ existing authorities are very well placed to
do so. For example there are already authorities that enforce the respect fundamental rights or
guarantee the safety of cars, toys, cosmetics or medicine. The White Paper acknowledges that
it would be beneficial to support competent national authorities to enable them to fulfil
their mandate where Al is used. As far as the compliance with data protection rules is
concerned, the national Data Protection Authorities have been provided with increased
powers under the GDPR.

Communication on a European Data Strategy

The data strategy serves to realise the vision of a common European data space and tackles
the problems identified through policy measures and funding. The actions are based on four
pillars:

- Regulation & rules: Cross-sectoral measures for data access and use, including a
legislative framework for the governance of European data spaces and a set of
measures of a more technical nature;

- Enablers: Investments in data and strengthening Europe’s standards, tools and
infrastructures for hosting, processing and using data. This includes support to tools
for the empowerment of individuals in exercising their data protection rights
(including the right to data portability);

- Competences: Investments in general data literacy, addressing lack of skilled labor,
up/reskilling of our work forces as well as dedicated capacity building for SMEs.

- The roll-out of common European data spaces in crucial economic sectors.

The required investments to put these ambitions in practice will be channelled from the
Digital Europe programme (DEP), the Connecting Europe Facility 2 (CEF2) and Horizon
Europe.

The actions described in the Data Strategy are quite general. It will only be possible to
properly assess how to design GDPR compliant solutions on the basis of more concrete
scenarios.

24



Meeting with Google Senior Vice President of Global Affairs Kent Walker

Commissioner’s office - 17 June 2020, 18h

The Data Strategy will support the development of practical tools (such as Personal
Information Management Systems (PIMS) or ‘personal data spaces’) to further empower
individuals in the exercise of their data protection rights.

Work of the Al HLEG

To help address ethical and regulatory questions, the Commission has set up a High-Level
Expert Group on Artificial Intelligence in 2018. It is made up of 52 representatives of
industry, academia and civil society. This expert group drafted Al ethics guidelines that were
published on 8 April 2019. The ethics guidelines are voluntary and the applicable legal rules
always take precedence. The guidelines contain high-level principles and requirements as
well as a practice-oriented assessment list that shall help stakeholders assess whether they
fulfil the requirements set out in the guidelines.

Between 9 April and 01 December 2019, the expert group had invited stakeholders to provide
feedback about the assessment list. On this basis, the expert group will produce an updated
version of that list in June 2020.

The AI Ethics Guidelines were accompanied by a Commission Communication, which
references the ethics guidelines and supports its key requirements:

1) Human agency and oversight; 2) Technical robustness and safety; 3) Privacy and data
governance; 4) Transparency; 5) Diversity, non-discrimination and fairness; 6) Societal and
environmental well-being; 7) Accountability.

Another, second, Deliverable of the expert group — Al Policy and Investment
Recommendations — was publicly presented at a stakeholder event on 26 June 2019. The
recommendations focus on issues such as the governance of Al, improving infrastructure,
research funding, skills and the recommended use of Al in the public sector.

Processing of health data under GDPR in the Covid-19 context

e Health data are considered as sensitive data under the GDPR and their processing can
therefore only take place under strict requirements. The GDPR however provides that one
of the legal grounds for processing such personal data is public interest in the area of
public health. In this case, Union law or Member State law shall provide suitable and
specific measures to safeguard the rights and freedoms of the concerned individual.

e In particular, the GDPR provides that processing necessary for humanitarian purposes,
including for monitoring epidemics and their spread in situations of humanitarian
emergencies, qualifies as an important ground of public interest.

e In short, the GDPR provides for a legal framework for data protection which is fit also in
time of epidemics. It is not an obstacle to the processing of personal data necessary to
fight the coronavirus pandemic, it offers enough flexibility provided the conditions and
appropriate safeguards are in place. However, once the context justifying such processing
has changed (e.g. after the end of the pandemic), then the necessity and proportionality of
the processing will have to be reassessed.
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Data storage: Centralised or decentralised approach

e The Commission Guidance and the Toolbox consider that both approaches could be
compatible with Union privacy and data protection law.

e None of the two approaches should include storing of unnecessary personal
information, and the data stored on the server should not enable to directly identifying
the users.

e A ‘decentralised’ approach also uses a backend server and allows the public health
authorities to extract aggregated data on the functioning of the app and on infection
chains.

e [t is ultimately for Member States to choose their apps, but it is essential that all of
them respect the requirements, in particular on interoperability and security, and the
high privacy and data protection standards set out in the Toolbox and the Commission
Guidance.

e From a data minimisation and security perspective, the ‘decentralised’ approach is
preferable since less data would be stored on the backend server than under the
‘centralised’ one. Therefore, the risk of potential data breaches is lower. However the
Commission always underlined that both systems can be legal under the GDPR.

e For these reasons, a majority of Member States seems to prefer a ‘decentralised’
approach. Converging towards a common approach would facilitate interoperability
between apps in different Member States.

Contact tracing apps (DG SANTE)

The Commission adopted on 8 April 2020 a Commission recommendation to support exit
strategies through mobile data and applications. On April 16 2020, the Member States in the
eHealth Network, supported by the Commission, adopted an EU toolbox on contact tracing
applications in the EU’s fight against Covid-19 setting out the foundations of a common pan-
European approach. The eHealth Network adopted the interoperability guidelines on 8§ May
2020, detailing the interoperability needs at different stages of the digital contact tracing
flow.

The work is now focusing on defining the interoperability specifications, and it consists of
three work streams: interoperability between decentralised systems, interoperability between
centralised systems, and interoperability between decentralised and centralised systems.
Work is currently ongoing on the three work streams, as well as on clarifying the legal
aspects, for the exchange of data between devices and backend servers.

The functionality that is being developed jointly by Apple and Google (known as the Google
and Apple Exposure Notification API) was agreed as the basis for device-to-device
communication between decentralised systems. On the backend server interoperability, the
solution proposed by Germany (a federation gateway, by SAP and T-Systems) was agreed as
the way forward for Member States in the decentralised systems work stream. This solution
involves the COVID+ keys being uploaded to the home backend server by a user that tested
positive and then being distributed to all other backend servers via a gateway. The gateway
would hold data for the minimum period necessary to ensure that all exposed users can fetch
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the relevant keys. Selective downloading of that keys would be based on the countries of
interest (i.e. countries visited by users in the last 14 days) and would allow to reduce the
traffic between the users’ apps and the backend servers.

On 12 June, the decentralised work stream of the eHealth Network endorsed the German
proposal to pursue a federation gateway, provided by a neutral actor on behalf of the Member
States. Piloting is expected to start in the coming weeks.

Apple and Google proposed an alternative solution (without indicating countries of interest,
and based on indicating whether the user is a traveller or non-traveller), so-called traveller bit
solution. However, our estimates show that the data traffic would increase significantly for
travellers, which could be problematic for the cross-border movement of people (e.g. cross-
border workers). The Commission will communicate to Apple and Google that Member
States will go ahead with the proposal by Germany.

Artificial Intelligence (SG SANTE)

The White Paper on Al and the report on liability recognised the specificities of Al in
healthcare. DG SANTE is working on these specificities, in relation to both the development
and deployment of Al in healthcare, including safety, liability, data and capacity building
aspects. The aim of these efforts, which include analysing the regulatory gaps regarding
liability, is to create an ecosystem of trust for Al in healthcare.

BACKGROUND ON TRACING APPS (DG CNECT)

EU Members States, supported by the Commission, have developed an EU toolbox for the use
of mobile applications for contact tracing and warning in response to the coronavirus
pandemic. This is part of a common coordinated approach to support the gradual lifting of
confinement measures, as set out in a Commission Recommendation last week.

Since the outbreak of the coronavirus pandemic, Member States, backed by the Commission,
have been assessing the effectiveness, security, privacy, and data protection aspects of digital
solutions to address the crisis. Contact tracing apps, if fully compliant with EU rules and well
coordinated, can play a key role in all phases of crisis management, especially when time will
be ripe to gradually lift social distancing measures. They can complement existing manual
contact tracing and help interrupt the transmission chain of the virus. The toolbox is
accompanied by guidance on data protection for such mobile apps.

As of 12 May, 21 EU/EEA countries have chosen to launch apps (In HU, FR, NO, AT, CZ, IT
and PL they are already in use; while EE, IE, DE, FI, LV, NL, LT, MT, CY, HR, PT, ES, LI,
DK plan to launch in the near future). Member States’ app can begin exchanging information
between their apps according to the technical specifications which have been agreed as part of
the Common Toolbox.

The Application Program Interfaces released by Apple and Google on 22 May support certain
contact tracing apps — particularly those characterised as following a ‘decentralised’ approach
to matching exposed and infected users. This is of course significant because almost every
smartphone in the EU relies on either Android and iOS as the mobile operating system.

This dependence cannot be addressed in the short term.

27



Meeting with Google Senior Vice President of Global Affairs Kent Walker

Commissioner’s office - 17 June 2020, 18h

Some Member States have adapted their apps to be compatible with the new APIs. Other
Member States, whose apps would not be supported by the APIs, have decided to attempt to
work around potential limitations on user experience.

The Commission supports Member States in developing apps that are consistent with the
Toolbox and appropriate for national circumstances.

It should be recalled that the key aim outline by COM in its Digital Strategy was to ensure the
EU’s technological sovereignty, with individuals in the EU are in control of personal data
about them, and European companies, and organisations working in the public interest, get a
better share of the value generated by data and the latest digital technologies. And it means that
these data and tools are always used in ways that are lawful, grounded in our fundamental
values and support the green new deal.

Our strategy sets out how this sovereignty can be reinforced, through investment in Al and
other technologies and facilitating competitors access to data.

On the question of contact tracing apps, we have been working intensively with Member
States, since publishing the COM Recommendation on 8 April, to ensure that the apps are
effective, respectful of fundamental rights and interoperable so that they can support the
restoration of freedom of movement.

We agree that democratic governments fighting the COVID-19 pandemic are accountable and
should be free to determine the appropriate public health responses in line with the Charter of
Fundamental Rights.

The work on the Common Toolbox provides an opportunity for the EU to work together to
hold all powerful digital players accountable for how they design technologies and process
data where it has an impact on matters of public interest or on individual rights and freedoms.

For more information

EU toolbox on mobile applications to support contact tracing in the EU’s fight against
COVID-19

Commission Recommendation on a common Union toolbox for the use of technology and data
to combat and exit from the COVID-19 crisis

Guidance to ensure full data protection standards of apps fighting the pandemic

Commission coronavirus response page

Digital technologies in response to coronavirus
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BACKGROUND ON DIGITAL SERVICES ACT AND HATE SPEECH (DG CNECT)

e The Digital Services Act was announced by the President in her political guidelines and

the Commission Work Programme for 2020 committed to a proposal by the end of the
year.

Services are currently working on the scoping of the issues to be covered in the legal
proposal(s). The current working hypothesis is that this could include a package of
measures, including: (1) rules on the responsibilities of digital services, and online
platforms in particular, drawing on or revising the E-Commerce Directive of 2020, with
clear procedural obligations with regards to goods sold or content disseminated through
their intermediation, and establishing clear supervisory capabilities at national and
possibly EU level and (2) an instrument to address the contestability of platform markets
and establish rules for ‘mega-platforms’ to act responsibly on the market. The first
mstrument could also address emerging issues around the transparency and accountability
of certain algorithmic processes (e.g. recommender systems, content moderation tools),
and transparency in online advertising,.

A public consultation has been launched on 2*¢ June 2020, and a/several legal
mstrument(s) could be released in December 2020.

The legal framework for digital services is currently set by the e-Commerce Directive
which includes the legal incentives for platforms to take measures against the
dissemination of illegal goods or content through their services: the liability regime for
‘hosting services’ obliges them to expeditiously remove such content when they become
aware of its presence. To avoid undue surveillance and to protect freedom of expression
online, the Directive also prohibits Member States from imposing general monitoring
obligations on service providers. In the past mandate, the Commission issued guidance on
the specific responsibilities it expected from platforms (Recommendation of 2018)
including a functioning notification system for users to report content, appropriate
capacity for assessing notices, and due process to inform users when their content is
removed and allow them to contest it, etc. The Commission also legislated to tackle
specific types of content, such as terrorist propaganda, copyrighted content, or audiovisual
content.

Contact DG CNECT

For tracing apps:

For AIL

For algorithmic processes on digital services
and the Digital Services Act:
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