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Steering brief
Scene setter

You are meeting Sundar Pichai, CEO of Google and Alphabet on 24 May for 20
minutes. He will be accompanied by:

On the same day, Mr Pichai will also meet with EVP Vestager and VP Jourova.

Google’s activities on cyber skills
Google have several initiatives on cyber skills that they may describe in your meeting:

e Launch of the google career certificate for cybersecurity (to be launched in May),
targeted at early career professionals, including.

— Beginner level course developed for people who want to enter cybersecurity job
market

— Low-cost (EUR 30), product agnostic, and online through Coursera.
— Taking place under six months.
— No previous experience required.

e Google.org: foundation arm of Google, that has a cybersecurity fund to commit to
NGOs to distribute cyber certificates, tailored to female learners who are unemployed.

e Cybersecurity cleanings: funding for universities and non-profits to run cyber
bootcamp for students from diverse backgrounds. Aims to make applied learning in
cybersecurity through practical simulations of attack scenarios. Prepares learners for
entry-level jobs in cyber (cyber analysts, Security Operating Center (SOC) analyst,
cyber defence analyst).

Cybersecurity Skills Academy

CNECT colleagues were informed on Friday 17 May there will not be a formal pledge
from Google for the Academy at this stage, although they may mention they are
consulting internally on a potential pledge.

As background, following their participation in Biden's White House Cyber Security
Meeting in August 2021, Google committed to training 100.000 Americans in fields like
IT Support and Data Analytics through the Google Career Certificate programme in order
to boost cybersecurity.

At the same time, they announced they would invest $10 billion over the next five
years to strengthen cybersecurity, including expanding zero-trust programs, helping
secure the software supply chain, and enhancing open-source security.

Objectives of the meeting
¢ What the interlocutor wants:

— Present Google's cybersecurity training work and upcoming initiatives, such as the
Google Career Certificate, to be launched in May
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Discuss the evolving need for cyber-resilience in the EU, hybrid threats in
cyberwarfare and scoping obstacles to EU SME digitalisation

Discuss how they can concretely support the Commission's Cybersecurity Skills
Academy namely through the Google Career Certificates in Cybersecurity, their
Cyber Security Fund and targeted efforts for underrepresented social groups in
science, technology, engineering, and mathematics (STEM).

Key messages

Cyber Skills Academy

e The Academy will:

Work towards a common baseline for cybersecurity career profiles and
associated skills in order to provide clarity on cybersecurity trainings and
certifications, and thus increase the cybersecurity workforce in Europe.

Ensure better visibility of the available funding opportunities for cybersecurity
skills-related activities to maximise their impact.

Call on stakeholders (e.g., companies, universities and authorities) to contribute
by making concrete pledges to initiate specific actions, such as to offer
cybersecurity trainings and certifications.

Launch a pilot project to set up a European attestation system for
cybersecurity skills, with a view to ensuring that professionals undertake
adequate quality trainings.

Define indicators to monitor the evolution on the job market for cybersecurity
professionals, allowing training providers (such as schools, universities and
organisations) to timely adapt their trainings and curricula to the market needs.

e The Commission proposes that the Academy takes the shape of a European digital
infrastructure consortium (EDIC), a new legal framework to implement multi-country
projects. This possibility will now be discussed with Member States. In the meantime,
the Commission created a single point of entry to the Academy through the Digital
Skills and Jobs Platform, giving access to relevant information, activities and
stakeholders within the scope of the Academy.

e The EU Agency for Cybersecurity (ENISA) and the European Cybersecurity
Competence Centre (ECCC) will support the implementation of the Cybersecurity
Skills Academy in close cooperation with the Commission and Member States.

e Questions for Google on cyber skills:

How do you see the supply and demand of cyber skills evolving over the next five
years in Europe, the US and globally?

How much of Google’s funding for NGOs and universities will be dedicated to
organisations across Europe?

How will Google’s career certificate alleviate the gap in cyber professionals?

How else do you see Google contributing to the objectives of the Cybersecurity
Skills Academy? Can we look forward to a formal pledge like that you made in 2021
to train 100.000 Americans in cybersecurity?
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Cyber Solidarity Act

The new Proposal for a Cyber Solidarity Act includes three main actions, including the
deployment of a pan-European infrastructure for Security Operating Centers (SOCs)
(European Cyber Shield), the creation of a Cyber Emergency Mechanism to support
the Member States to prepare and respond to significant and large-scale cyber
incidents, and the establishment a European Cybersecurity Incident Mechanism to
review and assess specific significant or large-scale incidents.

This proposal is a response to Member States invitation for the Commission to present
a proposal on a new Emergency Response Fund for Cybersecurity in the Council
Conclusions on an EU Cyber Posture.

The European Cyber Shield and the Cyber Emergency Mechanism will be supported
by funding from the Digital Europe Programme (DEP), which the Cyber Solidarity Act
amends to establish the above-mentioned actions, provide for financial support for their
development and clarify the conditions for benefitting from the financial support.

The private sector will play an important role in the implementation of the action of the
Regulation. On SOCs, each cross-border SOC should aim to engage a large number of
private sector contributors to detect and share timely warnings on cyber threats and
incidents. On the Cyber Emergency Mechanism, the Commission, with the support of
ENISA, will procure services from private providers to build the EU Cybersecurity
Reserve, in accordance with procurement principles and requirements specified in the
call for tenders. Lastly, the Incident Review Mechanism will provide for a review and
assessment of significant or large-scale cybersecurity incidents after they have taken
place. The report will be prepared by ENISA in close collaboration with relevant
stakeholders, including private sector and in particular managed security services
providers, entities affected by cybersecurity incidents, and other relevant entities.

On cyber defence

The new ambitious EU Policy on Cyber Defence aims to boost full spectrum cyber
defence capabilities through the individual or joint action of Member States, and to
strengthen coordination and cooperation between the EU cyber communities: civilian
and military, public and private.

The war in Ukraine shows the importance of the private sector in cybersecurity
situational awareness, as well as incident detection and response. This cooperation
would be of benefit for both sides.

The cyber defence policy will also help reduce our strategic dependencies in critical
cyber technologies, through the development of a technological roadmap, as well as
stimulate training, attracting and retaining cyber talents.

We are working closely with Member States and other interested stakeholders on
policy’s implementing plan, to make the utmost to enhance EU’'s security in these
uncertain times.

Moreover, the EU Policy on Cyber Defence outlines the EU readiness to further
enhance our cooperation with NATO to increase transatlantic cybersecurity. The aim is
to strengthen EU-NATO cooperation in the field of cybersecurity for what concerns
situational awareness, crisis response, the protection of critical infrastructure, and
standardisation and certification.

Contact — briefing coordination:

Contact — briefing contribution:
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