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 Discuss the evolving need for cyber-resilience in the EU, hybrid threats in 
cyberwarfare and scoping obstacles to EU SME digitalisation 

 Discuss how they can concretely support the Commission's Cybersecurity Skills 
Academy namely through the Google Career Certificates in Cybersecurity, their 
Cyber Security Fund and targeted efforts for underrepresented social groups in 
science, technology, engineering, and mathematics (STEM). 

 

Key messages 

Cyber Skills Academy 

 The Academy will:  

- Work towards a common baseline for cybersecurity career profiles and 
associated skills in order to provide clarity on cybersecurity trainings and 
certifications, and thus increase the cybersecurity workforce in Europe.  

 Ensure better visibility of the available funding opportunities for cybersecurity 
skills-related activities to maximise their impact.  

 Call on stakeholders (e.g., companies, universities and authorities) to contribute 
by making concrete pledges to initiate specific actions, such as to offer 
cybersecurity trainings and certifications.  

 Launch a pilot project to set up a European attestation system for 
cybersecurity skills, with a view to ensuring that professionals undertake 
adequate quality trainings.  

 Define indicators to monitor the evolution on the job market for cybersecurity 
professionals, allowing training providers (such as schools, universities and 
organisations) to timely adapt their trainings and curricula to the market needs.  

 The Commission proposes that the Academy takes the shape of a European digital 
infrastructure consortium (EDIC), a new legal framework to implement multi-country 
projects. This possibility will now be discussed with Member States. In the meantime, 
the Commission created a single point of entry to the Academy through the Digital 
Skills and Jobs Platform, giving access to relevant information, activities and 
stakeholders within the scope of the Academy. 

 The EU Agency for Cybersecurity (ENISA) and the European Cybersecurity 
Competence Centre (ECCC) will support the implementation of the Cybersecurity 
Skills Academy in close cooperation with the Commission and Member States. 

 

 Questions for Google on cyber skills: 

 How do you see the supply and demand of cyber skills evolving over the next five 
years in Europe, the US and globally? 

 
organisations across Europe? 

 he gap in cyber professionals? 

 How else do you see Google contributing to the objectives of the Cybersecurity 
Skills Academy? Can we look forward to a formal pledge like that you made in 2021 
to train 100.000 Americans in cybersecurity?  
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Cyber Solidarity Act 

 The new Proposal for a Cyber Solidarity Act  includes three main actions, including the 
deployment of a pan-European infrastructure for Security Operating Centers (SOCs) 
(European Cyber Shield), the creation of a Cyber Emergency Mechanism to support 
the Member States to prepare and respond to significant and large-scale cyber 
incidents, and the establishment a European Cybersecurity Incident Mechanism to 
review and assess specific significant or large-   

 This proposal is a response to Member States invitation for the Commission to present 
a proposal on a new Emergency Response Fund for Cybersecurity in the Council 

  

 The European Cyber Shield and the Cyber Emergency Mechanism will be supported 
by funding from the Digital Europe Programme (DEP), which the Cyber Solidarity Act  
amends to establish the above-mentioned actions, provide for financial support for their 
development and clarify the conditions for benefitting from the financial suppor   

 The private sector will play an important role in the implementation of the action of the 
Regulation. On SOCs, each cross-border SOC should aim to engage a large number of 
private sector contributors to detect and share timely warnings on cyber threats and 
incidents. On the Cyber Emergency Mechanism, the Commission, with the support of 
ENISA, will procure services from private providers to build the EU Cybersecurity 
Reserve, in accordance with procurement principles and requirements specified in the 
call for tenders. Lastly, the Incident Review Mechanism will provide for a review and 
assessment of significant or large-scale cybersecurity incidents after they have taken 
place. The report will be prepared by ENISA in close collaboration with relevant 
stakeholders, including private sector and in particular managed security services 
providers, entities affected by cybersecurity incidents, and other relevant entities.   

On cyber defence 

 The new ambitious EU Policy on Cyber Defence aims to boost full spectrum cyber 
defence capabilities through the individual or joint action of Member States, and to 
strengthen coordination and cooperation between the EU cyber communities: civilian 
and military, public and private.  

 The war in Ukraine shows the importance of the private sector in cybersecurity 
situational awareness, as well as incident detection and response. This cooperation 
would be of benefit for both sides.   

 The cyber defence policy will also help reduce our strategic dependencies in critical 
cyber technologies, through the development of a technological roadmap, as well as 
stimulate training, attracting and retaining cyber talents.  

 We are working closely with Member States and other interested stakeholders on 

uncertain times.  

 Moreover, the EU Policy on Cyber Defence outlines the EU readiness to further 
enhance our cooperation with NATO to increase transatlantic cybersecurity. The aim is 
to strengthen EU-NATO cooperation in the field of cybersecurity for what concerns 
situational awareness, crisis response, the protection of critical infrastructure, and 
standardisation and certification.  
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