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sent/received by staff members in their professional capacity (SI/4/2021/MIG)

Dear President,

I'am writing today to the heads of all EU institutions, bodies, offices and agencies
to share our practical recommendations for the EU administration on the recording of text
and instant messages.

The EU administration, like any other public administration, is increasingly using
means of modern electronic communication in its daily work. The COVID-19 crisis, and
the related teleworking arrangements, have further increased their use.

As European Ombudsman, I am committed to promoting the highest possible
standards of administration across the EU civil service. Recording information fulfils the
important function of facilitating its exchange, providing evidence of action taken, meeting
institutions’ legal obligations and preserving their memory. It is also a precondition for the
EU administration to meet its transparency obligations, in particular by facilitating public
access to documents and implementing the principle of accountability of public actions.

The recording of text and instant messages, and their disclosure, has recently been
the subject of debate in several EU Member States.! The issue was also brought to my
attention.”

It is for these reasons that I launched a strategic initiative on adequate record-
keeping rules and practices, when it comes to electronic communication such as text and
instant messaging, at the level of the EU administration.

' For example, in the Netherlands (Raad van Staat Uitspraak 201800258/1/A3, 20 March 2019), in Germany (Berlin
Administrative Court (VG) 2 K 163/18, 26 August 2020) and in Ireland (Irish Information Commissioner, case number:
180450, 15 May 2019).

2 hitps://www,ombudsman.europa.eu/en/decision/en/134237 (case 1219/2020/MIG) and
https://www.ombudsman.europa.eu/en/recommendation/en/151678 (case 1316/2021/MIG).
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In the course of this strategic initiative, I have gathered information on the rules
and practices on the recording of text and instant messages from eight EU IBOAs3. T have
also consulted a number of non-EU bodies*. Based on this information, I have drawn up
‘practical recommendations’” which may guide the EU administration in dealing with this
important issue in the future.

I would encourage you to share these practical recommendations with your staff.
My Office will draw on them as we deal with complaints in this area. By applying them in
our work, we can seek to avoid maladministration and to give effect to the principles of
transparency, accountability and proper record-keeping.

Yours sincerely,

European Ombudsman

Enclosure:

e The European Ombudsman’s practical recommendations for the EU administration on
the recording of text and instant messages

3 The European Commission, the European Parliament, the Council of the EU, the European Central Bank (ECB), the
European Chemicals Agency {(ECHA), the European Food Safety Authority (EFSA), the European Medlcmes Agency
(EMA) and the European Border and Coast Guard Agency (Frontex).

* The Council of Europe, the Dutch National Ombudsman, the Irish Ombudsman and Information Comm|SS|oner and
the UK Information Commissioner.



