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HUAWEI

Mr. Juhan Lepassaar

Executive Director

EU Agency for Cyber Security (ENISA)
Nikolaou Plastira 95

Vassilika Vouton

700 13 Heraklion

Greece

10" January 2022

Subject: ENISA’s Ad-Hoc Working Group on 5G Cybersecurity Certification Appointment

Dear Mr. Lepassaar,

Happy New Year!

I am writing to you on behalf of Huawei Technologies Co., Ltd. to express our disappointment
regarding your decision not to select any of our proposed candidates to participate in the three
work streams of the Ad Hoc Working Group (AHWG) on 5G cybersecurity certification.

We welcomed ENISA’s statements in February of 2021 referencing that in the development and
realisation of a cybersecurity certification scheme for 5G you would “cooperate with and take due
account of the inputs of relevant stakeholders”. Huawei, as the largest provider of 5G technologies
in the world and serving a significant number of European Mobile Network Operator’s (MNO’s),
is without doubt in our opinion a relevant stakeholder. We were greatly encouraged by ENISA’s
decision to create the AHWG. We agree that such forums are an effective way to engage the
stakeholder community, enabling everyone to exchange views and allowing us to share our
considerable expertise and global experience.

Huawei’s primary purpose is to serve our customers diligently, providing a secure and reliable
suite of technology solutions to meet their needs. The certification of our equipment against all
applicable unified security standards of best practice is extremely important to us, to the MNO
community and of course also to their customers. We fully agree with the European Commission
and ENISA that an EU 5@ certification scheme will undoubtedly “further enhance the
cybersecurity of 5G networks as it contributes to addressing certain risks, as part of a broader risk
mitigation strategy”.

It was on this basis that we carefully selected and proposed top level experts in the 5G security
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the AHWG. We proposed three candidates, man and woman, all of them EU citizens. Each has
impeccable technical credentials and experience. Highly respected, they are among the key
contributors to the GSMA Network Equipment Security Assurance Scheme (NESAS), the 3GPP
5G security standards, are the chair, vice-chair and participate in numerous Technical Committees
in the various standard developing and other relevant organisations including GSMA’s eSIM
Working Group, ETSI’s UICC Platform Standardisation Working Group, CEN/CENELEC’s
JTC13, the European Cyber Security Organisation (ECSO), GlobalPlatform and ANFOR.

Given our role as a stakeholder in the 5G marketplace and the caliber of our proposed candidates,
as | have said, it came as a disappointment, and somewhat of a surprise to Huawei and to our
customers that you reached the decision to exclude us from all of the AHWG work streams.

I wish to emphasise it is our intention to engage constructively with the AHWG process as it
advances through subsequent phases. In this regard, we would be grateful if you provided some
assurances that Huawei and any of our proposed experts will be treated fairly and with due regard
to expertise and experience. We of course welcome all opportunities to engage with and support
you and your colleagues in ENISA as you continue with your very important work.

We would be very grateful if you could acknowledge this letter and respond to us providing
feedback as to the reason or reasons our candidates failed to be selected to the AHWG. It is crucial
to us and to our European customers that we remain an active participant in all initiatives that help
drive forward security certification schemes, in particular those relevant to the security of
technologies such as 5G. We do hope you understand our genuine surprise and concern. We look
forward to hearing from you, and to a constructive dialogue moving forward.

Yours sincerely,

W 0%

Cyber Security & Privacy Protection Officer, Huawei Western European Region
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