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TikTok White Paper:

The Digital Services Act

TikTok’s mission is to inspire creativity and bring joy

As a global community that thrives on creativity and expression, it's important that users 
feel safe and comfortable in this community. Our policies and tools are developed to 
promote a positive and safe environment for our community, and we trust that users will 
respect and utilize these measures to keep TikTok fun and welcoming for everyone. The 
safety and security of our European users is our top priority in Europe and in January 
2020, we established a major Trust and Safety Hub in Dublin, Ireland to lead our work in 
this area.

This paper sets out TikTok's broad principles regarding the fundamental issues 
addressed in the European Commission’s consultation on the Digital Services Act.
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Tackling illegal content
1. Platforms have a key role to play in tackling illegal user generated 

content

Platforms that allow user-generated content should be effectively moderated and for 
those content moderators, reviewing and removing illegal content should be the priority. 
Once notified, UGC platforms should act quickly to remove such content.

2. Content moderation by platforms should not replace the role of 
courts or police

Where necessary, platforms should provide necessary information to law enforcement, in 
compliance with local law and due process. However, legislation that requires online 
intermediaries to seek and sentence users is a step too far. It would not be appropriate to 
confer upon platforms the power and responsibility of law enforcement authorities or 
judicial processes.

3. Platforms can be held to account to remove illegal content 
effectively, fairly and quickly, provided the requirements are clear 
and appropriate

Platforms can be held to account to ensure that they have effective and timely 
mechanisms in place to remove illegal content once properly notified. Some countries in 
Europe, such as Germany, have already legislated to hold online intermediaries 
accountable for the removal of illegal content. Other countries, such as France and the 
United Kingdom, are in the process of developing legislation. Penalties could be applied 
to ensure a high level of compliance, however, penalties should apply to systemic failures 
rather than to single moderation errors.
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Tackling harmful content

4. Harmful content cannot be dealt with in the same way as illegal 
content

TikTok is committed to tackling harmful content and has a range of policies and 
processes in place to deal with harmful content that violates our community guidelines 
quickly and effectively. However, harmful content should not be dealt with in the same 
way as illegal content. It is not always easy to determine if a video violates the law but at 
least there are written definitions and case law to guide moderators. Harmful content is 
more frequently open to debate and perception is shaped by context. For example, if one 
examines the use of slurs, such as racial or ethnic epithets, should they always be 
prohibited, or should they be permitted in certain contexts, where those slurs are being 
appropriated or challenged by the community they are intended to attack? UGC platform 
content moderators have to make these kinds of complex interpretations all the time. In a 
scenario where there are harsh penalties for those moderators if they act too slowly or 
remove too little, then UGC platforms will shift to a model where they inevitably block 
more and more legitimate speech and creativity. We cannot apply the same hard and 
fast rules that apply to illegal content without damaging freedom of expression.

5. Users should be able to read clear community guidelines and 
choose between different platforms

To tackle harmful but legal content, user-generated content platforms should have clear 
community guidelines. These allow users to see what type of community engagement 
will be allowed and therefore what type of experience they are likely to encounter. These 
community guidelines should not be required to be consistent across platforms just as the 
type of unwritten community guidelines that people adhere to in the physical world - a 
church, a library, a pub, a football stadium - are not the same. A platform like TikTok does 
not have the same tolerance for certain types of content as YouTube. An adult video 
hosting site has a different approach altogether. It does not make sense to force UGC 
platforms to apply the same consistent guidelines but users should be able to read 
clearly the community guidelines for each site so that they can make an informed choice. 
Platforms should rigorously enforce their own guidelines.
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Challenges and limitations
6. Shorter time limits for removal are likely to result in more over 

blocking

UGC platforms should act fast but the effect of a short time frame is that it reduces the 
scope to moderate with nuance. As a result, platforms under pressure to meet a deadline 
may err on the side of caution and block more than they would if they had more time to 
consider the full complexity and context of the content that is being reviewed. 
Moderation can be complicated so there should always be leeway for special and 
complicated cases to avoid suppressing freedom of expression.

7. There is a balance between automation to help make platforms free 
from harm and over-moderation that threatens freedom of 
expression

Machine learning can help us identify and tackle harmful content but technology today is 
not so advanced that we can solely rely on it to enforce our policies. For instance, context 
can be important when determining whether certain content, like satire, is violative. As 
such, our team of trained moderators helps to review and remove content that violates 
our standards. In some cases, this team proactively removes evolving or trending violating 
content, such as dangerous challenges or harmful misinformation. Al and machine 
learning can assist and improve the process of detection, review and removal of videos 
but Europe should be cautious about placing too great an emphasis on speed and 
removal of harmful content at the cost of nuance and freedom of expression.

Reforming legislation
8. A European harmonized approach is necessary; 27 different regimes 

would be unworkable

Europe should not create 27 different versions of this Act but a harmonized approach, 
maintaining the "country of origin" principle, would allow platforms to operate consistently 
and at scale in a way that gives member states reassurance that UGC platforms are 
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performing content moderation of illegal content to a high standard.

9. ‘Notice and action’ should remain the foundation for platforms in 
order to empower users

TikTok exists for its community to create videos and inspire joy. The ease of creation, the 
breadth of content, and the engagement between our users are what makes TikTok 
unique. We have a clear set of community guidelines and, as long as they stick to the 
rules, our users can create, post and share videos. This is only possible because of the 
principle of 'notice and action' that underpins the current European regulatory structure. 
Plainly speaking, this means that a platform is not liable for the content posted by a user 
but they must act once they have been properly notified. The alternative scenario - where 
platforms are immediately liable for all the content that a user creates - would require 
armies of lawyers to scrutinise every word, image, video or emoji that a user wishes to 
post before it could become public. Such a model would not only be unworkable, it would 
be anathema to the TikTok community which is built on the ease of creation and the 
spontaneity of engagement.

10. However change is needed and we support the idea of a ‘good 
Samaritan’ principle

From the perspective of a platform - and for society - the current system has a flaw that 
needs to be fixed. In the simplest terms, if a platform looks for harmful and illegal content, 
it could become liable; if it does not look, it cannot become liable. This acts as a 
disincentive against platforms that want to invest in and develop techniques to detect, 
review and remove videos that contain - for example - child sexual abuse material or 
terrorist-related content because of fears that they could become liable if any of those 
videos contain content that they were not looking for but which frequently attracts 
litigation, such as defamation, trademark or copyright infringement. There is already 
established in law the notion of a 'good Samaritan' clause, whereby the intention to do 
something that is clearly beneficial to society is not punished by laws designed to protect 
society from harm. The Digital Services Act provides an opportunity to remove this 
perverse disincentive that deters platforms from detecting, reviewing and removing illegal 
content by establishing the principle of a good Samaritan clause.

11. Transparency is essential

TikTok believes that all companies should disclose their algorithms, moderation policies, 
and data flows to regulators. We will not wait for regulation to come, but instead TikTok 
has taken the first step by launching a Transparency and Accountability Center for 
moderation and data practices. Experts can observe our moderation policies in real-time, 
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as well as examine the actual code that drives our algorithms. This puts us a step ahead 
of the industry, and we encourage others to follow suit.
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