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1 Content of the document

The document details the Service Levels, which the Contracting Authority expects from 
the Contractor in the provision of its Cloud Services.

2 Definitions

In this section, the Contracting Authority defines the following terms of reference 
(capitalized in the text) used in the procurement documents:

Term Description

Paying Entity
The organisational entity that pays the Invoices to the 
Contractor. For the purposes of this Contract, the 
Paying Entity is DIGIT as a Cloud Broker.

Contractor
The tenderer to which the Contract was awarded, and 
which makes the Invoices available to the Paying 
Entity.

(Cloud) Provider(s)
The provider(s) of the actual technical service. A 
Contractor can potentially offer access to several Cloud 
Providers.

(Cloud) Account An organisational notion of the Cloud Provider in 
which Customers create and operate Cloud Resources.

(Cloud) Resource

A Cloud asset or service provisioned by the Customer. 
A Resource operates in the boundaries of a Cloud 
Account. A Resource is delivered by the Cloud 
Provider.

Tag
A property delivered by the Cloud Provider, which 
takes the form of a key/value pair (e.g. 
“ENV=PROD”), that can be set on a Cloud Resource.

Consumption/Billing 
Data

Data that allows the Paying Entity to follow 
consumption and cost for a specific Account. The terms 
consumption and billing are used indistinctly 
depending on the context to identify the usage of the 
data. This data is delivered by the Cloud Provider or by 
the Contractor.

Consumption 
Report

Monthly report generated by the Contracting Authority 
that matches the price list(s) of the Contractor included 
in the applicable Contract(s) to the detailed 
Consumption Data.

Invoice
A document provided by the Contractor that indicates 
the total amount to be paid by the Paying Entity for a 
billing period. Information in this document is 
specified with a high level of granularity.

(Cloud) Customer Person or group who defines and agrees the service 
level targets.
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(Cloud) User

A login for a User of the Cloud Service, declared in a 
Cloud Account, which is characterized by rights to 
operate on Cloud Resources. The Contracting 
Authority will make reference to the following type of 
Users:
• Master User: the initial User available at the 

creation of an Account
• Cost User: a User with the rights to access only 

billing data
• (Regular) Users: other Users whose rights can be 

defined by a Master User

Single Pane of Glass A service provided by the Cloud Provider that allows 
the Paying Entity to manage several Cloud Accounts.

Region
A Region is a geographical location with a collection of 
physical data centres. Each Region is physically 
isolated and independent from other regions in terms of 
location, power, water supply, etc.

The Contractor is expected to establish the equivalence between the previous terms of 
reference and the terminology used in the Provider’s services:

Term Description

(Cloud) Account Cloud account or tenancy

Tag Tag

(Cloud) Provider Oracle Belgium

(Cloud) User User

These concepts are expected to follow the process described in Figure 1. The Provider 
shall allow at minimum the Contracting Authority to implement this scenario. The 
Provider may propose an optimised process.

3 Execution in Phases

3.1 Deployment

Onboarding

Upon entry into force of the Contract, if the Provider has not been onboarded yet by the 
Paying Entity, the Contractor shall proceed with the onboarding.

For the purpose of the onboarding of the Provider, the Contractor shall provide the 
following information to the Contracting Authority:
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J Structure of Account, Tag, User.

ν' Sample of an Invoice.

S Modalities to access, format of and sample of the Consumption/Billing Data.

The Contractor shall deliver this information to the Paying Entity within ten (10) working 
days upon entry into force of the Contract. If the Contractor fails to deliver this 
information within this period, the Contracting Authority may terminate the Contract, 
cancel the award decision in favour of the Contractor in the related Mini-Competition, and 
where possible award the Contract to the next most advantageous tender provided in the 
related Mini-Competition.

For the purpose of the onboarding, the Paying Entity will proceed with the necessary 
integration of the Cloud Provider information within its back-office processes.

Onboarding is necessary before the Paying Entity can pay the Invoices.

3.2 Execution

3.2.1 Master User

The Contractor shall deliver an Account to the Paying Entity. The Account must contain 
at least one Master User created for the Paying Entity.

The delivery of the Master User shall not exceed five (5) days. If the Contractor fails to 
deliver the Master User within this period, the Contractor shall pay to the Paying Entity 
the sum of one hundred (100) euros per each day of delay as liquidated damages.

3.2.2 Standard Execution of the Contract

The minimum requirements shall be observed throughout the entire duration of the 
Contract. Compliance with these requirements is mandatory and cannot be subject to any 
assumptions, limitations, conditions, or reservations on the part of the Contractor.

During the execution phase, the Contractor shall ensure that it delivers the Cloud Services 
described in the context of the offer.

Additionally, the Contractor shall ensure that the process, which is described in Figure 1 
and is necessary for the Performance of the Contract, can take place.
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Contractor

Invoice

Paying Entity

master user Account

cost user resource

Tags

Single Pane of 
Glass

Billing/ 
Consumption 

Data

Figure 1 - Process

J The Paying Entity can create a Cost User.

S The Paying Entity can create Users.

The Cost User has access to Consumption/Billing data.

J The Users can create Cloud Resources.

J The Users can define Tags (potentially with the help of the Paying Entity) on 
Resources.

J The actual usage of Resources and their respective costs are visible in Billing 
Data, where Tags are available and updated.

J If need be, the Paying Entity can handover the responsibility of the Master 
User to another Customer and keep ownership of the Cost User.

The Paying Entity and Contractor exchange Invoices.
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In terms of relationships:

S A Contractor can be linked to several Paying Entities (depending on the 
nature of the legal entity signing the Contract).

S A Paying Entity can be linked to several Accounts.

Optionally:

The Provider can offer a Single Pane of Glass that allows visibility of 
Accounts. The visibility can be restricted to billing data or not.

ν' A Single Pane of Glass can be linked to several Accounts by definition, and to 
one single Paying Entity.

3.2 .3 Services for the provision of which data may leave the territory of the
European Economic Area

Pursuant to Article 11.2 of the Main Conditions, the list of services for which 
Customer’s data cannot entirely reside in the European Economic Area is provided 
by the Contractor and centrally maintained by the Paying Entity. This list evolves over 
time as the Contractor continues to provide updated information. Entries include:

o name of the service,

o description of the service,

o the location(s) of the data,

o subject matter of the processing,

o nature and purpose of the processing,

o type of personal data processed and categories of data subjects,

o whether such services are compliant with Chapter V of 
Regulation (EU) 2016/679 (“GDPR”) and of Regulation (EU) 
2018/1725 and if so, which safeguards are in place.

For services compliant with the requirements of Chapter V of Regulation (EU) 2016/679 
(“GDPR”) and of Regulation (EU) 2018/1725, the Contracting Authority may require 
evidence of compliance throughout the duration of the Contract.

3.2 .4 Services not processing the customer’s data that may be performed outside
the European Economic Area

Pursuant to Article 11.3 of the Main Conditions, the list of services not processing the 
Customer’s data which may be performed outside the European Economic Area is 
provided by the Contractor and centrally maintained by the Paying Entity. This list 
evolves over time as Contractor continues to provide updated information. Entries include: 
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o name of the service,

o description of the service,

o the location(s) of performance of the service, 

o nature and purpose of the services.

3.3 Migration

Migration of an Account from the Contractor to another contractor offering the same 
Cloud Provider shall be free of charge and shall not exceed thirty (30) days. If the 
Contractor fails to migrate in a timely fashion, the Contractor shall pay to the Paying 
Entity the sum of two hundred (200) euros per each day of delay as liquidated damages.

4 Price and Interim Payments

4.1 Updates to the Price List

The initial list of Cloud Services available to the Contracting Authority is included as 
Annex I to the Contract together with their price and potential discounts.

The Provider shall make available electronically detailed Consumption Data per Cloud 
Account. The Contracting Authority will automate the retrieval process of the detailed 
Consumption Data and will retrieve it at least daily. The Provider shall give the proper 
access rights and permission to allow the Contracting Authority to have access to the 
detailed Consumption Data.

The validation process is expected to work as detailed in the diagram below: 

Provider
Consumption data

API

Daily process

Update

Process to be clarified

INVOICE INVOICE

Electronic Check

Provider Invoice EC Consumption

Dynamic Product list 
per provider 
(per contract)

Store the ‘public’ price 
history

Price list

Report

Figure 2 - Validation process
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The detailed Consumption Data is processed and used to update the list of Cloud Services. 
The list of Cloud Services is generated and updated by the parsing of the Consumption 
Data. If a new Cloud Service appears, the Contracting Authority will add it to the list 
Cloud Services.

The price list can potentially have different discounts applied towards prices exposed in 
the Consumption Data.

At the end of the month, the Paying Entity generates the Consumption Report by applying 
the price list(s) included in the applicable Contract(s) to the detailed Consumption Data.

4.2 Invoice Validation Process

The Contractor makes available its Invoice on a monthly basis.

The Paying Entity will check the Consumption Report against the Contractor’s 
Invoice for validation. If their respective amounts match, the payment process will be 
launched and the Invoice paid. If their respective amounts do not match, parties will reach 
an agreement within ten (10) working days, after which the payment process will be 
launched and the Invoice paid. If no such agreement is reached within ten (10) working 
days, the Consumption Report will prevail, and the Contractor will send an updated 
Invoice for validation.

The Consumption Report will be made available to the Contractor as soon as the reporting 
period is closed, so the Contractor can perform ex-ante checks and minimize exchanges.

5 Benchmarking

The Contracting Authority may activate clause 9.3.3 (benchmarking exercise) of the 
Contract in the following 2 cases:

(1) The sum of the invoiced amounts over three consecutive months is superior by more 
than fifteen (15) percent compared to three times the invoiced amount of the first month of 
the period once adjusted over a referential volume of Resources consumed.

Example

Cloud Resources do not change (i.e. 50 servers with same storage)
- January: 100K€ are invoiced

February: 120K€ are invoiced
- March: 140K€ are invoiced

January, February, March — 3 x January = 60K€ > 15% x 3 x January = 45K€

In this case the clause can be activated, since the amounts invoiced (360K€) is 
superior to a 15% increase on January consumption multiplied by 3 (300K€).

(2) The costs of the services invoiced in one month is superior by more than five (5) 
percent compared to the costs of the same services established on the basis of the prices 
offered by the Provider to the public during the same month.
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