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4. DEMONSTRATION OF SECURITY OBJECTIVES' EFFECTIVENESS

The Contracting Authority will assess, for each Security Objective defined in section 2, the
Effectiveness Assurance Levels (EALS) of the Cloud Services of the provider. The Contracting
Authority will proceed as follows to establish this EAL:

- The Contracting Authority will request a self-assessment of the EALs of the Cloud
Services by the provider, for each security objective.

- The Contracting Authority considers that the provider can justify its self-assessment of the
EAL by:

o Providing the means through which the security objective is implemented (i.e.
certification, respect of standards or internal processes)

o Providing the list of services for which the security objective is implemented (i.e.
list of services certified or following an internal process)

Therefore the Contracting Authority will ask the providers:

o Certifications obtained and relevant for security objective (this justification will
provide the best marks in case of evaluation of the offer)

o Or, Internal documentation justifying implementation of security practices

o Or, Internal documentation justifying implementation of a standard

To verify the reality of the certifications, the Contracting Authority will request a sample
of the audit certificates, attestations and scope of applicability of the certifification. The
Contracting Authority may also request a specific certification, attestation and scope of
applicability for a specific service at any time during the execution of the Contract.

For reference, the Contracting Authority provides a table of coverage of the security objectives
towards industry certifications. Therefore providers able to produce evidence for certification will
only have to refer to the applicable certification and will not have to produce further documents.
The table published in the DPS is provided below.

For each Mini-Competition, minimum EALs, i.e. level of security of the Cloud Services offered,
will be required by the Contracting Authority depending on the needs of the customer of the Cloud
Services. It is reminded to Participants of the DPS that the Participating Entities are in general
expecting a high level of security of their suppliers, and therefore high effective assurance levels.
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